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With the rapid advancement of healthcare technologies, Electronic Medical Records (EMRs),
have become invaluable resources for enhancing public health. However, these data are typically

managed by the healthcare service systems of individual medical institutions. Due to privacy

concerns and the complexity of system integration, many institutions are hesitant to share their

data, leading to the formation of data silos. The emergence of blockchain technology o®ers a
promising solution for facilitating cross-institutional health data sharing within the Internet of

Medical Things (IoMT). Nevertheless, blockchain technology, while promising, has limitations

in fully safeguarding privacy. In this paper, we propose a secure and e±cient user-centric data-

sharing system based on consortium blockchain technology. To ensure robust privacy protec-
tion in cross-institutional transactions, our scheme employs lattice-based cryptography,

a quantum-resistant cryptographic technique. Additionally, we propose an enhanced proxy

re-encryption mechanism that enables granular access control over outsourced data and miti-
gates the risk of collusion between semi-trusted cloud servers and unauthorized data requesters.

Furthermore, our system grants data owners complete control over their medical data,

empowering them to selectively share information while maintaining the privacy of sensitive

details across di®erent institutions. Through rigorous security and experimental analyses, our
scheme is shown to be more e±cient and practical than existing alternatives. Moreover, when

evaluating performances across various medical data sizes, our scheme signi¯cantly reduces

computational overhead compared to other systems.

Keywords: Electronic medical records; blockchain; lattice cryptography; proxy re-encryption;

healthcare data sharing.

1. Introduction

In recent years, advancements in Arti¯cial Intelligence, Cloud Computing, and Big

Data Analytics, along with the global impact of the COVID-19 pandemic, have

signi¯cantly transformed traditional models of health data collection, storage, and

management.1–4 These innovations have driven the digital transformation and

modernization of traditional medical services. Central to this transformation is the
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increasing reliance on healthcare data, particularly Electronic Medical Records

(EMRs), which contain critical information such as a patient's medical history,

diagnoses, treatment procedures, and prescribed medications. EMRs have become

indispensable in the healthcare industry, with their market value soaring from nearly

nonexistent in 2000 to over $31 billion annually by 2018, driven by the proliferation

of the internet and information technology.5 However, EMRs are often fragmented

across various independent healthcare systems managed by di®erent medical insti-

tutions, leading to the formation of data silos.6,7 Privacy concerns and the com-

plexity of system integration further impede the sharing of EMRs between

institutions. Consequently, isolated data o®er limited potential for comprehensive

analysis, the development of more e®ective treatment techniques, and drug discov-

ery.8 Therefore, developing a secure cross-institutional health data-sharing scheme is

an urgent research priority, necessary for both privacy protection and maximizing

the value of health data.

To address the limitations of data sharing in the current healthcare system,

blockchain technology o®ers a promising solution for securely and e±ciently man-

aging and sharing EMRs across various healthcare service systems. Public block-

chains, such as MedRec,9 Forti¯ed-Chain,10 MEdge-Chain,11 and BCHealth,12 have

been deployed to create fully decentralized platforms for both individuals and

institutions. In contrast, consortium blockchains, including Healthchain13 and

MedShare,14 support multicenter platforms for loosely connected networks of med-

ical institutions. While public blockchains are highly resistant to data tampering,

consortium blockchains provide several advantages, including lower costs, higher

Transactions Per Second (TPS), and the ability to maintain data privacy

without exposing information publicly.3 Consequently, consortium blockchains are

more commonly adopted in practice, particularly within the healthcare industry,

where privacy and e±ciency are critical concerns. Despite these advancements,

challenges persist in safeguarding the privacy protection and security of sensitive

health data.

Given the sensitive nature of patient medical records, privacy protection is par-

amount in health data sharing. Cryptographic technology serves as a cornerstone in

safeguarding this protection. Various cryptographic techniques have been proposed

to ful¯ll speci¯c functions: encryption and decryption algorithms ensure data con-

¯dentiality15,16; signature schemes verify identities and authenticate informa-

tion;17,18 and searchable encryption algorithms enable secure and accurate data

retrieval.19,20 The medical cloud service provider, often considered a semi-trusted

third party responsible for managing patient information, poses a potential risk of

tampering with, abusing, or disclosing EMR information. In cross-institution health

data-sharing, it is imperative to maintain data owners' control over access. Proxy

Re-Encryption (PRE) is an e®ective solution by enabling data owners to grant access

to their encrypted data without compromising data con¯dentiality.2 This approach

ensures that only authorized individuals can access the data while preserving the

privacy of health records throughout the sharing process. Moreover, data owners
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retain control over their data and can leverage zero-knowledge proofs, such as

Veri¯able Credentials (VCs), to meet conditions on user data without revealing the

actual data.21,22 Furthermore, with the rapid advancements in quantum computing,

quantum-resistant algorithms must be considered. Lattice cryptography, which

relies on NP-hard mathematical problems, is a promising method to resist quantum

attacks.23,24 These algorithms use cryptographic primitives like lattice structures

instead of factorization to create public key schemes that can avoid potential threats

posed by Shor's algorithm.25

Therefore, to meet the security and privacy-preserving requirements in health

data-sharing scenarios, we propose a user-centric data-sharing scheme leveraging

blockchain technology. The key contributions of this work are as follows:

(1) A lattice-based data-sharing scheme is proposed to enhance quantum-resistant

privacy security for cross-institutional transactions. This scheme employs a

modi¯ed proxy re-encryption mechanism to prevent unauthorized access,

thereby safeguarding the privacy and security of medical data.

(2) Data owners maintain complete control over their data, with a temporary

Veri¯able Credential (VC) issued to represent their consent for each requester.

The user-centric mechanism empowers data owners to issue distinct VCs for

di®erent requesters, specifying varying levels of access while safeguarding the

privacy of information they choose not to disclose.

(3) The proposed scheme is shown to meet all speci¯ed security requirements,

including decentralization, data con¯dentiality, anti-collusion, and quantum

resistance, through rigorous theoretical security analysis. In terms of perfor-

mance simulation, our scheme demonstrates a reduction in computational

overhead during the EMR sharing stage, en-compassing encryption, re-encryp-

tion, and de-cryption. While the performance during the re-encryption key

generation stage is slightly lower, particularly as the number of shares increases,

the overall computational overhead of our scheme remains signi¯cantly lower

than existing related schemes.

The rest of this paper is organized as follows: Section 2 introduces related works. In

Sec. 3, we describe the relevant preliminaries used in our scheme. Section 4 presents

the proposed scheme in detail. Section 5 provides the security and performance

analysis, followed by the conclusions and future work in Sec. 7.

2. Related Works

Blockchain technology can ensure data integrity and security, facilitating the in-

teroperability of health data across di®erent healthcare institutions. Researchers

have made signi¯cant e®orts to develop solutions that leverage this technology for

secure and e±cient data sharing. Cao et al.3 proposed a blockchain-based electronic

health system designed to resist impersonation attacks while ensuring that patients'

Enhancing Healthcare Data-Sharing

2540040-3



EMRs are neither tampered with nor forged. MedRec9 is another blockchain-based

medical records management system that utilizes smart contracts to manage access

control and record sharing. Healthchain13 introduces a health data-sharing platform

that uses a pricing game model to optimize both price and system bene¯ts. In Ref. 26

a blockchain-based data-sharing scheme was described, which traces maliciously

modi¯ed data by storing the original data and transaction data on separate block-

chains. However, as the amount of data on the blockchain increases, this approach

also increases the storage burden on the chain.

To overcome this challenge, Liu et al.4 proposed a ¯ne-grained controllable ¯le

access scheme that combines blockchain with cloud services to prevent privacy

leakage. Xia et al.1 presented a blockchain-based data-sharing solution aimed at

resolving access control issues associated with storing sensitive data on untrusted

cloud servers. Mani et al.27 developed an EMR management system that utilizes the

InterPlanetary File System (IPFS) as a storage medium, with the hash of IPFS-

stored data recorded on the blockchain, e®ectively mitigating blockchain storage

issues. Bao et al.18 designed a group signature protocol for health data sharing that

integrates blockchain with IPFS28,29 for distributed medical data exchange. How-

ever, these approaches may lack su±cient security measures when medical data are

stored in cloud or IPFS environments, raising concerns about potential data leakage.

To secure sensitive EMR data on semi-trusted cloud servers, Thwin et al.30 in-

troduced a ¯ne-grained access control model using proxy re-encryption, which

safeguards EMRs and allows for revocation. However, this scheme relies on a semi-

trusted cloud server that has access to user identities during the registration phase,

posing a security risk due to centralized identity management. Liu et al.2 proposed a

remote healthcare data-sharing scheme based on an on-chain/o®-chain model to

address the storage burden associated with medical blockchain data. They also en-

hanced the proxy re-encryption mechanism to prevent collusion between semi-

trusted cloud servers and unauthorized data requesters. Lin et al.31 established a

blockchain scheme integrated with the IoMT framework to preserve privacy, en-

abling mutual user authentication through a message authentication protocol and

key generation mechanism. Li et al.32 designed a Designated Veri¯er Aggregate

Signature (DVS) scheme to protect health data privacy within a permission IoMT

system. However, these schemes still rely on traditional cryptographic q-order

multiplicative cyclic groups, making them vulnerable to attacks from quantum

computers. Cai et al.33 proposed a lattice-based DVS protocol that o®ers enhanced

security against quantum attacks for health data sharing in IoMT systems. Li et al.8

introduced an MCF model with a DVS scheme that supports cross-chain health data

sharing and ensures data integrity, preventing tampering. This scheme also inte-

grates lattice cryptography, providing resistance against quantum attacks.

Therefore, to enhance the privacy and security of medical data in blockchain-

based IoMT systems, this paper proposes the design of a user-centric and more secure

data-sharing scheme that utilizes lattice cryptography to improve resistance against

quantum attacks.
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3. Model and Scheme Overview

A. System Model

Given the highly sensitive nature of the information contained in EMRs and the

critical need to protect patient privacy and securing personal medical data in

healthcare data- sharing scenarios. To address this need, we propose a medical data-

sharing scheme based on lattice cryptography to protect participants' identity pri-

vacy. Our proposed system model, shown in Fig. 1, comprises the following entities:

User Node (UN), Hospital Node (HN), Management Node (MN), and Cloud Server

(CS). In this system, UN, HN, and MN establish a Consortium Blockchain (BC)

Network that synchronizes speci¯c data to the blockchain.

. User Node (UN): In our model, UNs include both data owners and data requesters.

Data owners, such as patients, retain control over their EMRs and can choose to

share them with researchers within the system. Data requesters, typically medical

insurance companies or researchers, seek permission from data owners to access

these EMRs.

. Hospital Node (HN): HN represents major hospitals and medical research centers.

Its primary role is to generate participant medical data (e.g., EMRs) and create

EMR abstracts. To ensure data integrity, HN signs these EMRs and abstracts

with its public key. Unlike in traditional settings, HN transfers EMR ownership to

participants, who then store the data in their digital wallets.

. Management Node (MN): MN serves as the supervisory entity for medical insti-

tutions, primarily responsible for regulatory compliance auditing. MN also handles

issuing and managing UN identities and generating blocks in the consortium

blockchain network. The MNs are divided into two roles: Leader ðMNLÞ and

Follower (MNF ). A leader is dynamically elected among MNs, with followers

replicating its decisions.

. Consortium Blockchain (BC): The BC stores metadata, access logs, and veri¯able

credentials for the scheme. Access to the BC is restricted to a selected group of

Fig. 1. System model.
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authorized consortium members, ensuring secure and e±cient collaboration

among participants.

. Cloud Server (CS): CS is a third-party cloud provider, either a public cloud or a

private cloud maintained by government entities. It is responsible for storing

participants' encrypted EMRs and abstracts.

B. Security Requirements

The detailed security requirements for healthcare data sharing are presented as

follows:

. The Sybil attack occurs when an adversary creates multiple fake identities to gain

excessive in°uence and control within a healthcare system.

. In the proposed scheme, a semi-trusted entity (CS) is responsible for storing

EMRs. However, there is a potential risk that its curiosity may lead to unautho-

rized access to this healthcare data.

. A replay attack occurs when an adversary intercepts, delays, and retransmits a

valid data transmission.

. A collusion attack occurs when adversaries cooperate to gain unauthorized in°u-

ence in a system. For instance, CS may conspire with data requesters to obtain

unauthorized access to EMRs.

C. Preliminaries

(1) Lattice

We use R and Z to denote the sets of real numbers and integers, respectively. Let M

represent the message set, whose elements are polynomials with coe±cients be-

longing to f0 and 1g. The notation jjbjj and jjBjj represent the Euclidean norms of

column vector (polynomial) b and matrix B, respectively. The notation jj ~Bjj denotes
the Euclidian norm of the Gram-Schmidt orthogonalization of matrix B. We de¯ne

jjvjj1 as the in¯nite norm of the column vector (polynomial) v.

Let b1; � � � ; bn 2 R
m be vectors that are linearly independent in the Euclidean

space. The lattice LðBÞ ¼ Lðb1; � � � ; bnÞ ¼ fPn
i¼1 zibijzi 2 Z; bi 2 R

mg. Generally,

when n ¼ m, the lattice is referred to as a full-rank lattice. We employ special lattices

in algorithms TrapGen and SamplePre,25 their de¯nitions are given as follows:

^?
q ðBÞ ¼ fz 2 Z

mjBz ¼ 0 mod q;B 2 Z
n�m
q g

^u
qðBÞ ¼ fz 2 Z

mjBz ¼ u mod q;B 2 Z
n�m
q ;u 2 Z

n
qg

(2) RLWE

The RLWE distribution34 is de¯ned as follows: Let R ¼ Z½x�=ðxn þ 1Þ, where n is a

power of 2. The ring Rq ¼ R=q ¼ Zq½x�=ðxn þ 1Þ, where q is a prime number satis-

fying q ¼ 1 mod 2n. Let  a be an error distribution closely related to the discrete

Gaussian distribution over Rq. The secret s is uniformly sampled from Rq, and the
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error term e is independently sampled according to  a. The distribution As; a
of

ða and bÞ over Rq �Rq is de¯ned by the equation ¼ asþ e.

(3) Proxy Re-encryption

In this concept, a semi-trusted proxy can acquire a re-encryption key from the data

owner. The proxy can then convert the encrypted message under the data owner's

public key into an encrypted message under the data requester's public key, without

knowing the message.2,21 The formal de¯nition of the unidirectional identity-based

proxy re-encryption is as follows:

. SetupðkÞ ! pp : For this algorithm, input a secret parameter k and output the

public parameter pp and the master secret key msk.

. Extractðpp; id; mskÞ ! skid : Input the public parameters pp, the user's identity

id, and the master secret key msk. The algorithm outputs the private key skid for

the user id.

. Encðpp; id;MÞ ! Cid : Given pp, id, and a message M as input parameters, this

algorithm produces the ciphertext CA as output.

. ReKeyGenðskid; skid0 Þ ! rkid!id0 : Input the private keys skid and skid0 . The algo-

rithm generates a re-encryption key rkid!id0 .

. ReEncðCid; rkid!id0 Þ ! Cid0 : The re-encryption algorithm takes the ciphertext Cid

and the re-encryption key rkid!id0 as inputs to generate the re-encrypted ciphertext

Cid0 .

. DecðCid0skid0 Þ ! M : Inputs skid0 and ciphertext Cid0yield the message M with

overwhelming probability.

4. The Proposed Scheme

A. Overview of the Scheme

The proposed scheme designs a healthcare data-sharing mechanism that includes

¯ve main phases. The de¯nitions for each of the symbols used in this study are shown

in Table 1. As is illustrated in Fig. 2, the detailed system operation process is as

follows:

1. The user generates a private key fPIDA
and a public key pkPIDA

based on SetupðkÞ,
and registers the public key pkPIDA

on the blockchain.

2. The user prepares InfoA and pkPIDA
for veri¯cation by the Management Node

(MN).

3. Upon successful veri¯cation, the MN generates the pseudo identity PIDA.

4. After a diagnosis in the Hospital Node (HN), EMRA and the corresponding

metadata M are generated.

5. The metadata are stored on the blockchain by invoking a smart contract, while

EMRA is encrypted using EncðÞ and stored in the Cloud Server (CS).
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6. Researchers or doctors can query and request speci¯c medical data by sending

PIDB to obtain permission from the data owner.

7. Once the data owner accepts the request, a temporary Veri¯able Credential (VC)

is issued to represent the data owner's consent for the requester. This VC will

allow selected disclosure, where the data owner independently decides what in-

formation to share. In addition to the VC, a re-encryption key will be generated

via ReKeyGenðÞ and provided to the requester.

8. The CS will receive rB generated by the data owner and af�1
PIDB

provided by the

requester. Using these two pieces of information, the CS can execute ReKeyGenðÞ
to generate a re-encryption key and use it to perform ReEncðÞ producing CPIDB

.

Table 1. Symbol description.

Symbol Description

q Prime, reducing the coe±cient of the polynomial during encryption and decryption

R Polynomial ring Z½x�=ðxn þ 1Þ
Rq Polynomial ring Zq½x�=ðxn þ 1Þ
n The dimension of polynomial in rings R and Rq

midi The identity of the managerment node MNi

hidi The identity of the hospital node HNi

H1;H2 Hash functions

fidN ; skidN The private key of idN
pkidN The public key of idN
f�1
idN

Multiplicative inverse of polynomail fidN

Fig. 2. System operation process.
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9. When requesters query medical data access, they provide the veri¯able credential

obtained from the data owner to the Cloud Server (CS). The smart contract on

the Blockchain (BC) veri¯es the scope of access permitted for the requesters and

grants the corresponding services.

B. Protocol Description

(1) Initialization

Given a security parameter k 2 Z, a prime number q ¼ polyðkÞ, a prime number

p ¼ 2, and an integer n. Here, q ¼ 1 mod 2n and n is a power of 2. The hash functions

H1 : f0; 1g� ! f�1; 0; 1gnand H2 : f0; 1g� � f0; 1g� ! f�1; 0; 1gn are de¯ned. A

random matrix B 2 Z
k�n
q and a short trapdoor basis TB 2 ^?

q ðBÞ are generated by

the function TrapGenðk; q;nÞ. The distribution of B is statistically close to uniform

distribution over Zk�n
q and the length jj ~TB jj � Oð ffiffiffiffiffiffiffiffiffiffiffiffiffi

k log q
p Þ. TB serves as the master

private key of MN.

The set of hospital node is HN1;HN2; � � � ;HNN , and each assigned an identity

fhid1; hid2; � � � ; hidNg Similarly, fmid1;mid2; � � � ;midNg represent the identities of

the management nodes. Each node of MNs and HNs obtains its private key according

to the following process:

. Suppose a node is N and idN denoted its identity. It uses the function SamplePre

ðB;TB;H1ðidNÞ; �Þ to generate a vector f 0
idN

whose distribution is statistically

close to D^HðidN Þ
q ðBÞ;�.

. Node N randomly chooses uidN , which is uniformly sampled with coe±cients be-

longing to f�1; 0; 1g over to Rq and samples fidN and gidN to satisfy the following

equations:

fidN ¼ fðpf 0
idN

þ 1ÞjfidN mod q 2 R�
q g

gidN ¼ fðgidN 2 DZn;�ÞjgidN mod q 2 R�
q g

. Here, fidN is the private key of N, denoted as skidN , while its public key is

pkidN ¼ gidN f
�1
idN

+uidN .

Upon completion of this initialization phase, the public system parameters are

fk; q; p;n;B;H1;H2; hpkhidiii¼1�N ; hpkmidiii¼1�Ng.

(2) Registration

We suppose Alice wants to register as a UN. First, using the method mentioned in

the initialization phase, Alice can obtain her private key fPIDA
and public key

pkPIDA
¼ gPIDA

f�1
PIDA

þ uPIDA
. Then, she organizes her real identity information InfoA

¼ fName; Id;Email;Phoneg Here, Id refers to the identity card ID or the health

insurance card ID given by the MN. Alice stores InfoA in her digital wallet and

presents it along with her identity card to the MN for veri¯cation. Upon completing
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the veri¯cation, the MN generates the pseudo identity PIDA for Alice, which she

keeps in her digital wallet.

(3) Encryption and Storage of EMRs

During each clinic visit to the HN for diagnosis, Alice receives EMRA along with its

summary information, referred to as Infos. Both are generated by professional

physicians at the HN and are signed by the HN to ensure data accuracy. Alice stores

the EMRA in the CS for future data-sharing purposes, while the summary infor-

mation is temporarily kept for use in the subsequent steps of the process. To securely

protect her medical record EMRA, Alice uses the following steps to encrypt EMRA

before uploading it to the CS:

. Randomly select two noises b; � 2  a over Rq.

. Compute ciphertext

CPIDA
¼ pðpkPIDA

bþ vÞ þ EMRA

Alice sends the message CPIDA
; �A; �A to CS, where �A is the hash value of H2ðCPIDA

;

PIDAÞ and �A is the signature of Alice.

After receiving fCPIDA
; �A; �Ag from Alice, the CS computes ��A ¼ H2ðCPIDA

;

PIDAÞ and veri¯es whether ��A ¼ �A. The CS also con¯rms that the signature �A
belongs to Alice. Once the veri¯cation is successful, the CS stores fCPIDA

; �A; �Ag and
generates a download link (named url) for EMRA.

(4) Store Metadata on Blockchain

Upon receiving the download link url, Alice generates the metadata M ¼
furl; Infos;PIDAg and broadcasts the on-chain request Txreq ¼ fM; rMNL

;hM ; SigA
ðhMÞg to the consortium blockchain network. Here, rMNL

, generated by the leader of

the MN, is a unique and random value used only once in a transaction. hM represents

the hash value of M, and SigAðhMÞ denotes Alice's signature on hM . In our scheme,

HNs are responsible for verifying the request by checking the integrity of M and

SigAðhMÞ. Subsequently, each HN generates the endorsement message and sends it to

MNL, where the content is denoted as E ¼ fTxreq; res;hE; SigHNðhEÞg. Here, Txreq
refers to the original request, res indicates the veri¯cation result, hE represents the

hash value of ðTxreqjresÞ, and SigHNðhEÞ is the signature of the current HN.MNL ¯rst

checks the integrity of all received E. Then, it retrieves the ¯eld res and accumulates

the count of all res values set to \agree". If this count exceeds the prede¯ned

threshold, MNL places Tx ¼ E: Txreq into the transaction pool.

The number of transactions in a block depends on the con¯guration parameters

related to the desired size and maximum elapsed duration for a block. If either of

these parameters is satis¯ed, MNL constructs a block Block ¼ fTx1;Tx2; � � � ;Txn,
where Txk is the con¯rmed transaction. Then,MNL generates a block message BM ¼
fBlock; num;hB; SigMNðhBÞg and distributes it to the consortium blockchain
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network (BC). In our proposed system, the blocks generated by MNL are considered

¯nal. Once a transaction is recorded in a block, its position in the ledger is

immutable.

Each HN validates the integrity of BM and the validity of the signature. If the

veri¯cation process passes, the ledger is updated consistently across all nodes. Once

ledgers of all nodes have been consistently updated,MNL selects the next leadermidj
using the formula j ¼ ðR mod NÞ þ 1 where R is a random number generated

by MNL.

(5) Authorization and Access

Suppose that researcher Bob ¯nds Alice's metadata relevant to his research. He sends

a request message to Alice, asking for her permission to access her EMRA. The

message is fPIDB;hB; SigBðhBÞg, where hB represents the hash value of PIDB,

and SigBðhBÞ denotes Bob's signature on hB.

When Alice receives the request and allows Bob to access her EMRA, she ran-

domly selects rB 2 Rq and eB from the distribution  a over Rq, and then computes

a ¼ rBðfPIDA
þ peBÞ. Through secure channels, Alice encrypts a with Bob's public

key and transmits it to Bob, while she sends the encrypted rB with CS's public key to

the CS. Bob retrieves a using his private key, then calculates b ¼ af�1
PIDB

and sends b

to the CS. When the CS receives rB and b, it calculates the re-encryption key

rkPIDA!PIDB
¼ ðfPIDA

þ peBÞf�1
PIDB

. Then, the CS computes a new ciphertext

CPIDB
¼ rkPIDA!PIDB

CPIDA

Bob downloads the information fCPIDB
g; �A from the corresponding url. Then, he

validates the integrity of EMRA by checking whether �A equals H2ðCPIDA
;PIDAÞ. If

the veri¯cation process passes, Bob decrypts CPIDB
to retrieve EMRA by calculating

(fPIDB
CPIDB

Þ modq.

5. Security Analysis

A. Data Con¯dentiality

Due to the persistent nature of blockchain, data cannot be deleted once written,

ensuring data integrity and security, which is a vital aspect of blockchain technology.

However, as the amount of data increases, this characteristic leads to ongoing storage

challenges that blockchain systems must manage. To mitigate these storage issues,

our proposed scheme, like other literature,2 stores the main body of EMRs on semi-

trusted cloud servers. When a data owner authorizes a data requester to access her

EMRs, the scheme delegates the Cloud Server (CS) to convert a new ciphertext using

the re-encryption key generated by the Identity-Based Proxy Re-Encryption (IB-

PRE) mechanism. The data requester can retrieve the EMRs from this new ci-

phertext using their private key. During the process, the CS is solely responsible for

storing encrypted EMRs and facilitating the re-encryption process; It cannot access
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the data owner's actual information. Therefore, the proposed scheme ensures data

con¯dentiality.

B. Sybil Attack

In our scheme, the identity veri¯cation process ensures that each participant regis-

ters only once with a veri¯ed identity, thereby preventing the creation of multiple

accounts. Digital wallets securely store veri¯ed information, preventing tampering or

duplication of identities. By acting as a secure repository for the data owner's

identity information and cryptographic keys, the digital wallet makes it challenging

for attackers to compromise or steal identities. This identity veri¯cation process

provides robust protection against Sybil attacks by ensuring all participants are

genuine and uniquely identi¯ed. It enhances the trustworthiness and security of the

consortium blockchain, enabling each transaction to be traced back to a veri¯ed

participant and maintaining the integrity and reliability of the network.

C. Collusion Resistance

In our scheme's authorization and access process, when a data owner receives an

authorization request from a data requester, the data owner generates and sends a

value a to the data requester, along with the random parameter rB to the Cloud

Server (CS). Even if the data requester obtains rB from the CS and calculates

a=rB ¼ fPIDA
þ peB, he still cannot obtain due to the presence of the noise polyno-

mial eB. Similarly, even if the CS obtains fPIDB
and calculates rkPIDA!PIDB

fPIDB
¼

fPIDA
þ peB, it still cannot retrieve the data owner's private key fPIDA

due to the

noise polynomial eB. Thus, our proposed scheme ensures collusion resistant between

the semi-trusted CS and data requesters.

D. Replay Attack

The random value rMNL
generated by the leader of the MN, serves as a nonce ��� a

unique value used only once in a transaction. This ensures that each transaction

request, represented by Txreq, is unique and cannot be replayed. Additionally,

blockchain transactions include timestamps that record the exact time when the

transaction is created and added to the blockchain. Therefore, combining rMNL
with

the timestamp in blockchain transactions provides dual protection against replay

attacks, safeguarding transactions across di®erent sessions and ensuring the immu-

tability of recorded transactions in the ledger.

E. Decryption Correction

Lemma 1. The data owner can decrypt the ciphertext CPIDA
and retrieve the

plaintext EMRA using her private key.

Proof. The ciphertext CPIDA
is de¯ned as

CPIDA
¼ pðpkPIDA

bþ vÞ þ EMRA

J.-W. Hu
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This ciphertext is the result of the encryption algorithm Encðpp; id;MÞ. We use the

decryption algorithm DecðCPIDA
skPIDA

Þ to compute

C 0
PIDA

¼ fPIDA
CPIDA

mod q

¼ fPIDA
ðpðpkPIDA

bþ vÞ þ EMRAÞ
¼ fPIDA

ðp½ðgPIDA
f�1
PIDA

þ uPIDA
Þbþ v� þ EMRAÞ

¼ pgPIDA
bþ fPIDA

uPIDA
bþ fPIDA

pvþ fPIDA
EMRA

Given that fPIDA
¼ pf 0PIDA

þ 1 ¼ 1 mod p, we can conclude

C 0
PIDA

mod p ¼ EMRA

Thus, the decryption process successfully retrieves the plaintext EMRA from the

ciphertext.

Lemma 2. If the data requester receives the ciphertext CPIDB
, which was encrypted

using the re-encryption key rkPIDA!PIDB
, she can decrypt and retrieve the plaintext

EMRA using her private key.

Proof. The re-encryption key rkPIDA!PIDB
is generated by the algorithm ReKeyGen

ðskPIDA
; skPIDB

Þ and the ciphertext CPIDB
¼ rkPIDA!PIDB

CPIDA
is computed by

encryption algorithm ReEncðCid; rkPIDA!PIDB
Þ. Using the decryption algorithm

DecðCPIDB
skPIDB

Þ, we can compute

C 0
PIDB

¼ fPIDB
CPIDB

mod q

¼ fPIDB
ðfPIDA

þ peBÞf�1
PIDB

ðpðpkPIDA
bþ vÞ þ EMRBÞ

¼ ðfPIDA
þ peBÞðpðgPIDA

f�1
PIDA

þ uPIDA
Þbþ v� þ EMRBÞ

¼ pgPIDA
bþ pfPIDA

uPIDA
bþ pfPIDA

vþ fPIDA
EMRB

þ p2gPIDA
f�1
PIDA

eBbþ p2eBuPIDA
bþ p2eBvþ peBEMRB

Finally, since fPIDA
¼ pf 0

PIDA
þ 1 ¼ 1mod p and the sum of the other terms (except

fPIDA
EMRB) is zero modulo p, we have that C 0

PIDB
¼ EMRB mod p.

6. Performance Analysis

A. Functional Features

In this section, our proposed scheme is compared with similar schemes in terms of

security features, including decentralization, con¯dentiality, integrity, quantum re-

sistance, anti-collusion security, and user-centric access control. Table 2 demon-

strates that our scheme ful¯lls all functional requirements. Notably, while 8 our

scheme can resist post-quantum attacks, it8 lacks mechanisms for user-de¯ned access

control and anti-collusion security. While2 our scheme o®ers anti-collusion security,

other schemes do not meet this criterion. However,2 it relies on a q-order multipli-

cative cyclic group, which limits its ability to resist quantum cryptography attacks.
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B. Performance Analysis

The performance of the proposed model is evaluated by comparing its computational

overhead to that of other schemes. Since proxy re-encryption is the core component

in all schemes, the experiments are divided into four main stages: encryption, re-

encryption key generation, re-encryption, and decryption. For the cryptographic

operation comparison, all experiments are conducted on a system with an Intel(R)

Core i7-8559U CPU, 2.70GHz, 8GB memory running a 64-bit Linux operating

system. Each scheme is implemented using the Java Pairing-Based Cryptography35

and NTRUReEncrypt36–38 libraries. A Hyperledger blockchain network, created in a

Docker environment, is used for blockchain service testing, comprising orderer nodes,

endorser nodes, and three peer nodes.

According to Fig. 3(a), the encryption stage of our scheme requires signi¯cantly

less time than the other schemes. In the re-encryption key generation stage, Fig. 3(b)

shows that our scheme's performance is second only to the scheme in Ref. 2. How-

ever, as illustrated in Figs. 3(c) and 3(d), our scheme performs best in the re-

encryption and decryption stages. Based on this comparison, our model demon-

strates better overall performance in the encryption, re-encryption, and decryption

stages. Although the re-encryption key generation stage ranks only second, this key

(a) (b)

Fig. 3. Comparison of computational overhead: (a) encryption stage, (b) re-encryption key generation
stage, (c) re-encryption stage, (d) decryption stage.

Table 2. Comparison of function features.

Functionality Liu et al.2 Li et al.32 Li et al.8 Ours

Decentralization X X X X
Con¯dentiality X X X X
Data integrity X X X X
Anti-collusion X £ £ X
Quantum-resistant £ £ X X
User-de¯ned access control £ £ £ X

J.-W. Hu

2540040-14



is typically generated only once when requested by the requester, making its impact

on overall performance minimal.

Next, we consider the impact of EMR data size on overall performance by

utilizing EMR data of various sizes in our experiment. To construct our experiment,

(a) (b)

(c) (d)

Fig. 4. Comparison of computational overhead based on various EMR data sizes: (a) encryption stage,
(b) re-encryption key generation stage, (c) re-encryption stage, (d) decryption stage.

(c) (d)

Fig. 3. (Continued)
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we explored diverse data source. Initially, plaintext EMR records are approximately

169KB.9 We also included medical imaging data, which have increased in size due to

advancements in imaging technology and higher resolutions. The size of medical

imaging data varies signi¯cantly depending on imaging modality, resolution, and

compression techniques. For instance, the uncompressed sizes of X-ray, CT, and MRI

images di®er. X-ray images, typically captured at 2048x2048 pixels, range from 10 to

20 megabytes per image. Similarly, a single CT image varies from 0.5 to 10 mega-

bytes, with a full CT scan series typically occupying between 100 to 512 megabytes.

MRI images, depending on resolution and slice thickness, range from 0.5 to 5

megabytes per image. To encompass a comprehensive range of data sizes in our

experiment, our EMR data include sizes of 512KB, 4MB, 32MB, and 512MB.

Figure 4 presents the comparisons between di®erent schemes across various EMR

data sizes. For each stage, the time required by these ¯ve schemes increases with the size

of the EMR data. In the re-encryption key generation stage, as shown in Fig. 4(b), our

scheme requires more time compared to Ref. 2.However, in the encryption, re-encryp-

tion, and decryption stages, depicted in Figs. 4(a), 4(c), and 4(d), respectively, our

scheme performs better than the other schemes in terms of computational overhead.

7. Conclusion

E®ectively sharing healthcare data across di®erent institutions while protecting

personal privacy remains a signi¯cant challenge in medical data exchange. In this

paper, we propose a secure and user-centric data-sharing scheme based on blockchain

technology. The scheme employs lattice-based cryptography, providing resistance

against quantum attacks, and leverages a proxy re-encryption mechanism to enhance

both privacy and security in system transactions and user interactions. In our

scheme, data owners can issue veri¯able credentials to various requesters, enabling

¯ne-grained access control. The proposed scheme meets essential security require-

ments, including data con¯dentiality, collusion resistance, and protection against

Sybil and replay attacks. Both simulation and theoretical analysis demonstrate that

our scheme achieves greater e±ciency in computational overhead for medical data

sharing compared to other approaches. While our scheme ranks second in re-en-

cryption key generation performance, this key is typically generated only once,

resulting in minimal impact on overall performance.

Future research directions could focus on improving key generation e±ciency,

identity authentication, secure secret sharing, and handling revocation in cases of

leakage behavior among users. These areas hold promise as fruitful avenues for

further exploration.
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