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Abstract

The National Center for High-Performance
Computing (NCHC), in line with government policies,
has established an integrated public service network
exchange center—the Formosa Open Exchange
(hereinafter referred to as FOX). As a critical hub for
data exchange and connectivity between different
networks, the network exchange center faces increasing
challenges from the growing complexity of network
architectures and the rising threats to network security.
Network security has thus become one of the primary
challenges for the exchange center. Traditional network
protection methods are insufficient in quickly
responding to attacks, necessitating more immediate
and effective defense strategies. With the continual
evolution of network attack techniques, the attacks
faced by network exchange centers have become more
diverse and complex. As one of Taiwan’s primary
network exchange hubs, protecting FOX's operational
efficiency and security is of  utmost
importance.Therefore, this research aims to develop
and implement a defense mechanism capable of rapidly
intercepting malicious traffic, ensuring the network
security of exchange center members. The core of this

system is the implementation of Remote Black Hole
Routing (RTBH), which allows for the quick
interception and disposal of malicious traffic at the
routing level. Members of the exchange center can
submit known attack sources or abnormal traffic
sources through a web interface, and the system will
verify routes based on a blacklist, promptly updating
routing policies to redirect malicious traffic into a black
hole. The implementation of RTBH not only enables
centralized management but also reduces the burden on
individual members for configuration and management,
thus lowering resource consumption and complexity.
The contribution of this research lies in providing
a feasible real-time protection mechanism for network
exchange centers, safeguarding members from
malicious traffic attacks, enhancing overall defense
efficiency, and achieving the intended outcomes of a
collaborative defense mechanism.
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