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Backbone Network anomaly detection

Statistical & rule-based Supervised Learning Unsupervised Learning
decision making Classification Qutlier detection
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Backbone Network anomaly detection
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NAR
Statistical & Rule-based anomaly detection
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Backbone Network anomaly detection
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Backbone Network anomaly detection

» Machine Learning Classification
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NAR
Data Preparation

- NCTU NetFlow from 00:00 to 23:50 on 8/10 (27 million records - 844MB)

- integrate the current attacker IP labels into the model training process.

A |
TWAREN Optical Backbone Network f Vo \
NYCU_20220810 » 2022-08-10 P NeestKind NeestType Recommendation
EBRE bR AL 185.156.73.100 INTARINERE  HIFRE Mﬁﬁ&né?:ﬁ}:&gi&éﬁgjﬁ#?&
= = = 92.63.19761 INTABIREREE i LB O SRR BET RS Es
B0 0 - 1851567363 INTABWUAEIEE  SYMAE L AR R R R T R E
: 8023165169 INTARIEEE MRS LB ORT SR T R R
& nfcapd. 202208100000 89248.163.140 INTABINEEE g L& O EF R ET R R EE
: 185.156.73.100 INTARKEREE  HoimE LSS H OISR MR TR E
& nfcapd.202208100005 9263.19761  INTARIRERE R LB ORISR TR RN AN
_ 8024816560  INTABIEFE /i LB O R TR R RN AN
& nfcapd.202208100010 89.248.163.140 INTA{ZIEEE  HH7MAE LigEHOEZ R RET MR EEEHA
. 146.196.5226  INTAf2IMERYE  =ffRE LigEHOERREET R EEEA
B nfcapd.202208100015 80.248.165.205 INTAMBIUERIEE  SfUME LB OB R T R R R E
. 926319761  INTABWREE i LB AT R T R R
@ nfcapd.202208100020 8024816560  INTARIUEMEE SRS LB HOFR IR RET R R EEH
: 80.248.164.165  INTABICENE SN LB ORR R AR T R EE RS
& nfcapd.202208100025 89.248.165218  INTA{SINEE(EE  SfyfnE LHEHOERHEET IR EES
1851567363  INTAMEEE SR LB OIET SR T R
& nfcapd. 202208100030 1037412245 INTARTERE S5 B m ety PR L
89.245.164.165 INTAMBINEEE  S7iME LA OIS R T R
A BaAE FRAE FEAE BAKE & nfcapd.202208100035 94.102.61.2 INTAEINEERE  shohE LB OEENEET R s
89248.165582  INTARWEEE /g LA AR AR T R R
s 100G A AREH I B 8 nfcapd.202208100040 89.248.165.205  INTARNEIEE  $ine A T B s
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Feature Engineering

- Select 9 out of the 48 available features in the NetFlow data

ts 2022/8/9 23:59 2022/8/9 23:59 2022/8/9 23:59
te 2022/809 23:59 2022/8/9 23:59 2022/8/9 23:59
td 0 0.3 0
sa 2600:1900:4110:ba3::  2600:1900:4110:ba3::  2001:288:4001:d791:c0b3:2cb0:906a:cd4e b . H f th t k ff- fl
da 2804:60d4:300:221::5  2804:60d4:300:221:5  2a00:86¢0:2062:2062::148 t S . tl m eSta m p O e rle WO r tra IC OW
sp 443 443 57105
dp 55445 34368 443 =, -
oo e sa": source IP address
fwd 64 64 64
stos 0 0 0 - —~
| > ! *da": destination IP address
ibyt 72 142 61
opkt 0 0 0 . .
0 0 0 -~ ..
s 5 : dp": destination port number
out 127 127 127
sas 15169 15169 1659 = -,
das 269194 269194 2906 - I ( C P U D P C M P)
e g z D pr: protocol (e.g. TCP, Al
dmk 32 32 48
dtos 0 0 0
dir 0 0 0 ‘flg\: TCP ﬂagS
nh 0.0.0.0 0.0.0.0 0.0.0.0
nhb i i B
svin 0 0 0

0 0 0 *ipkt™: number of packets in the flow

isme  00:00:00:00:00:00 00:00:00:00:00:00 00:00:00:00:00:00
odme  00:00:00:00:00:00 00:00:00:00:00:00 00:00:00:00:00:00

idme  00:00:00:00:00:00 00:00:00:00:00:00 00:00:00:00:00:00 N3 b b f byt 1 th fl
osme  00:00:00:00:00:00 00:00:00:00:00:00 00:00:00:00:00:00 1 byt ° n u m e r O eS I rl e OW

mplsl  0-0-0 0-0-0 0-0-0

mpls2  0-0-0 000 000 =y Sy . 3 . . .
w000 000 000 dir*: flow direction (0 for outgoing, 1 for incoming)
mpls4  0-0-0 0-0-0 0-0-0

mplsS  0-0-0 0-0-0 0-0-0

mpls6  0-0-0 0-0-0 0-0-0

mpls7  0-0-0 0-0-0 0-0-0

mpls8  0-0-0 0-0-0 0-0-0

mpls9  0-0-0 0-0-0 0-0-0

mpls10 0-0-0 0-0-0 0-0-0

cl 0 0 0

sl 0 0 0

al 0 0 0

ra 211.73.76.15 211.73.76.15 211.73.76.15

eng 0/0 00 8/129

exid 1 1 1

tr 00:00.1 00:00.1 00:00.1



Visualization of the GNN model
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1. Sample neighborhood 2. Aggregate feature information 3. Predict graph context and label
from neighbors using aggregated information

Figure 1: Visual illustration of the GraphSAGE sample and aggregate approach.

W. Hamilton, Z. Ying, and J. Leskovec, “Inductive representati on learningon large graphs,”
in Advances in Neural Information Processing Systems,vol. 30. Red Hook, NY, USA: Curran Associates,12(§)17.




GNN: Why?
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GNN: Why?

v" We can train a classifier
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GNN: Why?

v' The data may have underlying structure and relationship
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GNN Architecture

node features * 7 B destination ip =——

—

d:jﬂ.r pr flg dir ipkt ibyt 1'10;,:\ - nomal Src Ip
- : i 1 — ‘ll B attacker ip
1 1 0 1 1 56 1
3 1 0 1 168 3
i 2 1 > w1 |nput Layer 1  Layer2 Layer L  Output
4 1 0 1 6 366 4
R T T T S — Y1
4 1 1 1 4 160 4
2 1 1 1 2 80 2
0 0 0 0 0 0 0
1 1 1 1 1 52 1
1 1 1 1 1 40 1 y
+ sss e —p 2
Aggregate feature information 7:7
from neighbors
) / ...... ‘ “' —_— yM =3
}"_/r label
o Output
Layer Hidden Layers Layer

* One hidden layer with 13 channels




NAR
Classification Result by GNN model

Result

Training accuracy is 0.988, Training F1 score is 0.985
Testing accuracy is 0.990, Testing F1 score is 0.988

Confusion matrix of Training Confusion matrix of Testing
dst ip normal attacker dst ip normal attacker

dst ip 1693 0 9 |dst ip 400 0

normal 0 953 25 | normal ) 202
attacker (%) 28 1500 | attacker 0 3

- both the testing accuracy and F1 score approach 99%.




Supervised Learning Constrain
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NAR

Supervised Learning Classification

Label From current NCHC rule-based From public NIDS Datasets
Source Result
Pros Achieved a testing accuracy of 99% a wider range of attack types label for training
from GNN model . Table 7: NF-UQ-NIDS-v2 distribution
HClass |Count |C'0unt H
Confusion matrix of Testing = 25165295 | Scanning 3781419
dSt 1p nor\mal attac ker\ R,e.con.naissance 2633778 ||Backdoor 18978
= Injection 684897 143097
dst ip 400 (%) DoS 17875585 16560
Brute Force 123982 Analysis 2299
norma 1 @ 20 2 Password 1153323 Shelliode 1427
attacker 0 XSS 2455020 7723
Infilteration 116361 164
Exploits 31551 Ransomware|3425
Theft 2431
Cros The performance of the classification | The publicly available NIDS datasets primarily consist of

is constrained by the labels that rely
on established rules and assumptions.

Rule-based

Supervised Learning

packet-based features, making them incomparable to
the current NetFlow data collected by NCHC.

Feature

NUM_PKTS_UP_TO_128_BYTES
NUM._PKTS 128 TO_256_BYTES
NUM_PKTS_256_TO_512_BYTES
NUM_PKTS_512_TO_1024_BYTES

Description

Packets whose IP size <= 128

Packets whose IP size > 128 and <= 256
Packets whose IP size > 256 and <= 512

Packets whose IP size > 512 and <= 1024 17




NAR|
NetFlow Data Source (PCAP Files / nfcapd Files)

security monitoring

' Netflow !

: - : Format Follow the libpcap file Specific to NetFlow, created by nfcapd daemon

i w nProbe NetFlow i

i i format

| I

: : Data Individual packets, headers, Aggregated flow data (source, destination IPs, ports,
: ObtEiR G : Content payload byte counts, timestamps, etc.)

: ek R Identifiers : , ,

i ; Network troubleshooting Network traffic analysis, capacity planning, billing,
! I

) 1

Analysis Wireshark, tcpdump
Fig. 2: Feature set extraction and labelling procedure Tools
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Backbone Network anomaly detection

Statistical & rule-based Supervised Learning Unsupervised Learning
decision making Classification Qutlier detection
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Cluster Analysis and Anomaly Detection

% Human Expert

Cluster into 3 groups...




NAR/[Labs
Cluster Analysis and Anomaly Detection

’%ﬁ@ Human Expert
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NAR/Labs
Cluster Analysis and Anomaly Detection

% . Human Expert

Create that capture these object differences

greater than 1 => “skinny”

less than 1 => invert

distinct surfaces require “edges” which have corners

easier to count

22




NAR/Labs
Cluster Analysis and Anomaly Detection

% . Clustering Features

Object Length / Width Num Surfaces

w

penny
dime
knob
eraser
box
block
screw
battery
key
bead

3
4
6
6
6
3
3
3
2

23



NAR/abs
Cluster Analysis and Anomaly Detection

€ Human € Unsupervised Learning (Cluster)
ﬁ?& Human Expert %1{| 7T¢. Plot by Features

- K=3

(00 @ -
box block  eraser

5.50

5.

K-Means Key Insight:
We can find clusters using distances
in n-dimensional feature space

Surfaces B&

key battery




NARLabs
Feature Engineering & Clustering

Standardize

5 E
'

numbers of peer links - packet count - Bytes * Flow count

node da_addr ipkt ibyt flows pr flg dir I
1.69.6.1321510 ! 1 2 80 11 1 1 H \
1.70.11.1151500 1 11 40 1,1 1 1 ‘ <. —«SNEEE—-.
E M 950 970 990 1010 1030 1050 1070 s = — + + +
18818321128 i ; } 22 i; 1 8 1 A Normal Distribution The Standard Normal Distribution
10.1.70.2061730 1 1 3 249 111 12 1 ‘
10.12.125.100950 | 3 1 8l 11 o0 1
10.12.125.102240 I 4 2 92 111 0 1
10.42.217.412130 1 13 1144 811 0 |1
100.26.248.2221210 | 1 1 40 1y 1 1 1
101.32.213.2290550 | 4 1 40 R 0.04
102.134.149.1230250 | 2 1 40 1'1 11 0.02
103.100.235.1481450 § 1 1 52 1111 SOCENNENSre Wil 000
103.101.100.2341750 | 1 1 40 111 1 1 —0.02
103.118.253.2422210 ! 16 1 44 111 1 1 004
103.139.46.2031750 | 1 1 52 1111 i ' Clustering in hyper-domain
103.146.182.341230 § 1 1 40 11l 11 3 4 2 0 2 4 6 (visualization in 3D)
103.153.254.1100510 | 27 1 40 111 1 2 .



Visualization in 3D

Goup 1: 2370

Goup 1: 1878 , Goup 2: 492
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| NAR
Optimal number of clusters

Total Within Sum of Square

N
-
o

150 1

100 -

)
=

Elbow method

12345678 910
Number of clusters k
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Clustering-Based outlier detection

Clustering results

Goup 1: 1755, Goup 2: 124 , Goup 3: 6, Goup 4: 485

3 6l
25%
21% ]
ll?l'i
® | um
S
L ]
@ Goupl
@ Goup?2
¢ _ @ Goup3
0® Goup 4
T T T
10 20 40

current rule-based classification result

normal:-1185 , attacker-1185

o normal
v attacker
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Group characteristics & Confusion matrix

Group characteristics

Group mean - da_addr mean -ipkt  mean - ibyt
Group 1 117 19 5779
Group 2 2 1302 294637
Group 3 9

Group 4 1248 2 60
All 342 181 46345

Confusion matrix

Label Groupl Group2 Group3 Group4
normal 1033 ¢ 124 13 6 1 2 |
attacker L_79%_} 483
Sum 1755 124 6 485

mean - flows

Count Group

Sum
1185
1185
2370

1755
124

6

485
2370

m—)

Group Segment name

Groupl | majority * normal users
Group2 | Little high packet - traffic users
Group3 | Heavy packet ~ traffic users
Group4 | high connection count users

29



Summary & Future Work

» Clustering algorithm provides a different perspective on the classification

Detection | Statistical & rule-based Supervised Learning Unsupervised Learning
Algorithms | decision making Classification Outlier detection
Pros Transparent and Ability to handle complex No labels necessary.
interpretable results relationships Useful for finding unusual
instances.
Cons Limited to known rules Requires labeled training data May have difficulty
and assumptions distinguishing between outliers
and legitimate variations in
f 1 3

Rule Optimization Train Classification Data Analysis distinct blocks

S S




Thanks for Your Attention
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o NAR
nfcapd Description

ts  Timestamp byt Input bytes nhb  Next hop BGP mpls6

te  Time elapsed opkt Output packets svin  Source VLAN mpls7

td  Traffic duration obyt Output bytes dvln  Destination VLAN mpls8

sa  Source address in  Input interface 1smc  Input SNMP index mpls9

da Destination address  out  Output interface odmc  Output SNMP index mpls10

sp  Source port sas  Source AS idmc  Input destination MAC cl Client/server

dp  Destination port das Destination AS osmc  Output source MAC sl Server/client

pr  Protocol smk Source mask mpls] MPLS labels 1-10 al Application layer
fle  TCP flags dmk Destination mask  mpls2 ra Router/switch IP address
fwd Forwarding status dtos Destination tos mpls3 eng Engine ID

stos  Source tos dir  Flow direction mpls4 exid Export ID

ipkt Input packets nh  Next hop mplsd tr TCP retransmit coun



