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The key players

« Endpoints

« Network
Transfer tool
Transfer settings

That' s alot of work
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« You are getting speeds less than (for large datasets):
— Within campus
« 800 Mbps (Mega bits per second).
— 100 GB = ~820,000 Mb. Takes ~ 17 minutes
« 3-4 Gbps if you have a 10G connection
— 100 GB = ~800 Gb. Takes ~ 4 minutes
— Between campus and outside
 Hard to tell because of things out of our control
« 200 Mbps — 5000 Mbps (5 Gbps)
— 100 GB = ~820,000 Mb. Takes ~ 1 hour
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» Dedicated, high-performance host for
data transfer

 Typically PC-based Linux servers built
with high-quality components and
configured specifically for wide area
data transfer

* Proper tools
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— Local storage(RAID, SSD)
— Networked storage- Distributed file system(Infiniband,

SAN)
. I
— 10GPA £ 7 #8155 52 AT S
o Tk

— Server bus(PCI-e)
— File system(ext4, xfs, btrfs)

« Tuning
— bios * CPU ~ IRQ ~ 77 - 5 ~ X Z40 - BREGS
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« Up to 2x performance difference if
you use the wrong core.

« Ifyou have a 2 CPU socket NUMA
host, be sure to:
— Turn off irgbalance

— Figure out what socket your NIC is
connected to:

cat /sys/class/net/ethN/device/numa node

Intel Sandy/Ivy Bridge

Memory Connections

— Bind your program to the same CPU
socket as the NIC:

numactl -N 1 program _name

« Which cores belong to a NUMA
socket?
cat /sys/devices/system/node/node0/cpulist
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 [EfFTELR
— Local Storage(RAID, SSD): ex: NVME SSD

— External Storage: Distributed file system(ex:Lustretg
Z Z4), lustre client mount

« ERFHI
— DTN#EBEthernet ~ IB ~ omni-path#&E#Z &% DFS
— NFS mount
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* anonymous: anyone can access the data.
ex: FTP HTTP(wget)

« simple password: most sites no longer allow this
method since the password can be easily captured.
ex: FTP HTTP(wget)

« password encrypted: control channel is encrypted,
but data is unencrypted.
ex: bbcp, bbftp, GridFTP FDT

« everything encrypted: both control and data channels
are encrypted.
ex: scp, sftp, rsync over ssh, GridFTP HTTPS-based

web server
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« Secure Copy (SCP)

— Widely used for file transfers

— Uses SSH for authentication and data transfer (TCP port
22)

— Unix-based systems
— Windows: WInSCP

o EHFE[FHscpElErsyncEFHEMERES - o] EFTOpenSSHAR
A (Blehpn-ssh)

[sunl@tp-serverl ~]S scp sunl@chi-serverl:/home/100GB /home/sunl/worker/
100GB 0% 386MB 9.1MB/s 3:03:14 ETA
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* rsync (rsync over SSH)
— Sync files and directories between two endpoints
— Good for running backups
— Unix-based systems
— Windows: CwRsync
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« 'Secure’ File Transfer Protocol ( 'S’ FTP)

— Widely used for file transfers
— SFTP is more secure. Use it if available

— Unix-based systems (including Mac OS X): Should have
it by default

— Windows: FileZilla (https://filezilla-project.org)
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« Great compatibility. Widely available.
« Small datasets. Quick transfers. (< 15 mins)

 Large bulk data transfers.
« Transfers on unreliable connections and hosts.
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» Parallelism is key

— It is much easier to achieve a given performance
level with four

— parallel connections than one connection
— Several tools offer parallel transfers

« Latency interaction is critical

— Wide area data transfers have much higher latency
than LAN transfers

— Many tools and protocols assume a LAN
— Examples: SCP/SFTP
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« Single stream
— scp

- ftp Src =) dst
— rsync

Better utilization of link

« Multi stream(@%%@ﬁﬁ) Fastertra@sferspeed
— GridFTP
— BBCP
— FDT
— Nuttcp
— Aspera

SIc dst
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e GridFTP from ANL has features needed to fill the network
pIpe
— Buffer Tuning
— Parallel Streams

« Supports multiple authentication options

— Anonymous

— ssh

— X509

[sunl@tp-serverl ~]S globus-url-copy -vb -p 10 -sync \
sshftp://sunl@chi-serverl/home/100GB file:///dev/null
Source: sshftp://sunl@chi-serverl/home/

Dest: file:///dev/

100GB -> null

25728909312 bytes  766.78 MB/secavg  995.20 MB/sec inst
17
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BBCP & FDT

- BBCP

— comparable performance to Globus
— Mac OS X, Linux-based systems. SSH-based access control

— Both endpoints need it installed, but easier to install and
configure

“$bbcp -V -s 16 /local/path/largefile.tar remotesystem:/remote/path/largefile.tar”
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« Fast Data Transfer (FDT)
— Java-based tool from Caltech & CERN

— Can theoretically run in any Operating System, including
Windows

— Need server-side running in server mode
“$java -jar fdt,jar -c <remote_address> -d destinationDir ./local.data”
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/home/sunl/100GB to /dev/null (disk to ram)
/home/sunl/100GB to /home/sunl/worker/ (disk to disk)
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