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SSL VPN = e B - OpenVPN

http://openvpn.net/
An Open Source VPN Server & Client
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SSH

SSH'is a protocol, not a product. It is a
secure way of transmitting data over TCP/IP
networks from one computer to another.

SSH protocol covers authentication,
encryption, and the integrity of data
transmitted over a network.

SSH is today used by millions worldwide for
secure system administration, secure file
transfer, and secure application connectivity.




Threats Prevented by Secure Shell

Passw Xposure

* Does not send passwords over the network in plaintext format,
making it impossible for outsiders to "sniff" the passwords.

Data Eavesdropping

* Secure Shell implements encryption to prevent eavesdropping
of confidential data while it travels over TCP/IP networks.
Combining strong encryption and authentication, Secure Shell
ensures that only the legitimate recipients can access the
transmitted data.

Man-in-the-Middle Attack

* In the man-in-the-middle attack, an attacker residing between
the client and server modifies the data communications. The
Secure Shell protocol implements server authentication and
cryptographic integrity checks to ensure that the transferred
data cannot be modified undetected.




Port Forwarding

Port forwarding, or tunneling, is a way to
forward otherwise insecure TCP traffic
through SSH Secure Shell. You can secure for
example POP3, SMTP and HTTP connections

that would otherwise be insecure.

Internet Insecure
TCP traffic connection
I LD Encrypted ssh2 tunnel (}:
Terminal
sassion

Cliert Sshdserver Appserver




OpenSSH for Windows

http:mmdows.sourceforge.net/

OpenSSH for Windows 1s a free package that
installs a minimal OpenSSH server and client
utilities 1n the Cygwin package without needing

the full Cygwin 1nstallation.

Daemon Quick Start

+ cd “C:\Program Files\OpenSSH\bin”

* mkgroup -1 >> . \etc\group

* mkpasswd -1 [-u <username>] >> ..\etc\passwd
* net start opensshd




Port Forwarding Case 1

Site B SSHD
e aha SIREET allow 140.117.11.1 st

User

« ALF[[H] putty fi7Y ssh tunnel
. Hgfﬁﬁf{”ﬁ%ﬁ@ POP3 server ?F[ [F[j 127.0.0.1 [

Internet |
ssh tunnel G

140.117.11.1 140.127.1.1 192.168.1.7
192.168.1.1




Port Forwarding Case 2

Site A SSHD
+ ssh £ —L1927168.1.1:110:192.168.1.7:110 aha@140.127.1.1 sleep 10000

User

. q&fﬁﬁf{'ﬁgp@ POP3 server ?F[ [F[j 192.168.1.1 H[[fr
Site B SSHD

+ %) aha MRPE S T allow 61.61.61.61 < 3E158L

192.168.1.33 61.61.61.61 140.127.1.1 192.168.1.7
192.168.1.1 192.168.1.1




R 1

Site B SSHD
y %T”EJ a@%’iﬁ' %T’allow 10.10.10.23 3iabL » VNC S [ 1“5 localhost

User
+ H| putty 31 10.10.10.10 port 22 » forward localhost source port 5910 to

destination localhost 5900
« =Hi ! 27— [ localhost ?F, User [I*J localhost » 27 [l localhost ?F[ SiteB

SSHD Fi¥J localhost
. Vncvieweriﬁl 127.0.0.1:10 (**H[] 5900+10=5910)

User (Vncviewer)

10.10.10.23 10.10.10.10 127.0.0.1




R 2

Site A SSHD

+ cd “C:\Program Files\OpenSSH\bin”

* ssh —L 0:127.0.0.1:5900 aha@10.10.10.33
User

* Vncviewer 3 127.0.0.1

Site B SSHD

© FrE] aha FRPR T allow 10.10.10.12 f5HimsL

10.10.10.12 10.10.10.33 127.0.0.1
127.0.0.1




