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EiRiERiEsrEIE ( Linux )

decaylala@ubuntu:~$ ssh 140.127.220.58

The authenticity of host '140.127.220.59 (140.127.220.59)' can't be establishe
RSA key fingerprint 1s ac:6a:3e:6b:41:6e:76:3d:37:27:00:4f:34:39:ch:a5.

Are you sure you want to continue connecting (yes/no)? |}

decaylala@ubuntu:~% ssh 140.127.220.59

EEEREREEECEREAEEEEREREREREREREREEEAEEREREREREREREREREEEEEEE
@ WARNING: REMOTE HOST IDENTIFICATION HAS CHAMNGED! @

(GEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEREEEEEEEEEEEEE

IT IS POSSIBELE THAT SOMEOME IS DOIMG SOMETHIMG MASTY!

Someone could be eavesdropping on you right now (man-in-the-middle attack)!
It 15 also possible that the RSA host key has just been changed.

The fingerprint for the RSA key sent by the remote host 1s
ef:93:eb:83:74:7c:91:d5:7e:1e:76:92:ca:82:88: 72.

Please contact your system administrator.

Add correct host key i1n shome/decaylala/.ssh/known_hosts to get rid of this message.
Offending key 1n /home/decaylala/.ssh/known_hosts:1

RSA host key for 140.127.220.59 has changed and you have requested strict checking.
Host key verification failed.




{ PieTTY Security Alert x|

The server's host key is not cached in the registry. You
I 5 have no guarantee that the server is the computer you

think it is.

The server's rsaZ key fingerprint is:

ssh-rea 2048 ac:6a:3e:6b:41:6e:76: 3d: 37: 27:00:4f: 34: 39:c6:a5

If you trust this hast, hit Yes to add the key to

PieTTY's cache and carry on COMNECHNG. b ettt

If you want to carry on connecting just once, without ] p: =

adding the key to the cache, hit Mo. |FieTTY SecimEREEE. x|

If you do not trust this host, hit Cancel to abandon the

connection.

r WARNIMNG - POTENTIAL SECURITY BREACH!
LI

___________ : The server's host key does not match the ane PieTTY has
=) T{N) L Hn cached in the registry. This means that either the

server administrator has changed the host key, or you
have actually connected to another computer pretending
to be the server,

The new rsa2 key fingerprint is:

ssh-rsa 2048 efi93:eb:83: 74: 7039 1:d5: 7e: 182 76:9e:05:82:38: 72
If you were expecting this change and trust the new key,
hit Yes to update PieTTY's cache and continue connecting.
If you want to carry on connecting but without updating
the cache, hit Mo.

If you want to abandon the connection completely, hit
Cancel. Hitting Cancel is the OMLY guaranteed safe
choice.
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REFE /etc/ssh/sshd_config



SSH Fi&R5Z1E/E ( Linux )

$ ssh-keygen -t rsa

4% id_rsa ( Private Key )

# id_rsa.pub ( Public Key )

decaylala@ubuntu:~$ ssh-keygen -t rsa

Generating public/private rsa key pair.

Enter file 1n which to save the key (/home/decaylala/.ssh/id rsa)l:
Enter passphrase (empty for no passphrase):

Enter same passphrase again:
Your 1dentification has been saved in /home/decaylala/.ssh/id rsa.
1c key has been saved i1n /home/decaylala/. Luhald rsa.pub.
: key fingerprint 1s:
cc:l7:c7:25:75:32:79:45:48:79:b6:52:¢c8:fh:ea: 07 decaylala@ubuntu




SSH Fi#aR:EZ1EE ( Linux )

& Client i%

% id_rsa WM& ~/.ssh/ &

€ Server iF

$ cat id rsa.pub >> ~/.ssh/authorized keys



SSH Fi&R5Z1E/E ( Linux )

decaylala@ubuntu:~$ ssh 140.127.220.59
Linux ubuntu 2.6.20-16-generic #2 SMP Sun Sep 23 19:50:39 UTC 2007 1686

The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/*/copyright.

Ubuntu comes with ABSOLUTELY MO WARRANTY, to the extent permitted by
applicable law.

Last login: Fr1 Jan 18 00:39:59 2008 from 122-122-103-131.dynamic.hinet.net
decaylala@ubuntu: ~% I
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' PuTTY Key Generator
File Key Conversions Help
_KE!"_;"
Mo key.
— Actions

(Generate a public/private key pair

.................................................

Load an existing private key file Load

Save the generated key Save public key Save private key
~ Parameters

Type of key to generate;

" 55H-1(RSA) * 55H-2 RSA " 55H-2 DSA

Number of bits in a generated key: I'II}E:#
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& PuTTY Key Generator

File Key Conversions Help

X

~Key

Flease generate some randomness

e e s

by moving the mouse over the blank area.

~ Actions
(Generate a public/private key pair
Load an existing private key file

Save the generated key

[5enerate

Load

Save public key Save prvate key

— Parameters

Type of key to generate:

Mumber of bits in a generated key:

") 55H-1 (REA] (% S5H-2 BSA ) 55H-2 D5A

1024




& PuTTY Key Generator

File Key Conversions Help

~ Key
Public key for pasting into Open55H authorized_leys file:

ash-za

AAAABINzaC lyc ZEAAAABJGAAAIEAGUES/BZam4P S5t TU BbjRzeGt 6oz RHIZF Y ArP
E1pdeggksyl AOEvS108yfo BgwARIFR 1BInzEFObZNMK+1gp AS+NiYHEI 10Ov TrdoggH

25+CLcM36z59F Vi ZIFBCRe 7PIFquv D Deyemuf A+QZ M+t BzgrYILI TurblwPEq2o 0= rsa
Heey-20080118

rs

w

Key fingerprint: sshsa 1024 0a:61:56:87:85:04:60:63:72 bd: 74:93:37:5e:89:36

Key comment: rsa-ey-20080118

Key passphrase:

Confim passphrase:

— Actions

(Generate a public/private key pair Generate

Load an existing private key file Load

Save the generated key Save public key Save private key

— Parameters

Type of key to generate:
" 55H-1(RSA) ¥ S5H-2 RSA " S5H-2 DSA

Mumber of bits in a generated key: |1|}24
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