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mMIB (Management Information Base)
mSystem Log

m NetFlow

m Packet mirror/sniffer

mSimulate Telnet/SSH

m Internet Services Protocols
HTTP ~ XML ~ JSON



SNMP NAR

m Simple Network Management Protocol

o EF S
Trap : » £ SNMP Agent fedp Tk ot 2 pv A & 3 12 BNMSeGNMP
WA 3e o K UDPite H » @ﬁ%l 0
MIB : 7 ENMS: & » SNMP Agent% J'SNMP & :d3fe » RIL X g
3] fs ' TL‘%’SJIA\IMPE* Bite ‘%“LNMS » § - k- » qDPE 7 fi’ﬁ%ls‘ﬁ
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m 0ID (Object Identifier)
Global identifier for a particular object type.
Trap & MIB #t& p 3¢ ¢ 20D ER LA & -

m SRR
http://tools. cisco. com/Support/SNMP/do/Browse0ID. do?local=en
http://netdisco. cvs. sourceforge. net/viewve/netdisco/mibs/
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SNMP Version 1 (SNMPv1) Trap Message Format

0 4 8 12 16 20 24 28 32
| | | | ] | l
Version Number =0
= Community Siring 4 t|1 ? 1|2 1:3 EI[:I 2|4 2I8 o
PDU Type
&
= : PDU Control Fields 1 . L
; T Enterprise T
Message IBO:H (PDU) Agent Address
== : PDU Variable Bindings .
: Generic Trap Code
i Specific Trap Code
Time Stamp
= PDU Variable Bindings T




Trap NAR

m T RT
http://www. mibdepot. com/engine/cisco_TRAP. html

m 2B

Object linkDown

OID 1.3.6.1.6.3.1.1.5.3

Status current

MIB IF-MIB ; - View Supporting Images

Trap ifindex

Components  |ifAdminStatus
ifOperStatus

Description
"A linkDown trap signifies that the SNMP entity, acting in an agent
role, has detected that the ifOperStatus object for one of its
communication links is about to enter the down state from some
other state (but not from the notPresent state). This other state is
indicated by the included value of ifOperStatus.”
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Object iflndex
OID 1.3.6.1.2.1.2.2.1.1
Type Interfacelndex

Permission read-only

Status current
MIB IF-MIB ; - View Supporting Images
Description

"A unique value, greater than zero, for each interface. It is
recommended that values are assigned contiguously starting from
1. The value for each interface sub-layer must remain constant at
least from one re-initialization of the entity's network management
system to the next re-initialization."
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Object ifOperStatus

OID 1.3.6.1.2.1.2.2.1.8
Type INTEGER
Permission [read-only
Status current
Values 1:up

2 : down

3 : testing

4 : unknown

5 : dormant

6 : notPresent

7 : lowerLayerDown
MIB IF-MIB ; - View Supporting Images

Description|"The current operational state of the interface. The testing(3) state indicates that
no operational packets can be passed. If ifAdminStatus is down(2) then
ifOperStatus should be down(2). If ifAdminStatus is changed to up(1) then
ifOperStatus should change to up(1) if the interface is ready to transmit and
receive network traffic; it should change to dormant(5) if the interface is waiting
for external actions (such as a serial line waiting for an incoming connection); it
should remain in the down(2) state if and only if there is a fault that prevents it
from going to the up(1) state; it should remain in the notPresent(6) state if the
interface has missing (typically, hardware) components.”




SNMP MIB Example MAF

m snmpwalk -v2c -c ‘public’ 192.168.3.12 .1.3.6.1.2.1.1.5
SNMPv2-MIB::sysName.0 = STRING: TN-7609P.twaren.net

m snmpwalk -v2c -c ‘public’ 192.168.3.12 .1.3.6.1.2.1.31.1.1.1.1
IF-MIB::ifName.1 = STRING: Gi1/1
IF-MIB::ifName.2 = STRING: Gi1/2

m snmpwalk -v2c -c ‘public’ 192.168.3.12 .1.3.6.1.2.1.2.2.1.7
IF-MIB::ifAdminStatus.1 = INTEGER: down(2)
IF-MIB::ifAdminStatus.2 = INTEGER: down(2)

m snmpwalk -v2c -c ‘public’ 192.168.3.12 .1.3.6.1.2.1.2.2.1.8
IF-MIB::ifOperStatus.1 = INTEGER: down(2)
IF-MIB::ifOperStatus.2 = INTEGER: down(2)

m snmpwalk -v2c -c ‘public’ 192.168.3.12 .1.3.6.1.2.1.31.1.1.1.18
IF-MIB::ifAlias.25 = STRING: 7609 <--> TN-12416P 10GbE 3/1
IF-MIB::ifAlias.28 = STRING: "to-TN-7609C-Ten2/2-Trunk"
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System Log

- /:‘ j“f——:}": ”‘U’L/E’ZE’ 4 pFa 3% V‘_:»P\ IR Log Daemon & ¢} 2R e Log
Collector R F ek o

m hRR@E R g UDP @ g H?TCPIQ%]mDaemona’ :

R FARE  FIRE  RRERE ARG TETR

m Unix

Jun 22 23:00:01 noc cron[16182]: (root) CMD (test -x /usr/sbin/run-crons
&& /usr/sbin/run-crons )

Jun 22 23:02:36 noc sshd[16966]: refused connect from 59-127-207-
117 .HINET-IP.hinet.net (::ffff:59.127.207.117)

Jun 22 23:02:49 noc sshd[17045]: Invalid user Imj from 140.110.96.20
Jun 22 23:02:55 noc sshd(pam_unix)[17048]: check pass; user unknown

Jun 22 23:02:55 noc sshd(pam_unix)[17048]: authentication failure;
logname= uid=0 euid=0 tty=ssh ruser= rhost=140.110.96.20

Jun 22 23:02:56 noc sshd[17045]: error: PAM: Authentication failure for
illegal user Imj from 140.110.96.20
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System Log

m Cisco Router
Jun 15 18:42:02: %PFINIT-SP-5-CONFIG_SYNC: Sync'ing the startup
configuration to the standby Router

Jun 15 18:42:02: %PFINIT-SP-1-CONFIG_SYNC_FAIL: Sync'ing the
startup configuration to the standby Router FAILED, the file may be
already locked by a command like: show config.

Jun 16 21:57:24: %OSPF-5-ADJCHG: Process 7539, Nbr 211.79.60.130 on
Vian20 from 2WAY to DOWN, Neighbor Down: Dead timer expired

Jun 16 21:57:24: %OSPFv3-5-ADJCHG: Process 7539, Nbr 211.79.60.130
on Vlan20 from 2WAY to DOWN, Neighbor Down: Dead timer expired

Jun 16 21:57:32: %PIM-5-NBRCHG: neighbor 211.79.60.116 DOWN on
interface Vlan20 (vrf default) non DR

Jun 16 21:58:50: %PIM-5-NBRCHG: neighbor 211.79.60.116 UP on
interface Vlan20 (vrf default)

Jun 22 15:23:02: %SYS-5-CONFIG_I: Configured from console by tjs
onvty0 (192.168.3.98)

Jun 22 15:23:46: %SYS-5-CONFIG_I: Configured from console by tjs
onvty0 (192.168.3.98)

Jun 22 15:23:59: %PFINIT-SP-5-CONFIG_SYNC: Sync'ing the startup
configuration to the standby Router



Netflow  MAR

m dXFLBFER Sy LF o Flow Data¥ e F 0 7 7 Layerd~4enf i o
m Version 5 packet header

Bytes | Contents Description

0-1 version NetFlow export format version number (1,5,6,7,8,9)

2-3 count Number of flows exported in this packet (1-30)

4-7 sys_uptime Current time in milliseconds since the export device booted

8-11 | unix_secs Current count of seconds since 0000 UTC 1970

12-15 | unix nsecs Residual nanoseconds since 0000 UTC 1970

16-19 | flow sequence Sequence counter of total flows seen

20 engine type Type of flow-switching engine

21 engine_id Slot number of the flow-switching engine

22-23 | sampling interval First two bits hpld .the sampling mode; remaining 14 bits hold
- value of sampling interval




Netflow

m Version 5 packet record format

Bytes Contents Description

0-3 srcaddr Source IP address

4-7 dstaddr Destination IP address

8-11 nexthop IP address of next hop router

12-13 input SNMP index of input interface

14-15 output SNMP index of output interface

16-19 dPkts Packets in the flow

20-23 dOctets Total number of Layer 3 bytes in the packets of the flow
24-27 first SysUptime at start of flow

28-31 last SysUptime at the time the last packet of the flow was received
32-33 srcport TCP/UDP source port number or equivalent

34-35 dstport TCP/UDP destination port number or equivalent

36 padl Unused (zero) bytes

37 tcp_flags Cumulative OR of TCP flags

38 prot IP protocol type (for example, TCP = 6; UDP = 17)

39 tos IP type of service (ToS)

40-41 src_as Autonomous system number of the source, either origin or peer
42-43 dst_as Autonomous system number of the destination, either origin or peer
44 src_mask Source address prefix mask bits

45 dst_mask Destination address prefix mask bits

46-47 pad2 Unused (zero) bytes

NAR
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Packet Mirror/Sniffer MNAR

mMirror data 5 fd ' fEGE EF
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Simulate Telnet/SSH NAR

m - F 255 kR telnet & ssh client
% N PR F A TEF AR
4 o EAEw ep F o URPTR T
H oo

m Perl/PHP/C/Java/C# il t 585 L F ¥
* & Telnet/SSH Lib # 12 7F g% o

w Expectsr# 4 74250 7 R 17 ¥ 3l iz s

o



expect ——

#!/usr/bin/expect -f

set HOST [lindex $argv 0]

set USER [lindex $argv 1]

set PASS [lindex $argv 2]

set timeout -1

spawn -noecho ssh -o StrictHostKeyChecking=no $USER@$HOST
expect "*?assword:*"

send -- "$PASS\r"

send -- "\r"

expect "#"

send -- "terminal length 0\r"

send -- "show running-config\r"
send -- "show mpls Idp neighbor\r"
send -- "exit\r"

expect eof



Internet Services Protocols I

B UARNHCER client AR 0 BT E HH > URILIK
BAEFABERE TR

HTTP ~ XML ~ JSON

m 7 f%Internet Services Protocols
letc/services (Unix)
C:\WINDOWS\system32\drivers\etc (MsWindows)
Protocols ¥ % RFC
7 3§ RFC ?

m http://zh. wikipedia. org/w/1index. php?title=RFC&variant=zh
~hant

m http://www. rfc-editor. org/
m http://www. 1etf. org/rfc. html
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