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Bogon prefixes filtering(IPv4)

policy-options
begin
prefix-list "BOGONS_V4"
prefix 0.0.0.0/0 exact
prefix 0.0.0.0/0 through 6
prefix 10.0.0.0/8 longer
prefix 100.64.0.0/10 longer
prefix 127.0.0.0/8 longer
prefix 128.0.0.0/16 longer
prefix 169.254.0.0/16 longer
prefix 172.16.0.0/12 longer
prefix 191.255.0.0/16 longer
prefix 192.0.0.0/24 longer
prefix 192.0.2.0/24 longer
prefix 198.18.0.0/15 longer
prefix 192.88.99.0/24 longer
prefix 192.168.0.0/16 longer
prefix 198.51.100.0/24 longer

prefix 203.0.133.0/24 longer

prefix 224.0.0.0/3 longer
prefix 240.0.0.0/4 longer
prefix 255.255.255.255/32 longer
exit
policy-statement BGP_FILTER IN"
entry 20
from
prefix-list "BOGONS_ V4"
action drop
exit
exit
default-action accept
exit
commit
exit
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Bogon prefixes filtering(IPv6)

policy-options
begin
prefix-list "BOGONS_V6"
prefix ::/8 longer
prefix 100::/64 longer
prefix 2001:2::/48 longer
prefix 2001:10::/28 longer
prefix 2001:db8::/32 longer
prefix 2002::/16 longer
prefix 3ffe::/16 longer
prefix fc00::/7 longer
prefix fe80::/10 longer
prefix fec0::/10 longer
prefix ff00::/8 longer
exit
policy-statement "BGP_FILTER IN"
entry 30
from
prefix-list "BOGONS_V6"
exit
action drop
exit
exit
default-action accept
exit
commit
exit
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policy-options

begin

as-path-group "BOGONS_ASN"
entry 10 expression ".* 23456 .*"
entry 15 expression ".* [64496-64511] .*"
entry 20 expression ".* [65536-65551] .*"
entry 25 expression ".* [64512-65534] .*"
entry 30 expression ".* [4200000000-




4294967294] *"
entry 35 expression ".* 65535 .*"
entry 40 expression ".* 4294967295 .*"
entry 45 expression ".* [65552-131071] .*"
exit
policy-statement "BGP_FILTER IN"
entry 10
from
as-path-group "BOGONS_ASN"
exit
action drop
exit
default-action accept
exit
commit
exit
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policy-options
begin
prefix-list "TOO_SMALL_PREFIXES"
prefix 0.0.0.0/0 prefix-length-range 25-32
prefix ::/0 prefix-length-range 49-128
exit
policy-statement "BGP_FILTER IN"
entry 40
from
prefix-list "TOO_SMALL_PREFIXES"
exit
action drop
exit
exit
default-action accept
exit
commit
exit
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policy-options
begin
policy-statement "BGP_FILTER IN"
entry 50
from
as-path-length 10 or-higher
exit
action drop
exit
exit
default-action accept
exit
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bgp
graceful-restart
exit
local-as 9681
bfd-enable
best-path-selection
compare-origin-validation-state
origin-invalid-unusable
exit
group "IX eBGP"
prefix-limit ipv4 200 threshold 95 idle-
timeout 30
prefix-limit ipv6 200 threshold 95 idle-
timeout 30
remove-private
local-address 211.73.85.x
third-party-nexthop
monitor
station all
route-monitoring post-policy
no shutdown
exit
exit
exit
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