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Read netflow inside-to-outside ArrayA
Src.1p_ | snc.Port | Dst.1p | Dst.Port | Protocol | Packets | Octets | AT
i1p1 43456 | otP1 443 6 10 4327 TineSlot: 5648278
Arraypeer: [oIP1, oIP2,
itp1 37890 | otp2 3389 6 20 3453 \ Packets oo
112 443 o1p2 521 |6 3 3211
112 243 o1P3 6211 |6 10 5145
1:i1P2
Tineslot:5648278
Read netflow outside-to-inside ArrayPeer: [01P2, oIP3,....]
Src.1p_ | src.Port [Dst.1p | Dst.Port | Protocol | Packets | octet: i
o1P2 3389 i1p1 780 |6 3 120
orp2 sas1 | itp2 a3 6 B 56
o1P3 63210 i1p1 aa3 6 1 a8 Array B
o1P3 6211 |2 a3 6 s 565 \ 1p:0IPL
Arraypeer:[iIP1, iIP6,....]
Packets:xox
Tp:01P2
Tineslot:5648278
Arraypeer:[i1P1, 11P2,....]
Packets: xxxx
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otimestanp Sep 11, 2023 © 20:29:56.693 ListRemotePort {
© Abnornaldirection  NotConfirm “Number": 65535,
it "Flows": 15,
¢ AbnormalType % “FlowsTo™: 6,
+ Bytes 766 “FlowsFron": 15,
* BytesFrom 76 "Packets": 16,
"PacketsTo": @,
¢ BytesTo L “PacketsFrom": 16,
+ destination.as.nunber 8 “Bytes”: 690,
+ destination.bytes 699 “BytesTo": 0,
“BytesFrom": 690
® destination.ip 79.124.49.226 )
# destination.packets 16 {
+ destination.port 65,535 “Number®: 123,
“Flows": 1,
* Flows 16 "FlowsTo"
+ FlowsFrom 1 “FlowsFrom": 8,
* FlowsTo 15 “Packets”
“PacketsTo
°1p 140.92.88.64 "PacketsFron: @,
¢ IpsideType Inside "Bytes": 76,
{xetFing ‘ "BytesTo: 76,
Name': "......S.", BytesFron": @
“Flows": 14, }
FlowsTo™s 18 + network.bytes 766
ListLocalPort ( + network.packets 7
‘Number " : 65535,
Flows”: 4, « network. type ipva
FlowsTo": 3,
P g ARt # Packets 7
Listpeer «
Name": "79.124.49.226", @ PacketsFrom 1
Flows': 2, + PacketsTo 16
FlowsTo": 0,
R + Peers 15
ListProtocol {
Number": 6, # source.bytes 76
Elows™s 14, ® source.ip 140.92.88.64
FlowsTo": 14,
i = + source.packets 1
ListRemoteAs {
“Number”: 8, + source.port 65,535
“Flows": 16,
S ¢ TopFlags ... s.
"FlowsFrom": 15, #+ TopLocalPort 65,535
“Packets": 17,
PacketsTo": 1, © TopPeer 79.124.49.226
“PacketsFrom": 16,
“Bytes: 766, # TopProtocol 6
"BytesTo": 76, + TopRemoteAsNumber [}
BytesFrom": 698
+ TopRemotePort 65,535
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@timestamp Sep 12, 2023 @ 00:20:00.270

AbnormalDirection Attacker

t AbnormalType RERAE
+ Bytes 6,280

¢ BytesFrom 6,240

# BytesTo 40

# Flows 157

# FlowsFrom 156

# FlowsTo 1

B ip 107.170.234.40
t IpSideType OutSide
# Packets 157

# PacketsFrom 156

# PacketsTo 1

¢ Peers 156
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Collect ARP information from layer3 switch

Via SSH: show arp
Gateway
(Router)

Protocol Address

Age (min) Hardware Addr Type Interface
Internet 192.168.3.3 ]

5254.00a7.574d ARPA  Vlan2

Internet 192.168.3.4 @ 5254.0062.2e47 ARPA  Vlan2
Internet 192.168.204.97 - 84b2.61e3.50d8 ARPA  Gil/@/3
Internet 192.168.204.98 24 58ac.7803.67e4 ARPA  Gil/e/3

Internet 192.168.205.104 @ Incomplete ARPA

Internet 192.168.205.105 244  0050.56b4.be5d ARPA  Vlanle
Internet 192.168.205.106 22 0050.5680.6a2e ARPA  Vlanle
Internet 192.168.205.107 @ Incomplete ARPA
7 7 Internet 192.168.205.111 161 0050.56b4.e97b ARPA  Vlanl®
/ / Internet 192.168.205.115 @ Incomplete ARPA
/ y4 Internet 192.168.205.116 @  Incomplete ARPA
Internet 192.168.205.117 @ Incomplete ARPA
Internet 192.168.205.118 @ Incomplete ARPA

Default expire: 4 hours
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Collect MAC information from layer2 switch

Via SSH: show mac address-table
Gateway VLAN MACAddress Type age Secure NTFY Ports
(Router) *3260 70e4.2224.88f5 dynamic 10 F F Eth1/43
” *3260 70e4.2225.95fd dynamic 10 F F Po32
S/ *3260 b40c.25e7.c04c dynamic 10 F F Eth1/44
yawi *2000 0009.f510.44ca dynamic 80 F F Eth1/48
/ / *2000 0009.f510.44e6 dynamic 40 F F Eth1/48
*2000 0080.a3a4.5alb dynamic 120 F F Eth1/48
. i *2000 0080.a3a4.5a25 dynamic 160 F F Eth1/48
SefiEh ikt *2000 0080.a3a4.5a92 dynamic 120 F F Eth1/48
/ / *2000 70e4.22ea.4348 dynamic 10 F F Eth1/48
/// / *612  246€.9605.03dc dynamic 430 F F Eth1/38
/ / *612  246€.9605.0544 dynamic 600 F F Eth1/38
*612  3448.edea.2f84 dynamic 1620 F F Eth1/4
switch  sitch G- 4006.d5¢5.511f  static F F sup-ethi(R)
age: The range is from 0 to 1000000 seconds; The default value is 300 seconds.
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Collect ARP information from gateway router

Via SSH: show arp

Address. Age Hardware Addr ~ State Type Interface
Gateway 211.79.60.26 - 084f.29c9.d32b Interface ARPA TenGigEe/5/0/3
(Router) 211.79.60.27  ©2:49:04  70e4.2219.86f9 Dynamic  ARPA TenGigEe/5/e/3
211.79.60.29  00:00:04  ©000.0000.0000 Incomplete ARPA TenGigEe/5/0/3
S/ 211.79.60.30  ©0:00:19  baec.25ef.40dc Dynamic  ARPA TenGigEe/5/e/3
o 211.73.94.1 ©0:00:02  0000.0000.0000 Incomplete ARPA Bundle-Ether6®
211.73.94.2 - 0000.0000.0000 Deleted  ARPA Bundle-Ethers@
211.73.94.3 0000.0000.0000 Deleted ~ ARPA Bundle-Ether6o
211.73.94.4 - 0000.0000.0000 Deleted  ARPA Bundle-Ethers@
211.73.94.5 ©0:00:03  0000.0000.0000 Incomplete ARPA Bundle-Ether6@
211.73.94.6 - ©0000.0000.0000 Deleted ~ ARPA Bundle-Ether6o
/ / 211.73.94.7 ©0:00:01 0000.0000.0000 Incomplete ARPA Bundle-Ether6@
/ / 211.73.94.8 ©0:00:01  0000.0000.0000 Incomplete ARPA Bundle-Ether6®
211.73.94.9 ©0:00:00 0000.0000.0000 Incomplete ARPA Bundle-Ether6@
211.73.94.11 - 0000.0000.0000 Deleted  ARPA Bundle-Ether6o
211.73.94.12  ©0:00:02 0000.0000.0000 Incomplete ARPA Bundle-Ether6o

Default expire: 4 hours

¥ 7 i 52 H i+ Geteway Router ARP table 373~ ]
T B 3 HF R A ) v TP address 122 MAC
address 3 AR RS- BB HF 2 > L2 @3 4o
T F8: JSON * i izdkrd i » A FTHL S
249 12 TimeSlot 5 pF 7 3R

’
T LT H _g_ iy &

e kBt x 2T o

Merge information by MAC address

{

“mac”:”DO:94:66:73:12:D9”,

“device”:”TWAREN-TN-N5672-M-01”,

“timestamp”:1685283070000,

“timeSlot”:5648278, ## UNIX Epoch seconds / 300 ##
“iplist”:{"211.73.77.226”,7211.73.77.227"},
“interfacelist”:{“GigabitEthernete/9/1/6”,”GigabitEthernete/9/1/7”},

“mac”:”00:00:00:00:00:00”,

“device”:”TWAREN-TN-N5672-M-01”,

“timestamp”:1685283196000, # EPOCH time

“timeSlot”:5648278, ## UNIX Epoch seconds / 300 ##
“iplist”:{“211.73.77.1”,”211.73.77.2”,”211.73.77.3”,”211.73.77.4”,7211.73.77.5”},
“interfacelist”:{“GigabitEthernet0/9/2/6”,”GigabitEthernete/9/2/7”},

Merge information by IP address

“ip”:»”211.73.77.1”,

“timestamp”:1685283070000,

“timeSlot”:5648278, #i# UNIX Epoch seconds / 300 #i
“macList”:{“00:00:00:00:00:00” },
“typeList”:{“Incomplete”,”Deleted” 3,

Abnormal detection:
1. The typelList of the ip has just “Incomplete” or “Deleted”.
2. The maclist of the ip has just “00:00:00:00:00:00".
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