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Darling Msn user,

During one of our regular automated venfication procedures we've encountered

a somme problem caused by the tact that we could not verdy the mfo that you provided to us.
Please. gwe us the following miormation so that we could fully verty your identity
Otherwise your access to MSN services will be closed.

To veny your mformation please http /fwrww msnassistance. comindex php follow this link

Thanks for ustng MSN.
MSNWeb Access Supporting
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— Rootkit : AABEBE R AAHATHAZS R 1K/ A LR
AEEEERA
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R Server ~ Dameware Remote Control ~ VNC -~
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Egse  123.123.1.1
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- Remote Password Guessing
- Local Password Cracking
s WA E T FRE NS
- TR REL ~ R AG
- FBK 245 3F (NFS)
- RN p R EH X & 255 (showcode. asp
)
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showcode.asp?source=/msadc/Samples/../../../..I..]../boot.in1

3 View Active Server Page Source - Microsoft Internet Explorer
| Fle Edt Vew Favortes Took Hep

| #Back v = v @ [ 3| Qseach EFavortes Itistory B I B~ F
| Adidress 8] hip: | www twigsm. com. tw/msadc/Samples/SELECTOR /showcode. asp7source=/msadc/Samples/ /. /... fooot it
|uirks €)Customize Lirks &]Free Hotmal €1Windows

2
active server, ;;
pages View ASP Source
\n--"—f.
Go Back to /msadc/Samples/../../../..[.. ini
[ oot loader]
timeout=23
default=multi{ 0)disk{ 0)rdisk( 0)partition{ 1)\WINNT
[operating systems]

multi{ 0)disk( 0)rdisk({0)partition( 1)\WINNT="Windows NT Server Version 4.00"
multi{ 0)disk( 0)rdisk(0)partition( 1)\WINNT="Windows NT Server Version 4.00 [VGA mode]” /ba
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- Buffer Overflow
- S E A B (../../../etc/passwd)
- %8t & 7 BFE (B4 phf)
- E R it (Sniffing)
- HE R E]ie. i
- X kA B (k)
o o8 U T e
. S PP AN




7 = & & «bufferz:d = buffer

overrun e

* F b
— NCSA httpd buffer overflow
* NCSA’s httpd v1.4 i MAX_STRING_LEN F"'H
g %7256 ([
rack : 'fé.r — [l client s1£]|serverf~port 80 > #[]
HIGET commandﬁfa\‘x @F, 19565 T
server [Efrﬁglj\ﬁ&jﬁg




- POP3d
- Buffer overflow with

»username > 152%F
- Buffer overflow with
»password > 1045 ~
» SMTPd
- Buffer overflow with
»hostname > 471% -~
- Buffer overflow with
»topic > Hl4F ~

Buffer OverFlow

‘USER username’

‘PASS passwd’

‘HELO hostname’

‘HELP topic’




CGLPHFf& fi 207 54

:// /theatre.nia.edu.tw /cgi-bin /phf?Qalias=x /bin/cat /etc/passwd - Micros

| File Edt View Favorites Tools Hep

| wBack v = v @ [2 A Qsearch [EFavorites FHstory  DHv I & » =
Address |€] http://theatre.nia.edu. tw/cgi-bin/phf?Qalias=x %0a/bin/cat%20/etc/passwd

|Links @)customeze Links  €1Free Hotmal €]windows

Query Results

usr/local/bin/ph -m alias=x /bin/cat /etc/passwd

root:x:0:0;:Super-User:/:/bin/csh

sysadm:x:0:0:System ¥ Administration:/fusr/admin:/dev/null
diag:x:0:9%96:Hardware Diagnostics:/usr/diags:/dev/null
daemon:x:1:1:daemons:/:/dev/null
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FI# 3 % 2 33 B (SYN-Flood ~ SMTP)
Bz [P =x (IP Spoofing)

i DNS F# (DNS Spoofing)

FE -~ Fih4te (Session Hijack)

iz % Client & Server

i3 (Port Scanning)
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FHEHE ~ (Windows ) pyuTsER
o 2V RIS YR
P20~ PRI AR CRTPRE - DR A
=y
Web Bomb ~ ICQ Bomb ~ Mail Bomb
?E?CE'@?%&?[FL] (MSIE ~ ICQ ~ FTP)
OOB ~ IGMP (— BR3%)
Bo2k ( mfIfJAH=")
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* RootKit Detective

» Process Explorer (Procexp)

- TCP/UDP endpoint Viewer (Tcp view)
- RootkitRevealer

- NPASCAN

- GetSystemInfo

- Hi jackThis

- System Repair Engineer (SREng)

* RootKit Buster
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RootKit Detective
e Frmy % 3u? hRootKit




M Rootkit Detective 1.0

McAfee | Rootkit Detective o

- Scan results -

0 View hidden processes and files T Wiew hooked servaces
7 View hidden regisirny keys/fvralies T Wiewr hooked mmportsAexports
T View all processes
Procesz/File name | FiD ! Process/Fike path

| = J 2]

SeEr shales

Scarrmng did ot complets due to he wuser indesruplion. "You can Prezs "'Scan'’ button o stard
SCARNING 20airk

Scan | Seftings | Rename | i Chse |

Sl
|
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Process Explorer (Procexp)
*Sysinternals®# & 7 1

AR K SR ﬁﬁﬁ"*ﬁ&"f’ﬁﬁ LE A
] f iz ~ € AP 3 | ,}g_}gsknﬁ;@;
AR TARA BLRE

R AFPFHRFPHET

"BAFRFE \m,é’%i*gm
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RIMG LINE  CORPORATION

www . IdIGERNGEET. com . tw

b F

i .
%ﬂprﬂcem E:-:plﬂrér - Sysinternals: www sysinternals.com [HPE5104Bobby] @] R |
i File Options  Wiew Find LUsers Help
| @ =5 HH| | ¢ B
Conmnpeny Naime [as
= El Systern Idle Poocess o
El Intermpts A Haxdwraxe Internupts
El ]y s Defered Procedure Calls =
= B Bystern 4
Egmgs.e:{e 528 Windows Session Manager Ilicoeoft Corporation
CREE=XES G2 RAFs{EiE S i TR REIRIZ e hficuoenft Corpoestion 5
=) [ 7 wininit ez 658 Windones SAENFEFRIE = Micsosaft Corprstion
= [m 7] services.exe 716 BT B fEflas iE FfE =5 Dufic voesoft Corporation
= Es'.rchcﬂt.e:{e L] Windowrs Serrces BISFEERIZ EE Ilicvoeoft Corporation
Emf&:dll.li[g::.e:{e =55 ) HaAT Peoduct Managzex Mebdtee, I,
E Tetackserrer exe 5320 Eluetooth Stack COM Serrex Ercadoomn Corporation.
Easg}u.cﬂt.e:{e 5 Global Widual Caxd Host Cognizmance Corpoeation
Ewlcnmﬂ.e:{e 591G Whindeowrs Live Corrrnumicadions Flatformn Microeatt Corporaomn
HpgToaster. ee 5132 Hpg Toaster Module
J [m7] Cffice LiveZiznin e 5300 Il vosaft Office Live Add-in Sign-in Ilicrosoft Cloap.
Es'.rchcﬂt.e:{e o Windows Sernces RIS ERIZ EE Ilicsoett Corporation
Es-m]mat.e:{e 1040 Windows Bennces RIEEEIE FE Ilicsoeoft Corporation
Es'.rchcﬂt.e:{e 1020 Windows Serrces RIS ERIZ EE Ilicvoett Corporation
= Es-m]mat.e:{e 1156 Windows Bennces RIEEEIE FE Ilicsoeoft Corporation
[m 77 amdicdg e 1360 Windowrs Audio Dewvice CGiraph Isolation Ilic vomndt Corpocation
= Es-m]mat.e:{e 1252 Windows Bennces RIEEEIE FE Ilicsoeoft Corporation
Ewls.ne:{t.e:{e 1904 Windowrs Wiveless LAM 802 11 Frdenaibility Fearmewodl: Ificoeott Clorporation
[m 7| dwrm.exe Ly 30 AEAEEES bficrosaft Clorporstion
I| = Es'.rchcﬂt.e:{e 1268 Windowrs Serrces BA=EEEIZ EE Ificsoeott Clorporation
[ taskeng exe 14%, T{FHHE S [ Wi vosoft Corporsticn -
Etaskeng.e:{e 4| [TT] | 2
CPU Usage: 11.534% Commit Charge: 38.03% Processes: 103
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TCP/UDP endpoint Viewer(Tcpview)
 SysinternalsR# £ 5 1 &

s A S AT ILIE TR K

s WAL M ¢ BREGRIZR L AR GTRE
cREF PV ARAFARRBTR
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¥ TCPView - Sysinternals: WW rgmlmﬁrqlwnﬂszg '_|q
Eile Options Process View Help
| M A =
] m Frotocol Local Address Femote Address State “*
€ iexplore.ex.. TCP hpBh10:594926 74.217.50.10:hitp ESTABLISHED
€ iexplore.ex.. TCP hpbh1 059535 74217501 0:hitp ESTABLISHED
’Eiexplure.ex... LIDF HFEET10:60375 e
E iexplore.ex.. UDP HFBE10:59155 v =|
€ iexplore.ex.. UDP HFPEE10:65148  ** ’|
@iexplure.ex... LIDF HFEET10:58806 i _3
€ iexplore.ex.. TCP hipbh1 059535 214213104kt ESTABLISHED
E iexplore.ex.. TCP hpb510:595349 74125185101:hitp ESTAEBLISHED
€ iexplore.ex.. TCP hpbh10:594943 207.46.16.252:hitp ESTABLISHED
€ iexplore.ex.. TCP hpbh10:59544 207.46.16.252:hitp ESTABLISHED
E iexplore.ex.. TCP hpb510:59546 203.69.113.32:http ESTAELISHED
€ iexplore.ex.. TCP hpBh10:59547 203.69.113.32:hitp ESTAEBLISHED
€ iexplore.ex.. TCP hpbh10:594543 203.69.113.26:hitp ESTABLISHED
€ iexplore.ex.. TCP hpbh10:5954% 203.69.113.15:hitp ESTABLISHED
€ iexplore.ex.. TCP hipbh1 0595450 203.69.113.15:http ESTABLISHED
E iexplore.ex.. TCP hpb510:59552 203.69.113.18:http ESTAELISHED
€ iexplore.ex.. TCP hpbh10:594953 E5.55.15. 122 hitp ESTABLISHED
€ iexplore.ex.. TCP hpbh10:59554 203.69.113.15:hitp ESTABLISHED
€ iexplore.ex.. TCP hipbh1 059555 55515243 hitp ESTABLISHED
I E iexplore.ex.. TCP hpb510:59556 207.46.19.190:hitp ESTAELISHED
€ iexplore.ex.. TCP hpb510:59461 203.69.113.11:hitp ESTABLISHED
S oerlorg o T b RR1N-EAQR 7 EEEE 15 175 hitn ESTARI ISHEN b
Endpoints: 125  Established: 41  Listening: 25 Time Wait: 1 Close Wait: 1

—
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RootkitRevealer
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& RootkitRevealer - Sysinternals: www.sysinternals.com

Path
ﬂ HELMVEYS TE M CortralSat00n \Contioh S sl el cot\Mirima\Hack =D efends= 100
ﬂ HELMASYSTEM \CortiaS el 001 \CortiohS alef ool M ebwaik \H ack el eferdes1 00
¥ HELMAS S TEMACortralS et0T \Enum\Roct\LEGACY_HACKERDEFENDER10D
¥ HELMAS S TEMAControlS et D0V \Enum\Floct\LERACY_HACKERDEFENDERDAVIOD
ﬂ HELMYEYSTE M A ortrelSat0in \Servces\HackeDiatends1 00
gHﬂLH'ﬁ?STE M\ CortiaSel00n \Services\HackeiDealendsiDry100

F CNWIND O Fiedlied 100, 2. iri
T CAWINDOWS e 100, e

o C\WINDOWS \hinded 100

CASAND O S e e, 505

@ CAWIND WS \PrefiatchnH=DEF100 E<E-1BFEF 488, pf

Sean complete: 11 decrepancies faund

Timeslamg
312005 5:57 PM
3772005 5:57 PW
372000 5:57 PW
0 55T FM
3172005 5:57 P
372005 5:57 PW
3772005 5:57 PW
006 557 FM
372005 557 PM
3742005 5:57 PM
3772005 5:57 PW

Descoplion

Hidden fram Windows AF
Hidden [rom ‘Windows &P
Hidder from \Windows AP1.
Hidden from \Windows AR
Hidden from ‘Windows 4R
Hidden lromm Windows AP
Hidden from \Windows AP,
Hidden from \Windows AP
Hidden from Windows AF]
Hidden fram Windows AP
Hidder from \Windows AP,
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NPAScan
o Frpy R Rk S AT Eads inag P
PR AR T LV REN
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.....




—==(( B EIEA EH T E NPASCAN v1.5 »»==—
= AT s G -||..:|.. -y -

By

e
I[P H

Ctart Time

IBlE T EATH = -
BRNHEBERENRERR

iR (35
==

NI R E R

RAILHIERS

= npascani@npa . gow . tuw
URL = httos. A wes . noa . oo . e
MR ETETAEINT A MPATC AN

C:\Documents and Sethings WF A ST i laretc Lo s

CAWINDO WS woanclt exe

C\Docoments and Settngs\A 1 Tsers\h pplication Dats\Microsoffappd wo &
CAWINDO WS evslern 32 ocircom varey e

CAWINDO WS swstem 2 niverswimstr exe

L B -1 W AL LS 1 s Ty e
CADOCTME~1\WWPA\LOC ALE~1 wmnsrv exe

CAWINDOW S swtemd N prip32 A1

CAWINDO WS et 3 2 d nivershe o W e W 1wDC dll

h ok R AMEHERIR (9] ETTIRET * * ok
LTI <2 /T
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GetSystemInfo
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GetSysteminto 4.0
KAPZRIKY

{.;E{:_"'.-}'E-{-—trin; Hﬁ* \ © | Creating report ...

4.0,0.235

.U," -

| Please wal ...
Procass runned and modues found - 7
CommandLing | CVWAINDOWSSyslamISass sxe
Pricetty : 9
Processid ;. 1472
ReadOparationCount - 18603 Stop Repor

Durationr  Oc2¥

PR T A (e S U et a0

-
B
R a1
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& Trend nicro HijackThis V03 =l =
]
-L 1 - Hosts: ;1 localhost =

[102 - BHO: Sna.gIt Toolbar Loader - {00Ca482D-C502-44C2-B409-FCES4 A D202 - CAPrograon Files\TechSw—
[102 - BHO: {no name) - {5C255C80-Eal4-49b04-9D64-90933571CECE Y - (no file)

[102 - BHO: scriptprozor - {YDEZDSAD-7241-4E7Q-Ba2D-6309F01C52 21 - TP rogram Files\bdc b fee\W imisBoan
[1D2 - BHO: Windows Live ID & A FRBIFEF - {903004604-4C02-4 ABF-8ECC-5104760863C26) - C:A\Poogram Fi
[1D02 - BHO: Google Toolbar Helper - {AA858EDSS-01DD-4491-8333-CF1057 747 3F7 ) - CAProgram FilesWIoo zleh
[102 - BHO: Google Toolbar Motifier BHO - {AFGODE42-YD53-4638-BaFA-CEGRBLSATDZ05D Y - CAProgram Filesl
[102 - BHO: Mcbfee Sitefdwizor BHO - {B164E929-41B6-44006-B104-2CD0OEQDABSFF} - Z A\ Progvam Files\bdc £
[102 - BHO: Google Dictonary Compression sdch - {C34DY2FE-E17D-4195-BE24-7aZ02ZEZETCAE Y - CAProgra:
[102 - BHO: Javafbton) Plug-In 2 32YV Helper - {DBEC230044-0445-435b-BC74-9C25C1258809) - (AP oo gram File:
C " 02 - BHO: Credential Manager for HP ProtectTools - {DF21IFIDEBE-20C6-11D3-24232-BOZDOEC10000} - ¢:'\Prog
L JCIE Toolbar: Mcbfee Sitebdwvizor - {JEBEBEEBE4A3-BADA-4B4CZ-BESA-S10ABECZAEQNGS} - CAProgram Files\bdc g
[103 - Toolbar: Bnaglt - (BFFSE132-ABDE-AGEB-BEO9E-D2A L BASCABESY - CAProgram Filesh\TechEmith\EnagTt
[123 - Toolbar: Google Toolbar - {2318C2E1-4965-1144-9B123-009027 A SZ”D4F} - ZAProogram Files\NFoogle\Foo;
124 - HELRA Ao [ONhCH] exe] A Prmogram Files\Hewlett-Packard \HFE Caiclk Lavnch Buthonsv21bC i e A5 tart

124 - HELRY AR [Fwn TPEah] 5 Progeam FileshSwmaptcaSwn TP 2 TPEnh exe

124 - HELERA AEun: [kMeb feelTpdaterTTT] "CAProgram Files\bdc A fee' " ommon Frameworkwdatern exe" A tacted Fr
124 - HELRY. AR [[Tnlockers ssmstant] ; O AP oo greamn Files\Tnlocke\ M Tnlocker b ssHstant exe

124 - HELFA WEan: [eneware-traa] "2 P oo gram Filesh VW b ware W hdware Workstation . mware-traor exe "

124 - HELRY. ARun: [WowTTEBSecurnity] O AProgram Files\ W ow I TEBProtec tortstart hat

124 - HELFA YEaon: [ChickTime Tazk] "CAProgram FileshvJick TimeY) T Tazsk exe" -athoothime

124 - HELRY AR [ATonesHelper] "C APrograom Files'd Tunes TunesHelper exe

124 - HECTY, Ao [ewg] "2 AP mogram FilesGoogle oo gle Toolbar otifiery 3 oo gle ToolbaxM otifier exe"

124 - HECT, AFun: Foswmneer] "CAProeram Files\Windows Livehbd essen cefvnsnmeer exe” fbacloeronnd

- Scan & fix stuff - — Other stuff
-"'-ll |'!|'|:'F"||_\"5 I

Upload to TrendSecure

mn

Info... Config...

SCan Fix checked

Add checked ko ignorelisk

Info on selected item...

Main Menu |

-

_}lllm
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System Repair Engineer(SREng)
* KZTechs. com#e = 7€ ¢ Saml 1frogs® # & 5 1 %

’FC % /:‘(‘ Su :é( ;
SLRELIB4R
ARPEAERFOREER

s 91575 40kb > A 45 &
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E7 Al DBZFREE =12 x|
Tock Help
St SCan
Smart Scan will generaste a detalled report about your system. This report willl hedp you bo resolve the probidem in
your computer. Please read help contents For more infomation.
» Al Boot Items (Inchodng Registry, Startup Folders, Services and so on)
¥ Broweser Add-ons
» Running Frocesses (Incudng process moded nf ormaton)
¥ File Associationrs
. Winsock Provvicder
» Autorun, Inf
» HOSTS File
= Process Privileges Scan
Extensions ™ Werify the dgital sonature of process modules
™ Copy suspicious Files to SuspiciousFiles sub-directory automaticaly
Windowes X7 Professional Service Pack 3 (Buld 2600) System Repair Engineer 2.6.11.,992

Designed By Smalfrogs. All right reserved.

R -
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RootKit Buster
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— Select the tupes of hidden item= to =can for:
[+ Files and bdazter Boot Record [MER] —
[+ BEegistry entries Stop I
[ Proceszses
v Dirivers E mit

Current T arget:

Scan not =tarted

Scan Re=sults

Type I - ame I

Delete Selected [tems= I

s
By






1. USB 74 e i
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4. doiw I USB«‘}}% F
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FING LINE CORPORATION

=10 =]

Hi=(E]
(=IE(E]
EARAIG]
PIEF(H]

£ |_FRFEFEHIFT | 1Bl 5 | imiBasy | inme
Advanced!S... HEEY_USERSYS-1-5-21-1715567221-1606920242-239522711 5-5004. .. S -Gamania.gen.a 1027
SHOWSUP. .. - - 'S -Gamania.gen. a 1027
Advanced|... HKE'T:’_?_E%;%E_E’.H&UP%.@F@?BZ -1B0E920843-839522115-5004. . PS5 -Gamania.gen.a 1027
& HIDDEM 5 -Gamania.gen.a 1027
&.&.dvancedlﬁ... HEEY_USERSYS-1-5-21-17155672321-1606320242-22395221 1 5-5004. . PS5 -Gamania.gen.a 1027
SUIFERHID S -Gamania.gen. a 1027
| 0.com (= | %’%I},%Er_}i]:jj PS5 -Gamania.gen. a 1025
0.COkd [BIRS FwfS-Gamania.gen.a 1027
& 0.com d: PS5 -Gamania.gen.a 1027
& autorur.inf [= 8 Genernic!atr 1027
[ b bat d:h Ph'S -G arnania.gen. a 1025
& B.BAT DR PS5 -Garmania.gen.a 1027
L b bat d:h PS5 -G amania.gen.a 1027
@9 erdeiect.com  dih PfS-Gamania.gen.a 1025
&EHDEIECT.... D:* PfS-Garmania.gen.a 1027
& erdelect.com  dih /S -Gamania.gen.a 1027
@9 rntdeiect.com  d:h 5 -Gamania.gen.a 1025
&NTDEIEET._._ [BERN PS5 -Gamania.gen.a 1027
& rntdelect com dih P S -Garmania.gen.a 1027
@ ntdelect.com  di 'S -G amania.gen. a 1025
&NTDELECT_._ DR /S -Garmania.gen.a 1027
Entdelect. com I PS5 -Gamania.gen.a 1027
4

2 o © || B Vimstcan T | [ misermmem - e
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whtmeph F AL & & 2 DLLR 3% en A B A2.30

FIFER C ABRBINBRAHF
|
2. **a‘x% & BRI AR A & #Vga. 8ys ° AP F

3. & 4% ‘fgf?w]“ir_mﬁ;‘& » |4 ¢ kxvo. exe »

- R

kxvoX.dl1 (X5 2 4c#c)
4.kxvoX. d114& » explorer. exed 7425 » ¥ FF &

- Vv

oE; i~ "=




% 2r & ° IExplorer.exep & §* E X #c#¥

1. IExplorer. exep # ™ §* & 5§ 42 3% cc. exe X
%temph T o rE R W E R LR
Trojan-GameThief. Wind2. OnL1neGames. xxxx

2. IExplorer. exe € % 5 & %templk B T % gk +
CC. eXe
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N H ww v EEETEREY com . tw

% 3fFE tcc.exep R
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DME »eguest timed out.
timeout was 2 seconds.

ME preference = 5, mail exchanger = gmail-szmtp—in.l_.google_com
MHE preference = FH,. mail exchanger» = altd.gmail-smtp—in.l.google

MHE preference 4@, mail exchanger altd _gmail-=s=mtp—in-l.-.google
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Teny C. T. Kuo (85§ B, Fh. D, CIS3F
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----- Crginal Message -
From: ka1 liao
To: katliao

Sent: Thursday, June 05, 2008 4:55 FM
Subgpect: test 5 IME Encrypt
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