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Risk Concept

oRisk

- a potential harm or loss to a system

- the probability that a threat will materialize
oPrimary goal of RM is to mitigate risk

- reduce the risk until it reaches a level acceptable to
an organization

- the risk can never be totally eliminated

oRM is defined as the identification, analysis, control,
and minimization of loss associated with events




CIA Triad

o Confidentiality
° Integrity
o Availability

°oC.I.A’s opposite is D.A.D
- Disclosure

- Alteration

- Destruction




CIA Triad

o Confidentiality
- to prevent the intentional or unintentional
unauthorized disclosure of data’s contents.

- Network monitoring, shoulder surfing, steal
password

file, and social engineering are ways to thwart it.

- Encrypting, networking traffic padding, strict access
control, data classification, and personnel’s proper
procedure training can help achieve confidentiality.




CIA Triad

°|ntegrity

- to ensure modifications not made to data by
unauthorized personnel or processes

- to ensure unauthorized modifications not made
to data by authorized personnel or processes

- to ensure the data internally and externally
consistent




CIA Triad

o Availability

- to ensure the reliable and timely access to
data or computing resources by appropriate
personnel

- DoS attacks are methods to disrupt
availability and productivity.

- Fault tolerance and backups should take
place to provide availability and productivity of
network, systems, and information.




Risk Triple

oAsset — a resource, process, product, computing
infrastructure, etc.

oVulnerability - Vulnerability is a software,
hardware, or procedure weakness give attacker
unauthorized access resources.

oThreat - Threat is any potential danger to
resources. The company can’t eliminate the
threat.

oThreat Agent - Threat Agent is something or
something that can make damage to resources.




Risk Triple

oExposure - Exposure is an instance of be
exposed to losses from a threat agent. Threat
agent exploits vulnerability to damage assets is
an exposure.

oCountermeasure or Safeguard -
Countermeasure, or safeguard, mitigates the
potential risk. It’s a software configuration,
hardware, or procedure that eliminates
vulnerability or reduces the risk being able to
exploit vulnerability.




Risk Triple

oRisk - Risk is the likelihood, potential, and
probability of a threat agent taking advantage of
vulnerability. Reducing vulnerability or threat
agent reduces the risk.
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Relationships among Security Factors
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Risk Analysis

oQuantitative vs. Qualitative

oExposure Factor (EF)

the percentage of loss a realized threat event
would have on a specific asset

oEX. 30 %

oSingle Loss Expectancy (SLE)

the dollar loss assigned to a single event

SLE = Asset Value ($) * EF

oEX. $50,000 * 30% = 15,000(SLE)




Risk Analysis

oAnnualized Rate of Occurrence (ARO)

the estimated frequency in which a threat is
expected to occur

o Annualized Loss Expectancy (ALE)

the annual expected financial loss to an
organization from a threat ALE = SLE * ARO
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What malicious hackers do?

®Reconnaissance

» Active [ passive 1 S
EE’CHHHiHE Reconnaissance Clﬁari}.r;g
o ac
2Gaming access

v Operating systam lavel /

apphu:atmn level '
v Natwork level
» Danial of sarvice
Mamtammg

®Maintaining access Seanning Apcass

» Uploading / altering /
downloading programs or
data

@Covering tracks

Gammg
Appass
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Targets being attacked

+ Web Server — Apache, IIS, Netscape
+ Application Server -Tomcat Servlet, PHP, ASP.NET
» Database — Oracle, MSSQL, DB2, Infomix, Sybase.

/ Web Server \ / Application Serveﬁ / Database \

‘\:/\
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o 33
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2 Security testing tools: Nmap, nessus, foundstone, acunetix, scuba, goolag
and more




Web App Hacking Methodologies

: Profile the Platform

:Survey the Application

s Attack Authentication Mechanism
sAttack Authorization Mechanism
:Attack Session Management
sAttack Input Validation

sAttack Client-side Security




Platform Profile Checklist

|dentify the server’s role

Determine the operating system and version
Determine the operating system and
application patch level

Scan for open ports

Record the web server type, patch level, and
additional components

Research known vulnerabilities.




Survey the Application

s The simplest way is click-through

sDocumenting the application’s structure in a well-
ordered manner helps you track insecure pages

s Provides a necessary reference for piecing together
an effective attack

=Use a matrix




Survey the Application

+Page Name (Static or Dynamic)

s Full Path to the Page

+Does the Page Require Authentication?
«Does the Page Require SSL?
+GET/POST Arguments

«Database Access Connection

+Other Optional Columns




Survey the Application

Page Path Auth? ~ SSL?  GET/POST  Comments

index.html / N N

login.asp [login/ N Y POST Main auth page
password

company.html ~ /about/ N N Company info




Survey the Application

—#|  loginasp by
T, | meEnuasp

Cooxie: HasFWL=T,;
a=Y8M; rl=user

Mo

L EIrTorasp

Taction=profiledb=574

profile asp

Taction=chpasséch=874

chpasswd.asp

Taction=logoutéb=874

logout.asp




Surveying the Application

. Statically and dynamically generated pages
= Directory structure

: Helper files

. Java classes and applets

: HTML comments and content

- Forms
2 Query strings
» Back-end connectivity




Directory Structure

. Parts visible through browsers

. Directories for obscurity : /admin, /adm

s Include files

: Log files

. old versions of the site

. backup directories

. data directories

. other directories that are not referenced in any
HTML code




Forms

4 Action file

(If you ever see a form call a script with a .sh extension (shell script),
mark it. Shell scripts are notoriously insecure on Web servers)

1 Methods

- Number of Parameters

: Login Information
username, password field

. Hidden fields

. sensitive information that the programmers
explicitly did not want the browser to store

autocomplete field like
<input type=text name="val2" size="12" autocomplete=off>




Query Strings

. Collecting arguments is a complicated task
. User Identification /login?userid=24601

. Session ldentification
/menu.asp?sid=89CD9A9347

. Database Queries
/dbsubmit.php?sTitle=Ms&iPhone=8675309
. Search Queries
/search?q=*&maxret=100&sort=true

. File Access /open.pl?template=simple




Using Google to Inspect an
Application

2 Google search operators
» Cached page




Case Study 1 for Attacking
Authentication

Q: An application developer wishes to stop an attacker from
performing brute-force attacks against the login function.
Because the attacker may target multiple usernames, the
developer decides to store the number of failed attempts
in an encrypted cookie, blocking any request if the
number of failed attempts exceeds five.

How can this defense be bypassed?




Case Study 2 for Attacking
Authentication

Q: While testing a web application you log in using your
credentials of joe and pass. During the login process, you
see a request for the following URL appear in your
intercepting proxy:
http:/ /www.wahh-app.com/app?action=login&uname=
joe&password=pass

What three vulnerabilities can you diagnose without
probing any further?




Attack Authorization

i Why Access Control?

2 effects

. illegitimate access to a harmless function
: cannot be leveraged to escalate privileges any further
» can quickly lead to a complete compromise of the
application
. sources of flaw
. poor application unable to check unauthorized
access
. simple oversight may leave only one or two functions
unprotected
. defective assumptions about the way users will
behave can
leave the application undefended
. ways to attack
. look everywhere




Attack Authorization

4 Vertical Privilege Escalation
http://website/index.php?id=matt&isadmin=true&menu=full
if the request succeeds, then the application is vulnerable to
vertical privilege escalation

Horizontal Privilege Escalation

Otherwise, the application performs the authorization check
based on the username, is vulnerable to horizontal and privilege
escalation

. Arbitrary File Access (directory traversal)




Case Study 1 for Attacking
Authorization

You log in to an application and are redirected to the following URL:
https://wahh-app.com/MyAccount.php?uid=1241126841

Hint:

. The application appears to be passing a user identifier to the
MyAccount.php page.

. The only identifier you are aware of is your own.

Question:
. How can you test whether the application is vulnerable?




Attack Clide-side Security

:Why attack client-side browsers?

. Web browser security models

: the same origin/domain policy
(protocol+host+port)

. the cookie security model




Attack Clide-side Security

. Countermeasures

4 Client Side

. Never connect to Internet?

. Use secure browsers (Firefox, Plug-in Noscript)
. Disable Javascript and ActiveX capability

. Keep up with security patches

. Use Web Repudiation software
. McAfee SiteAdvisor
. Google Search




Attack Clide-side Security

2 Countermeasures
= Server Side
= Harden your servers
= Secure programming

Vulnerability
Scanning

Penetration
Testing

Code
Review

Static
Analysis




Agenda

oSession 1 ()
>Vulnerability Scan /

»Risk-aware Management System




FAERAL 2 F DG BT enpE Y barh MS00.078
April 30
Jul. 16, 2003
Patch MS03-026
Aug. 11
MSBlaster 2003
Jul. 24, 2002
Patch MS02-039
e
Oct. 17,2000
Patch MS00-078
: Sept. I8
5
2004 & g ¥ & % g BT ERRN T T S 30 % 0 2005 #£:2% 3 21 X




3 MR F TR

Qo
M M
— 2 ~ ~ . .
3 R RR A =
RVEY)
24

{@O}L}
(0} *Hs pyppas suyma g

i T AP B AR

4

] fa
] sa

-
&

7 PR HAFIL AR R
2

#Fl{r‘/\ﬂﬂ N2 AT R R




O
PR BEIFH

LK)
T OMEBE T ENZAAR T AR B AT HEBRREITGRENRF
» SR LT A B 154 2R & #Hardening 5 #4454 V8 TR B 4 2R B4 &
M & 2 & A%

» E IR E A A RN PR IRIFR B T B — B 55 2Ea
RA B 7 B E LT A A Internet b #9 — eexploit T E R ¥ B AZ
HE s EAT IR 0 i MR BN R B0 A) 35 SRR

COMPATIBLE

cve.mitre.org




33 BLIF Ry s SR

®Network and System Level

®Nessus

® F'oundstone
ONMAP
O N BSA

oA a2 M dapiiin
® i 7]D

®Web Application level & Microsoft Baseline Security Analyzer
® Weblnsepect
® Appscan

® Acunetix
OB JE AR A RAAIETE — DREAD &£ &
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® 55 BL AT O D AL

®Discovery Phase : 235 B AR T REHE o £ A Z AT FTH B Port
I B BT

®ingerprint Phase : 23 B R B E— S FETIEFE 2 LKL - 3
AT RIS ARIR A - (A Z AT R BATRBFEEEZ A
PRI AT

®\/ulnerability Checking : #k 45 AT ™ 1B phase & 53 Bk Az Blscripts BT
HMEFNNNEFE B R ERTEFAFI - s ¥ Intrusivedl 53
2L 7] debuffer overflow 3 DoS, A BFobZB# 2 S B A4 7 &
HRAATE FAIIE
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® Port?%’ B 3 AT

®Port is a communication channel

® Provide services to be accessed
® [Fingerprint target response through sending packets to the target

® Scan technology includes TCP Connect, TCP SYN, UDP Scan, Stealth
Scan, Xmas Scan and etc

® 55 ZL(Vulnerability) 7 B AT

® 55 2L 47 B BT T — A2 B W Interneti® ke B B AR 488 SR local E AR 2 55 2E
BIBAT - AR B3 BLIFRE - R 4E FE B A 49 B3 & X458 3 R A3 AF)
AR5 L8 & FETCP/IP port#)status » B BCAY AR F (4=http » ftpRsmtpZF)
13 AR 25 £ B9 — e daemon A IR A Fr3E 2o dacmon R K38 By 22 2 Uk TR

® =] LA A Intrusive(& A\ ) S Non-Intrusive(FER N ) 89 7 X AR AR B % 48
TERPEGE - A B T — 2 7] 8Scripts RAR R ¥ 2 L0 EAT 4T
A o b EEE R EAT O
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®TCP Connect Scan

® 77 A% Three-way handshaking

® iy JF Ry i’ffkéfi‘ﬂjconnectﬁﬁﬁ“ 4w R port B A - AR 3T RS A L
SYN/ACK:Z#35K » A2 EMZE L) » ¥ B %ﬁ‘?port&i%
Listensk & ; & Bl & wport B B 4w B AZport e 7 B B MK 28 - A
B AR F G m 37 B 2B X RST/ACK BJresponse

ONMAP -sT -O target
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® TCP Connect Scan %515
C:\Program Files\Nmap>nmap -sT -PT -PI -T 3 172.18.2.32
Starting Nmap 4.20 ( http://insecure.org ) at 2007-09-14 11:48
Interesting ports on 172.18.2.32:
Not shown: 1686 filtered ports
PORT STATE SERVICE
80/tcp open http
135/tecp open msrpe

139/tep open netbios-ssn
443/tep open https
445/tecp open microsoft-ds
1025/tep open NFS-or-1IS
3306/tcp open mysql
5800/tep open vne-http
5900/tcp open vnc
8009/tep open ajpl3
8080/tcp open http-proxy

Nmap finished: 1 IP address (1 host up) scanned in 84.942 seconds
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®TCP SYN Scan
® X A 7 A Three-way handshaking

® iy I7 By At connect B 46 - 3T B TR AR B AR A
SYN/ACK# &1 F B E & B & RIACK S &

OTCP=RRIEIRA TA » L% TCPRE B EIEIE I » HHEE
FRAE R TR Log - EHFHREBMN— K LT EBETIH
¥ T34k o BFTPATCP SYN#7BE B9 & 2552 LT TCP Connectd7 g 8

O IE T AR NSMMELZRLAT IR TLaCEILEHRA
AR BT AIPH & » BB TAE LEANSYNH & FE
rootE R

ONMAP -sS -PT -PI —T 3 target
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® Stealth Scan
O LR Z [ KAERIE B B € H 15 T port:EITER - K¥rE ik
port B2 335 K &I EATR8E - BARBP{E AL A TCP SYNIF R4

RE I KA INAZAA B & 430852 Log ™ » P SAfar BT B ) ot
i 2

O (2 A BY NARAR R F 4L JEZAR 7T LA R B B IT i

O IR B BT RS VT AFRIRAR 2 ) KGRI R B - (RE 7
RSB R TR R AT €3 MAFRIBELELZA
LB ZIPH &

o R BJMEIFRS A TCP FINFFRS » TCP ACK#F RS » NULLIFRS
XMASHFhE R SYN ACKFw B9

ONMAP -sF(-sX, -sN) -PT -PI target
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®TCP FFIN » XMAS » NULL Scan

® i FA B port & ¥R 543X BY 3E R 3 Q3R B — B RST » M7 B #9port
R4 H Zv4 R FE - PR AFINSFBRGAE A FINE 6L 4F & 423 » Xmas
treeff A FIN » URG » PUSHAZZE » Nullf7h& B R B 1B 4&2

O 1 3 B SE R LA — B R RS FIERRE — AR FTUAE — 7Ry
HEWINDOWST-F & AEFAETAE - KRBT BRE > EHLEH
Z—ERFEOESRNETF S H--mRERIFREIRTITH
port » AMRFLAERA G iE 6 B R L WINDOWS ° 4uR-sF,-sX,-sN
B 37 B Ao T A port A 2 B FA B » {12 —{BISYN(-sS)F R 4P BB~ A
T B port » AFMRFEAE K B IEET € £ WINDOWS-F &
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® UDP Port Scan

O i M A A UDPE &L 46 B AR EMAIUDP port » F 45 B AR port#y
ICMP Unreachable B ICMPHUE: ° Ftime outtL R FE 4L B port &Y
ICMP UnreachableBJICMP#.8 » A& B8 B AZport 7] #& e HMlisten
AR AE o ZIBRMICMPHE R BFIXE] » R &8 B AZport & 7 B B B4k

A
=}
RS

O E A FTE  —F BUDPWHHRA T & FT 5 » Hlocaldh
BEWNUDPHATRAETR RN B4 - BAZERN K& th
T REZE FAEATICMP3 @B - B4k > 3R FM EHMAA B AR
FHERMKT R L UDP ports » FF E3E Z P KAEE AR %
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® i£ 47 iR 7% B Fingerprint

o H ATiw B 2 B A2 X MY port Ik

OB AU TN SHOBILE Y RLE, #l4eSMTP HELLO
® LL ¥ % 45 B banner, 7]4n11S Web Server#JHTTP Response

O L (bR vk, e B F TomceatFi B JE 8 JSESSION %

® {F¥ % #L Wy Fingerprint

X i 1E % R 4 F B BYTCP Protocol Stack#F M » %7 LA & 4H9-1F
¥ 240088 RRK

ONMAPH -OWJEIARE Z L HNMAPEH B AZ I MEATIEE 2 409%
2K, f5]4e: NMAP -sT -PT -PI -O target




S
Port Fa B 4% i

TCP/IP fingerprint:

OS:SCAN(V=4.20%D=9/14%0T=80%CT=1%CU=38520%PV=Y%DS=3%G=
Y%TM=46EAOC1E%P=i686-

OS:pc-windows-
windows)SEQ(SP=106%GCD=1%ISR=10C%II=1%TS=0)OPS(O1=M5B4NW
ONNTO

OS:ONNS%02=M5B4ANWONNTOONNS%O3=M5B4NWONNT00%0O4=M5B4
NWONNTOONNS%O5=M5BANWONNT

OS:00NNS%0O6=M5B4NNTOONNS)WIN(W1=4000%W2=4000%W3=4000%
W4=4000%W5=4000%W6=400

OS:0)ECN(R=Y%DF=N%T=80%W=4000%0=M5B4NWONNS%CC=N%Q=)T
1(R=Y%DF=N%T=80%S=0%A=S

0S:+%F=AS%RD=0%Q=)T2(R=Y%DF=N%T=80%W=0%S=2%A=S%F=AR%
0=%RD=0%Q=)T3(R=Y%DF=N%

0S:T=80%W=4000%S=0%A=S+%F=AS%0=M5B4ANWONNTOONNS%RD=0
%Q=)T4(R=Y%DF=N%T=80%W=0

0S:%S=A%A=0%F =R%0=%RD=0%Q=)T5(R=Y%DF=N%T=80%W=0%S=Z
%A=S+%F=AR%O=%RD=0%Q=)T6

0S:(R=Y%DF=N%T=80%W=0%S=A%A=0%F=R%0=%RD=0%Q=)T7(R=Y
%DF=N%T=80%W=0%S=Z%A=S+%

0S:F=AR%0=%RD=0%Q=)U1(R=Y%DF=N%T=80%TOS=0%IPL=B0%UN=0
O/ RTIPI =06 — (-0 —

o

aln p— A p— aln [\ — a




Ports# pa H iw

o E¥ % 48 Fingerprint
® 'z Fi B TCP Protocol Stack Fingerprint# it & PA T £ &
OFINIFH - HF —AFIN &4 —{A3T B Wport L FHFHJE - E
BEBIRFCAT &4 & R €8 J& » {2242 Windows, CISCO, HP/UX,
FIRIX AP 18] J&E — fE FIN/ACK

O®BOGUS BB FH - X E — AT RANTCPAEITASYNE @AY
TCPAZFAAE ° Linuxt% 3 #2.0.352 AT B Kernel € £ 1) JEFT &, F
PRIFEAAE T - M ¥ EAAE 2 R L8 FHUETE B

O®TCP ISNEUA: - BT E R B ST E—HEEFRIE &
TCP BAE T2 B 00461t 5 7 B AE A
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OTCPHibE 2 - HEREH @87 %E 2 (windows size) K/ o
HEAEE 248 R —LIEw B NME » Fl4eAIXZ0x3F25 »
NTH*BSD & 0x402E

OANCKME - F B BEEPACKIE R EELTFE © flhe » 4R RE
7 —{EFINIPSHIURG %] —18 B FABJTCP port - K ZE EIET
% BACK B4 778 > MWindows €% B 5| Ehm1 - ik
—{ASYNIFINIURGIPSHE] — AT B #93% 2 » Windows i) &) JE&
IE® FIEE

O [CMPEE AN EIPH] - —LBIERFC 1812091F % 2 408 TR
SAEEEIRAZT BB E R o fFlde > LinuxR#|ICMP unreachable
B4 #5E80ME > BBH X BEE MportFE—FHOLFH
B ) BJunreachablezf & » &3t — B R 9 2] B9ICMP
unreachablezl & » BEAFX 2 LU FAHEMILE
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® LA A BE B B A 55 BEIFRY © ¥ KB E & Database 55 BhAF S
CGI153 mﬁﬁ? » DNS#5 237 is ~ POP3 39 2E47 By ~ SMTP 33 B 47 B
* FTP33 2647 B ~ RPCHg ELdm S ~ DOSHg BLIFRg ~ SSH 33 Bh 47 B
s HTTP33 BE 37 BE % ° fl4=Nessus, Foundscan, P 2 #.49, Reti &
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® 7 R 47 B 1 &3¢ A Plug-in(fwNessus ¥ /¢ B Nikto & H 4t
password cracking plug-in)# 47 £ 8t 5 25 18 B (Intrusive & Non-
Intrusive) » EmME AL BAZFTHAH[EEEMN - F— L FELH
T R F A privilege IR A FE1F 5] th s BB &E R

o2t A E M AN KB SHIBIEENRE » R AIZ1R B
2R AR 7 3 0 £ A th ¥ match B 7 X ($ 55 BL4F
B SR BT YL ¥ E) JE B Banner %) » BPARIE BB 2 R XH A %
R AR B FE 22 2 55 BhEH LA — Ereal case By 3UEE Z ) B AT A
R 2 4% 2 B {488 R % 3% E sknowledge base B best of
Practice » HL¥T PATS Rk 4 A" BT %0 B 55 2k E A (Vulnerability
Database) » #x % ¥ 55 BLI7 B AR A AT 35 BLIF R R 59 BE 45 R
match ) TAE
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®Plug- m;EEbScnpts%’a 5 BJsub procedure » §7 B B ES 7] LA A 18 v
CRBATIGEETR - MBAIE 2 AP H AW — AR Z 3552 o 3 A
1 B plug-inSh vT CA{#E 55 BE 37 B Bk 55 3% vy B 85 BEAR Bl Th A - B W
SR SN EE R

® LAFoundScan & 17 » FoundScanf® i 4 — BJFSL(Foundstone Script
Language)ﬂ'ﬁﬁ—%plug—in * N %ﬁvﬁcoding&—ﬁ-% ZEAB B AE D -

R B AT LA B FSL B 4T 3% 51 Scripts#h & Bplug-in R 4% 7. 55 2k
«f’rﬁﬁw 2R B ThAE o o B8 ScriptsBE B WA 1L T 45 5 #Hiplug-in By
RRIEZ T/ FHZRFHRIEEAFREOIERME - NessusI™A
& B Script 3 E(NASL)RBEC B 8 5 RE A H B oAk
Script & 45 & & A & TR IwAE A Wplug-in




BRETHE

eConnection with vendors
eMicrosoft bulletin (Patch Tuesday)
http:/ /www.microsoft.com/technet/security/bulletin/noti
fy.mspx
®E-mail notification
®RSS feed
®Windows Live Alerts
oNTBugTrag.com
®mitre.org
ewww.kb.cert.org
ewww.dragonsoft.com
ewww.icat.nist.org
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: SPARC Solaris remote root exploit for /usr/sbin/sadmind

solaris [/export/hmme/kuang/demm] -kuang- |./sadmindex-brute-lux £ 1Y2.1638.129.21
Alright... sit back and relaxz while this program brute forces the sp.

wesp 0x08041798 offset 572 --» return address 0Ox0804159d4 [0+536]
2lnt _call: RPC: Timed out

now check if exploit worked; RPC failure was expected

wesp 0x080417Y9c offset 572 --> return address 0x0804159d8 [0+536]
2lnt _eall: BPC: Timed out

now check 1f explolt worked; EPC fallure was expected

#esp 0208041794 offset 572 --» return address 0x0804159d40 [0+536]
2lnt call: RPC: Timed out

now check 1f exploit worked; RPC failure was expected

#esp 0x08041%al offset 572 --» return address 0x0804159dc [0+536]
2lnt _call: RPC: Timed out

now check i1f exploit worked; REPC faillure was expected

#esp 0x08041790 offset 572 --» return address 0x(08041%8cc [0+536]
2lnt eall: BPC: Timed out

now check 1f exploilt worked; EPC fallure was expected

Mew telnet to 192.168.129.21, on port 1524... he careful

solaris [/exportshome-kuang- demo| -kuang- telnet 192.1b5H.129.21 1524
rying 192.168.129.21...

Connected to 192.168.129.21.

Escape character is '™]'.

ri;ilél (root] gid=0({root) Hﬂ% root *EEE

MY not round
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h fE ¥ 3t: Firewall and Security

Policy Audit

%’/ o Iy KA HE
Fﬂﬂﬂd;tnne © 7 KA %2 BUR RAUPRE
Scan Engine A
~ {3 AR TS

> 18 U TR A

* Firewall policy

* Firewall policy change

switch
audit

© Windows Security Policy
*Logon policy

*Password brute force

*Account policy

. S A
gt ¢ ¢
'.'.’fi 43 T Server farm
s’ @ D
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Scan Engine
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IhEEE%=T: Regulatory Compliance

ISO 27001

12.6.1 Control of technical vulnerabilities
Control- Timelv information about techui-:*l vulnerahilities of

ormatipn systems being used should be obtained. the organization's

talen to address the associated risl.

o such vulnerabilities evaluated, and nppmpriarte MeaAsnres

3)

&; patches should &

e tested and evaluated before they are installed to

ensure they are effective and do not result in side effects that cannot be
tolerated; if no patch is available, otheyf controls should be considered,
such as
1) turning off services or capabilities relatéd to the vulnerability;
1) adapting or adding access controls, e.

. firewalls, at network borders:

increased monitoring to detect or pr¢vent actual attacks;

4)

raising awareness of the Tulnemhi];iﬁ}';

Risk Mgt

/

workaround
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©Firewall policy

®Firewall policy change audit

|




Hh R % 3 WirelessF& 8

o wirelessi2 N\ N R4 I B &

~ S S P 35 48 28 2 AT A
Foundstone . .
Scan Engine ®Firewall policy

°Firewall policy change audit

Server farm




PEFMRREERRF




B *%& ¥ % (Risk Level )~ ¥
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* Workarounds
- B EEREE (BETEBAIRE, HIPSE)
- F¥ K&, IPS, SELinux
- IR AL A AR AR

°O REAWIHE
T ZBRERBARELBENERE
» % £ Foundstone #Y 85 Bk & 41 &
+ % # Security Checklist (Windows, Linux, MSSQL, Oracle% )
» {# B Tools (4=Basetille, MBSA, MSSQL BPA, Scuba%)
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®Nessus

®Nessus Report Demo

®Foundstone B & F2 & 4L/ 48
®oundstone Report 4-#f




538 A ¥ B54 47

Discovery i/oﬁ.
Assessmen ecurity Officer:

e Be informed (Patch Tuesda
and assess potential
vulnerabilities

e Identify those available for
your systems

e Identify risk and priority leve

e \Whether to use automated
patch system or partner

Alert users if requir
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Preparation
& Testing

ministrators:

® Patching should be written to
your security policy and stick
to your change mgt plan

® Define patching workflow for
patch testing, rollout and
rollback

® Use standardized and
repeatable procedure for non-
critical patches and based on
a regular cycle

® Use conscious and speciall
crafted procedures for crjrcal
patch
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Deployment

TechnarCians:

® Dangerous patch and
dangerous exploit is a real
Catch-22

® Do nothing

B If an exploit targets
something you don't use,
there is no need to patch

® Implement a workaround

B Multi-tiers and in-depth
defense such as firewall, IPS
and other security measures
can reduce the pressure to
rush out the patches.

® Patch & Harden

B Mimic the production
environment as posstble

=>Se VIV TO-tes



PHEEMEESANR
Validate &
Report

Security Officer and
Administrators:

® Acceptance Test

B Patch is working (Re-
scan, Pen Test)

B Operation is not
disrupted

® Status Report

B How many systems got
fixed

® Repeat

B If you got righ
the be
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& \\
/ Administrators \

o Inventory hardware

¢ Inventory software

¢ Inventory services and
network configurations

‘
'
'
'
[
|
[}
[}
[}
1
[}
)

Security Officers

\
)
\
\ \
. \
\ \
\
N\
N\,
N

o Assess potential
vulnerabilities

+ |dentify available for
your systems

o |dentify priority level

o Alert users if required

- -Handoff.

N
A
N

N\

# &Testing
\" Technicians
/o Inventory patch content
o Evaluate patch
: impact
i« Prepare patch package
' Administrators

4 ¢ Test patch installation
. Validate patch impact

“Emergency Deployment Patch Fast Track
W
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Database Security Checklist

BB 7::5iService Pack
BN MBS At 7 i, A AMLMERS

n R HWindows Authentication Mode 543 Esz AR,
BN iSO Servert AL, i

5 PRl

n PHESQL Server Service AccountjFEfR

PR BF A S B s

B #SQL ServerzztENTFSAEZE AL L BB FHAEA
BTN 155 72 R AR 2
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e
MSSQL 2000 BPA Scan setting

E Best Practices Analyzer Tool for Microsoft SQL Server 2000

Microsoft: -
SQL Server Best Practices Analyzer
Best Practice Groups

View Best P Toups in Category: | Al Cate pories
A
Backup and Eecovery
Configuration Options
Databaz Design
Database Admindstration
Deprecation

Full- Text

Cremeral Admdndstration

[ Welcome

[ Login

[ 80QL Server Dnstances
[] Best Practice Groups
[ Coumnplisnce Reports

Practice Groups Available fo

4 Best Fractice Group Category

[ Logout fE—
T-30L
See Also 0L Server 2005 Read ines:

[] Best Practices Analvzer Help
[ Lbout Best Practices Lnalyzer
[ Microsaft 8L Berver Site

Best Practice Groups to be Executed

H . Best Practice Group Eule Category

Create Best Practice Group EJ Bean B0L Server Instances

& 2004 Microsoft Corporation. All rights reserved.
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MSSQL 2000 BPA Compliance Report

Microsoft

§ﬂf)TSerwer Best Practices Analyzer

Best Fractices Analyzer
Compliance Report
] Welcome Filter repoits by compliance: I[P.]l] vl bor 0L Zerver Instance: |1?2.16.'?3.116 vl

[ Login (- Databasze File Compression Diatabaze Adiinistration Foule Information

[ S0L Zerver Instances Friendly Name Description
Eror while executing the Best Practice Group. See the log file

[>

L Best Prsctice Groups (] Exception 1721673116 test_A0750400335_D00Z_172.16.72.116_sylbpa.dog. Emor message: TEETHE | -
[ Complisnce Reports 16 - =
[ Logout

(~1Databaze Backups Backup and Recovery Eule Infnnmﬁ::un
See Also : = o

Friendly Name Lescnpion
[ Best Practices Analyzer Hel ;
e R { Non Complisnse 1721673116 One o1 mare e deran ackup.

[ About Best Practices Analyzer ? can Le
[ Microsaft 3QL Server Site

{-)Mazter and MEDE Backup Backup and Recovery Eule Information

Friendly Name Deszcription
e or both databases failed the scan. ‘master’ or ‘madb’ databazes have not been
i Won Complisnce 1721673110 hacked up in the specified period.
4 ..
Hran Detadls
(IO _LOG Log Backups Backup and Recovery Foule Information
Friendly Name Description
Ermor while executing the Best Practice Group. See the log file
g Exception 172.16.73.118 test_AD750400235_0002_172.16.73.116_sylbpalog. Emor message: TR
B~

[

3¢ Remove Report 23 Ty REpoi B3 FPrevious Report Bl FextReport




MSSQL 2000 BPA Rule Information

BEO BEED ®HR0 BEEW IBD HAD M Mchfee siteadvisore| Zidisia ¥ O ([0 [ | & | | &

]

W e |@BeﬂPmﬁzesAn&1}mer Tool for Microsoft 3QL Server ... | | - & v P EEE® - TR -
Rule: Database Backups

Category

Description %

This rule checks that each database (except if read-only) i= backed up in the last ¥ number of days (30 davs by default).

It iz recommended that databazes that are not read-only be backed up often to minimize loss of critical data incase of
failure.

This rule:
# Only scans databases specified in the Database List of a registered SQL Server instance.
s Does not check databases that are not cnline.
Parameters
¢ Number of Days: an integer value representing the number of days to scan for database backups. Default: 30 daye.

Additional Information

(=158 = 0

-] e D actmrina Misb=hb " n 1 L T o S o T -
- LN dldilrd st b AUNTHNI=LETNNTL oL ol vED Loyl ol viE

Rule: Database Compatibility Level
Category




MSSQL 2000 BPA Scan Detail

/) Scan Results - FHEHE

Scan Details
Best Practice Group Execution Id  © test A0750400335_0002

Best Practice Group Hame Do test
SOL Server ;17216 E11a %
1721673116

Database Name Is Read-Only Backed Up Result

model j([m] M Diatabase does not have recent backup and iz not read-onbyr.
snort (o] ([ Database does not have recent backup and iz not read-onby.
aylbpa M Mo Databaze does not have recent backup and iz not read-onlyr,

(3 total qualifring rows in repository table [bpa_mle thIIDBELNL 072

5 Copy E_:J Cloze




Scuba Scan Setting

[ SCUBA - Lightweight DB Assessment M=E3

ATION
CE R

-]
-
v
F
e
"o

l/ DB Config Test Config Ourtput Config About License

DB Type: |Oracle -
Oracle

Host: Syhase Port: (1521
DB2

DB Hame: MS SOL

[ ] Windows Authentication
Us=ser: Passworid:
Test Connectiity

GO Close




Scuba Scan Report

#wEE REE %R ZHEELW IBD SHeEH [H MtﬁfeeSite.ﬁ.dxrisorv] ESETL 'E' ﬁ @ @ @x @l 'El m

i [@Scuha by Irnperva Vulnerability Lssessment Report l_l - B - [HEER - IR -
Scuba by Imperva Database Assessment Report Expand &l Callapse Al
Test % Severity Result

(p_cmdshell not 'e*nu:-.-'ecb

scription: "xp_cmdshell” is an extended stored procedure provided by Microsoft and stored in the master database. This procedure allows 155

go C_[ign 3 railes T

system commands directly to the command shell.

S0L Agent: Password is viewable to public

Description: The stored procedure msdb.dbo.sp_get_sqglagent_properties can be used by the public group to view 50L Agent's password. To fix it, drop the || High Failed

"guest” user using sp_dropuser, and revoke public's EXECUTE permission on msdb.dbo.sp_get_sqlagent_properties.

Permissions: GRANT given on registry stored procedure

Description: Permissions is granted on stored procedures that allow reading and writing sensitive data from Windows registry.

High Failed

public on xp_instance_regread ~

Affected Databases: public on xp_regread v
Permissions: Privileges granted to public on table msdb.dbo.mswebtasks High Failed
Permissions: EXECUTE granted to public on sp_runwebtask High Failed
buffer overflow in xp_printstatements High Passed
xp_proxiedmetadata buffer overflow High Passed

xp_Set50LSecurity buffer overflow High Passed




Solutions to Accountability

Comparison of different ways of covering user accountability

User 3rd Party Real
f . . -
Performance Mgt Cost S_O Fwa.re Risk [ Time time
limitation
External No
I
Audit Device No Impact mpact Low No None | Short Yes
Rewriting Minimal More
Application Impact offorts High Yes High | Long Yes
- user mgt
Rewriting
Application Minimal More : :
- set user Impact efforts High M High | Long M
context
Proprietary . Not all
database :Vlmlmal support | High Yes High | Long Yes
: mpact
solutions
Web App No Impact gomple Hiah N L L N
Audit Data '9 © ow | tong ©




What does IDS / IPS do ?or DB

Security?

e Traditional IDS / IPS / Firewall relay mostly on signature
threats against database systenm.

e Can not fully understand SQL statements when they see it.
© So.. What do IDS / IPS / Firewall see?

00000000 : 00 53 dO 51 00 01 00 4d 20 0d 00 44 21 13
.S.Q...M ..D!.SA

00000010 : 4d 50 4c 45 20 20 20 20 20 20 20 20 20 20

00000020 : 4e 55 4c 4c 49 44 20 20 20 20 20 20 20 20
00000030 : 20 20 54 4f 4f 4c 33 45 30 30 20 20 20 20
TOOL3EOO

00000040 : 20 20 20 20 41 41 41 41 41 61 48 53 00 01
AAAAAaHS. ...

00000050 : 21 16 f1 00 29 dO 03 00 01 00 23 24 14 00
! ) IR #$....

00000060 : 00 19 73 65 6C 65 63 74 20 2a 20 66 72 6f
..select * from

00000070 : 52 75 6¢ 65 31 44 72 6f 70 20 20 ff
Employee

to

53

20
20
20

00

00

6d

detect

41

20 MPLE
20 NULLID
20

05

00

20




What we should see...

© Now.. let’s see if we can understand this..

UPDATE TEST_SQL SET TEXT=’SELECT * FROM USER_OBJECTS UNION
SELECT * FROM USER_OBJECTS WHERE ID=11;

© That is a lot more better then IDS / IPS, isn’t 1it?
© So which solution on the market delivers

dfsgsdfgfd
gsdfg

0oxxjr0l172-
This... gfhthsfthsd
fhhgsfgh50
=jdsth’ads
f-815

Asd154k;sadfu

/Dsfrgdfgwsdtst

8-asdf
CkasdjTTasdTs
0732-58-
adsfpkasdf

into

who : guest

what : SAP ERP SYSTEM
where :200.151.21.103
when : 2007/01/02 22:14:23

How : update “account” set
“amount” = 10000000’
where name T1ike ‘John Doe’




Native DBMS Logging Again

o Cumbersome to configure & manage
» Impacts performance of production systems

» Does not provide level of detail required by
auditors

Generates large amounts of unfiltered data

» Requires changes to databases (change control
issue)

+

» Does not provide separation of duties




O
Requirements: Must Haves

© Integrates with our existing infrastructure

© Single solution for all our DBMS platforms

© Minimal impact on DBMS performance

© Scales across multiple DB servers & locations

o Produces detailed information required by auditors
(who, what, when, how, etc.)

© Generates real-time alerts in standard format

© Creates secure audit trail (can’t be modified by
privileged users)




O
Requirements: Nice-to-Haves

© Can also be implemented as database firewall
(blocking)

© Includes templates for SOX, PCI, ...

o Eliminates need to manually manage audit trail and
oversight process

o |nstalls with minimal professional services
o Requires minimal ongoing IT resources
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Thank you!

V. ¢

‘@] Michael_Shiah@ringline.com.tw
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