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Email - Spam 
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Text Spam 

Image Spam 

Phishing Spam (Malicious URL) 

ZIP Spam (Malicious Executable File) 



Email - Virus & Threats  
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Spam traffic in each unique area (2011.10.02) 

6 

Zoom in on this interactive map to learn more about spam traffic in each unique area. 

http://www.google.com/postini/threat_network.html 

 

http://www.google.com/postini/threat_network.html


SenderBase security network (2011.10.02)  
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http://www.senderbase.org/home/detail_get_location 

http://www.senderbase.org/home/detail_get_location


SPAM Vol change vs. Avg (2011.10.02)  
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Â Real-time Classification 

Â 7x24x365 Operations 

Â ICA Analyzing 

Â Rule Validation Test 

Â Rule Distribution 

Â World-class spam crawling 

Â 29.8 Million messages 

Â Multi -languages 

Â Different sources 

Honey pot system  CGAC 

Internet 

Email Server 
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Decoy Accounts 

Cellopoint Operations  
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Cellopoint Anti -spam Gateway 
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False-positive Feedback 7 

Quarantine 
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Email security issues ..  

What is email security ? 

 

ÅAnti-spam 

ÅAnti-virus 

ÅAnti-spyware 

ÅAnti-phishing 

ÅAnti-relay 

ÅAnti-DoS 

ÅAnti-hacking 

Å  êê  
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 ð  

ÅSPAM 

Å  SPAM source! 
ïᴳ  mailing list. 

ïAOL, Yahoo 

ïMail forwarding  

Å⁮ ᶕ  
ïFree email providers, ISP 

ïRBL 

ÅPerformance of Webmail 
ïEspecially on large folders 



ð ᴳ  

Å  Yahoo, Hotmail, Google Mail 

ï ᶕ  

ï ᵏ Ѯ Ӯ  

Å ⁄ᶕ֒ 

Å ֒  

Å  

ï ȁ ȁᴳ  



 ð  

 

Å ȁ ת ;  ê. 

 

ÅEmail ᴃ ѮУ 

 

Å ᴉ ᵏ email ☿  

 

Å ת; ֒ ӝ  

 



Internet 

Submit Tasks 

Via Web or FTP 

goodeDM  

Portal 
Mailer2 

Mailer1 

IP1 

IP2 

IP3 

IP4 ϧ
ϧ
ϧ

 
ϧ
ϧ
ϧ

 

ϧ
ϧ
ϧ

 

MailerÐ  

IP1 

IP2 

IP3 

IP4 
ϧ
ϧ
ϧ

 

IP1 

IP2 

IP3 

IP4 

ᴵ ᴷ   



MIS  

Å ᴁIP RBL ‟  

Å ֒  

Å ֒ а  

Å ֒  

Å ֒ў  

 

 

©  2011 Cellopoint International Corp. 19 



Google hosted security and archiving services 

Å Google Message Security  
Protect your email from spam and viruses and 
set email policies to stay compliant 

 
Å Google Message Discovery  

Easily store, search, and locate messages 
without costly on -site or physical storage 
media 

 
Å Google Message Continuity  

Ensure rapid email failover during on-premise 
server outages with full email replication 

 
Å Google Message Encryption  

Automatically encrypt email messages to 
manage regulatory compliance 
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http://www.google.com/postini/email.html
http://www.google.com/postini/discovery.html
http://www.google.com/postini/continuity.html
http://www.google.com/postini/encryption.html
http://www.google.com/postini/email.html
http://www.google.com/postini/discovery.html
http://www.google.com/postini/continuity.html
http://www.google.com/postini/encryption.html
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☿Ѯ  

ÅAnytimeȁAnywhere get anything 

ÅBrowser + Internet (Intranet) 

Å ᴁἦ Ю  

Å ע  

Å IaaSȁ PaaSȁ SaaS  
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Email  

ÅGoogle Apps 

ÅMicrosoft Office 365 

ÅHyperOffice 

ÅZimbra 

ÅZoho 

ÅLotusLive 
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Google Gmail Ἇ̔ ӝ2.05 ἷ 
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http://www.zdnet.com.tw/news/web/0,2000085679,20136477,00.htm 

ἣ ṱ ⁿṇGmailϣỬ ᵺ 2 ᷊ᴻ ϣἣ ῎ ᵀṆ ᴚ ḛ2.05 ᵡ Ϫ 

Google ᴒGmail ⁭Ṭ☼ Google Apps Premier Edition ᶊ
ϥỬᶪכּ ϣẕ ⁷ ꜜ Ẑ ϣGoogle₥ Ḑ ῎ᴓᶱ41 ᵩỬᵂϥ 

ἣ ῎ẹᶱ 50 ᵡⁿṇGoogle Apps ṇᶊϣGoogle ╖῎ ᶔỵᵿỌ99.9% ᴢ
ϣ Google Apps ꜜ ϿSLAЀϣ ἥⱱ99%-99.9%ϣ ả ᵒᴟᵺ ꜜ ϥ 

Googleẚ ᵍ ϣכּ ốGmail 2.5 ᴻ ϣ 2ᶔ ῡ Ṇ₥
ᶴ ϣ ᴢ 99.63%ϥ 

ᵌ GoogleῚ╖ẚ3ᵺ ᵐḙϣ░ἚSLA ╖₃ Ω ṇᶊϥGoogle ‖ᴓAndrew 

Kovacs ṕϣЗ ⱱ ᴦϣ᷃ᴢᾤ ᵐ ϣᾤ 15ᵺ ꜜ ϥИ
ᴋ ḫ ἥⱱ95% ᴢ ᵉ ₁15ᵺ ϥ 

☼ᶰ ᷀₃ ⇔Ϫ ᴋẹGoogleễ 50 ᵡϣ ⱱ῎ᴻ 0.57 ᵩϣᴟ
ᵺ ⱱ41 ᵩϣỬ15ᵺ 2.05 ᵡϥ 

Googleẚḏᴋ ᵍỌ ₭Ồố ẕϩ 

ЗᵞᵺỆᴢϣᾤ Ἃⱱ ᵍᶈỌ₂ἅ◕ ϣ ᴋ Ử‖⁪ᵌ ềᵍ ϣẕ
ᶊ Ṋḏᴋ ᵍᶈ₃ꜜ ϥИGoogleẚᶎ ᵍ ṕϣЗḐ Ọ⁮ Ẻ Ͽ
ᾬẙ ᵍⱱ☼Ọᴓ„ᴢЀỌ⁮ ἢṇϣ ḏᴋ ᵍᶈ ϣⱱ

ᵷ₭₥ᶴ ᵍᶈϣᾤ ᴑᴋ ᵉ ₯ϥИ 

ZDNet ϩStephen Shankland   2009/02/27  

http://www.zdnet.com.tw/news/web/0,2000085679,20136477,00.htm
http://googleblog.blogspot.com/2009/02/update-on-gmail.html
http://gmailblog.blogspot.com/2009/02/update-on-todays-gmail-outage.html


Gmail ў ̔  
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Google ᴒ ᶯ₣ᴻ ϣ ᵦḌ∂ᴒ ṕϣ ᶬ ᷀ẚ  ᷀ ϥ 

Gmail ḓ ᵞᵺϿ2ᶒЀ 3:30ᴋ ỵ 5:30ϣ ᴑẩ ợ Gmailṇ
ᶊϥỬ ᷀ẚ₦ ϣṠἻἙꜜ ẕ כּ ᴋᴋ ϥ 

Google ϣכּ Ṇ ϣ ẩỌẩ ḓGmailἙꜜ ἅ ϣ ᵩ ₂ἅᵀἢϣ
ṇᶊ Ḵᵌ Ṇ ϥḐ ϣGoogle ᶇGmail ỵἙꜜ Ṋ
ᴑᴋ⁮ ιϣᾐ Ὰ ╖◕ϣᵌ ẚ ⁮ ιᴢ᷀ᴑ ϥ 

З⁷ ṑ ϣᾤ ἥἓᴑ ᵩ ῏ Ṋ Ͽrequest routersЀ☼ Ὰ Ͽ ẚᾺ
╖◕Ѐϣ ⁮ Ṋ ᷄ ᾬ₃ỴWeb ᶇỵ GmailἙꜜ ᵸ ϥИ

Googleẚ ᵍ ṕϥ 

Зẚᵞᶒ ᴟ ᷊ḣḆϿ ϩᵂ ềḓ Ѐϣ ᵩ ῏Ἑꜜ ϣẕỒẎ₥ᶴ 
᷀῏ ϣ ῏"ᵌ ṹ ᾬ ₃ϣᾤ ᵂ ᵼ ᴑ"ϥⱱ ᴠ₃ Ỵ ỵ₥

ḟ ῏ Ṋ ϣ ⁮ ₃ᴨ ϣИ ᵦḌᵀ ╖ᴵ Ben Treynor ṕϥ 

Google ₃ᾬ ᶇỵ₥ᶴ ϣ Ὶ ϥἠ ᴠ₃⇔Ϫ 

Google ṕϣ ᵦḌ ḵ₃ ῏ Ṋ Ọ” ₃ Ẵ ῏ϣ⁪ᾮ᷀ᶑּכ ᷀
₃ϣᵌ Ⱨ ꜜ ϥ 

Зᾤ ḵ₃ ᾬ ⁮⁭ ἢּכϣᾺ Gmail ╖◕ϣ ☼Ọṇᶊ ⁴Ω 99.9% ╖
◕ϣ⁪ ᵞᵺ ⁭Ṭ ẚḵ₃ ỵ ἥϥИTreynor ṕϥ 

Googleᵞẹ ᴑᵌᵿ ↕ ϣᴵᴚ ὐGmailḄ℗ᶶ ◙IBM e-mail ϣ
З᷀ И⁭Ṭᴵ ẚ ᶊỌ☼ ϥ 

http://www.zdnet.com.tw/news/web/0,2000085679,20140581,00.htm 

ZDNET ϩTom Krazit    2009/09/02 

http://www.zdnet.com.tw/news/web/0,2000085679,20140577,00.htm
http://gmailblog.blogspot.com/2009/09/more-on-todays-gmail-issue.html
http://www.zdnet.com.tw/news/web/0,2000085679,20139925,00.htm
http://www.zdnet.com.tw/news/web/0,2000085679,20140345,00.htm
http://www.zdnet.com.tw/news/web/0,2000085679,20140581,00.htm


Gmailᾋ  
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Ọ Ṷ   GoogleᵦḌϣ ᴠ Ω ꜜ Gmailϣ24ᶒṹố
ϥ ᵦḌ ṕϣ ố ᴻ ᵩⁿṇ ϥ 

ἇ╡ 24ᶒᴢᵱ7:29ϣ ᵦḌẚGoogle Apps ṕﬞᴢ ṕϣᵂ ϥ
ᵌ ϣⁿṇIMAPϿ Ắ℗ ₴╖ЀϣẫOutlook◙ Thunderbird Ắ℗

ⁿṇ ᵌΩ ϥ 

Twitter ⱥ ϣἻⁿΩ ḐỌᵿ ᵩϣᴓ ᵝ Ḅ ϥ ốGmail

ᴨּיᵷGoogleỴᵁϣ ᵦḌᴋẏ ‖ᴓAdam KovacevichẚTwitterᴢ ṕϩЗGoogleᴓ
Gmailᴨ ᴑϥИḄ— ꜜ ╖◕ ᵪ Ὰ ϥ 

ᵞẹᶰ₃ϣGmailᵩἱẚ2ᶔϤ4ᶔ Ṇ ϣỬḴᶔ1ᶒ ᴟố ϣ ᴵϥ
ᴓ Gmailẚ24ᶒᴢᵱ8:00 ṇϣἠ ϣᶪ כּ ᴕᾤ ᴓẏ ϥᴵ

15ᵩ ϣᴋᵪ Ḹ ϥ 

24ᶒᴢᵱ9:15ϣ ảⁿṇ ṕ ễ ᵂ Ḹ ϣἠGmail ᴓ Ọ ϥ 

Googleẚᴢᵱ8:29 ᷀ᴠṻ ϩЗả ⁿṇ Gmail ẚ Ὶᴑϣ
ᴓẏ Ḅ Ọ ϥGmailⁿṇ ϩ ἳṇwww.google.com/contactsẮ℗ἣ ᴓ
ẏ ϥGoogle Apps ϩ ỵwww.google.com/contacts/a/yourdomain-name.comϥ 

24ᶒᴢᵱ9:54ϣGoogle ṕ ᴋ ᵉ ᾃṷ ϩЗᾤ Ḹ ϥ
ᾤ ẚ9ᶔ24ᶒᴢᵱ10:30ϣ ₁ ╖ ϥИ 

₭ᴢᵱ10:10ϣGoogleᵉḸẺ Ἡ ῚϩЗGoogle Mail ᵂᾃṷ ϣᾤ
ề ᵌ ϣ⁪ ᶈ ᵌ ᶍ ϥИ 

ZDNet ϩStephen Shankland     2009/09/25 
http://www.zdnet.com.tw/news/web/0,2000085679,20141438,00.htm 

http://www.zdnet.com.tw/news/web/0,2000085679,20141438,00.htm
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