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> Session 1

A Cloud computing for anti  -spam

A Email security as a service

A Grid storage for email archiving and search

A Hybrid mode for public and private email cloud

A Email server as aservice
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> Email

- Spam

ﬁa [ 86@sina.com] Add contact )09/12/9 k4 09:38
sandra_huang@
5RE
¢ This m;ageis High Priority. —
FARARESNABEMRTEZNEAMN, SESM. STRNRFTIN
BEEMLEER: UEEE. ivE, WEFAKEE 1y 245, HREFSE
BARSNAMBNESHASEARE, BHRASREFER. BIERHN.
BERA . B 13265633588 Q Q. 948369938
Text Spam
Gaby [cyber@d m.br] Add contact 9 FF
To: wanhong_tuo@
-

Image Spam
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Wilburn Covington [federalisttml @rochehome.com] Add contact 2009/12/9 F4 10:36
To: kevin® :
iR sdgasdfg (297 KB

Superb winter with Superb Discounts

disabled or have problems viewing this msg, please click here.

Last gre “U]ELQ{D,S in my blog:

We SthWOddwnje,‘

\ HUGE 80% DISCOUNT!
No pre puon required

Phishing Spam (Malicious URL)

Support [ccwu@hongyatech.com] Add contact 2009/10/16 F 4 04:21

To: cowu@

Microsoft Outlook Notification for the ccwu@hongyatech.com

zip

You have (6) New Message from Outlook Microsoft

- Please re-configure your Microsoft Outlook Again.
- Download attached setup file and install.

ZIP Spam (Malicious Executable File)
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> Email

Virus

Troj/VB-EKP
Trojan

JS/Downloader-BNL
W32/Winemmem
W32/Conficker.worm.g.
W32/Conficker.worm.g.

Worm

Malware
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Troj/Dloadr-CXS
Troj/Dloadr-CXS
Troj/BancDIr-A
Troj/Zbot-KN
Troj/Agent-LVQ

Zombie

- Virus & Threats

Bounce Attack Botnet

DDoS
DHA

Spyware
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> Spam traffic in each unique area(2011.10.02)

Zoom in on this interactive map to learn more about spam traffic in each unique area.

http://www.google.com/postini/threat network.html

Secure Your Email



http://www.google.com/postini/threat_network.html

I> SenderBase security network2011.10.02)

THREAT ACTMITY LOCATION

Email Traffic , Spam , [ viruses ,

http://www.senderbase.org/home/detail get location



http://www.senderbase.org/home/detail_get_location

> SPAM Vol change vs. Avg (2011.10.02)
... sAm_

IP Address Volume {m) Vol change vs. Avy Lacation
209.212.157.1490 5.0 1511% 4 United States of America
A0.23.211.160 4.8 1654% 4 Lnited States of America
105.64.208.83 3.7 E48% 4 Israel, State of
17323682 203 a4 J8TH 4 Inited States of America
89.185.228.34 3.3 GO% 4 Czech Republic
B4.120.150.70 3.3 180% 4 United States of America
F0.98.79.11 3.2 293% 4 Lnited States of America
173.255.4.151 3.2 43% 4 United States of America
FR.B5.159.26 3.0 1811% 4

9 17R116.204 27 294% 4 Izrael, State of
B4.79.896.125 2.7 1511% 4 United States of America
184.95.40.207 2.6 1911% 4 Lnited States of America
BE.85.158.220 2.4 15811% 4

184.22 165,163 2.4 1911% 4 Linited States of America
F5.R0.45. 254 24 -11% Lnited States of America
199.168.189.1449 2.3 Gal1% 4 United States of America
F480145174 2.2 1911% 4 Lnited States of America
70.38.40.81 2.2 1% 4 Canada
HE.9.134.1049 2.1 1911% 4 Inited States of America
173,234 5692 2.1 1510% 4 Lnited States of America
70.33.40.86 2.1 1%+ Canada



> CGAC

[ User Site W
Decoy Accounts Spam W’ )‘ 'HEEJK’?‘
:iij [ Mail B
Internet Virus x Cellopoint Anti-spam Gatey/’ al Box
>@ valid | ® ®
T S i

Email Server

@ Spam Collect @

@ICA Update

:—[ Honey pot system ]—\ r—@[ CGAC } N

A Realtime Classification
A 7x24x365 Operations
A ICA Analyzing

A Rule Validation Test

A Rule Distribution

False positive Feedback

A World-class spam crawling
A 29.8 Million messages Smart

A Multi -languages Collection
A Different sources

A 4

[ Cellopoint Operations ]
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>3a  Anti-spam
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> |ICC/ICA /SRL

100%
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]
0% Heuristics
70% = = =Eagyvesian

= = =Kewwords
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i . e PUbIIG BlacKists
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> Session 2

A Cloud computing for anti -spam

A Email security as a service

A Grid storage for email archiving and search

A Hybrid mode for public and private email cloud

A Email server as aservice




> Email security issues ..

What is email security ?

A Anti-spam

A Anti-virus

A Anti-spyware
A Anti-phishing
A Anti-relay

A Anti-DoS

A Anti-hacking
A éé
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A SPAM
A SPAM source!
I G mailing list.
I AOL, Yahoo
I Mall forwarding
AT a
I Free email providers, ISP
I RBL

A Performance of Webmail
I Especially on large folders




oG

Yahoo, Hotmall, Google Mall
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A 1 K email ¢ 1
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Secure Your Email




> MIS
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> Google hosted security and archiving services

A Google Message Security
Protect your email from spam and viruses and
set email policies to stay compliant

A Google Message Discovery
Easily store, search, and locate messages
without costly on -site or physical storage
media

A Google Message Continuity
Ensure rapid email failover during on-premise
server outages with full email replication

A Google Message Encryption e
Automatically encrypt email messages to N

manage regulatory compliance



http://www.google.com/postini/email.html
http://www.google.com/postini/discovery.html
http://www.google.com/postini/continuity.html
http://www.google.com/postini/encryption.html
http://www.google.com/postini/email.html
http://www.google.com/postini/discovery.html
http://www.google.com/postini/continuity.html
http://www.google.com/postini/encryption.html
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> Session 3

A Cloud computing for anti -spam

A Email security as a service

A Grid storage for email archiving and search

A Hybrid mode for public and private email cloud

A Email server as aservice
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> (Archiving ) (Search)

Archiving

_______ ...... LAR

Server
®) /
w (Index)
@ % (Compress)
m _________________ g 9 (Encrypt)
jj (Archive)
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b v

Inbound l Dutuund

Archiving
=1 [, —
Local
Email Sever
1-6
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Archiving

g -

NFS/
Samba(CIFS)

IF 54N
storage

3

iISCSI

FTP

—

-

Tape Archive
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A Off-line
A Near-line
A On-linen




> ¢ 3

A Anytimea Anywhere get anything
A Browser + Internet (Intranet)

A &n 10

A Vv

A laah PaaSh SaaS




I~ Grid storage

| ‘ORaw Data
I
______________ D e e e e e e —
' \
IP SAN IP SAN .
(GS)
FC
l Ethernet
§| Q —
Email server Grid Controller Grid Search Accelerator
(GC) —— (CSA)
1 aMi — r— - 1
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> Session 4

A Cloud computing for anti -spam

A Email security as a service

A Grid storage for email archiving and search

A Hybrid mode for public and private email cloud

A Email server as aservice
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A Email 3

A Email 3

A MISx 3 cost: a
Email W3

W

To To To Do Ix
B

D>
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> Email d

A Google Apps

A Microsoft Office 365
A HyperOffice

A Zimbra

A Zoho

A LotusLive

=
vr} —— ,;; /"‘
2 O
2 Office365 . a @ HypeOfice  5Zimbra  EAG
: $ei) ;
55




A

A 0

AV ® i Internet
A g Cracker
Aée.
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> Google Gmail At %205 1
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http://www.zdnet.com.tw/news/web/0,2000085679,20136477,00.htm
http://googleblog.blogspot.com/2009/02/update-on-gmail.html
http://gmailblog.blogspot.com/2009/02/update-on-todays-gmail-outage.html

> Gmail y °
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ZDNET 2 Tom Krazit 2009/09/02
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http://www.zdnet.com.tw/news/web/0,2000085679,20140577,00.htm
http://gmailblog.blogspot.com/2009/09/more-on-todays-gmail-issue.html
http://www.zdnet.com.tw/news/web/0,2000085679,20139925,00.htm
http://www.zdnet.com.tw/news/web/0,2000085679,20140345,00.htm
http://www.zdnet.com.tw/news/web/0,2000085679,20140581,00.htm

> GmailA
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http://www.zdnet.com.tw/news/web/0,2000085679,20141438,00.htm

I~ Hybrid mode
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> Cellopoint ®

1. /
Mail
Server
® O U =™ A @ g
AG AAV MA AUD ENC DS

Hardware Platform ( )

2 3.S5aaS

Cellopoint
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> Session 5

A Cloud computing for anti -spam

A Email security as a service

A Grid storage for email archiving and search

A Hybrid mode for public and private email cloud

A Email server as a service
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