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Cloud (ISP 5.0) 3 [ Java ,
Dynamic, Internet-optimize C#
infrastructure for B“b’ y
hosting your applications

Python
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Cloud Computing 5{E4F1
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(O Multi-tenancy
(@ On-demand self provisioning

“ Resources such as network
storage and processing
capability

® Pay as you go
@ High-speed broadband net-

work access
® Elasticity

¥

Baseline
computing
resources

Elastic ondemand
computing provisioned
forusage spikes

Compuling resources
released after usage
subsides
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Visual Model of NIST’s Working Definition of Cloud Computing

Service
Models

Deployment Public Private Hybrid - Community

Models " - W - - -~
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& Expand scalability ‘& | ower infrastructure costs
@ Increase utilization ‘ Improve end-user productivity
@ Improve reliability % Increase security
‘& (aln access to more sophisticated applications
& Downsize the IT department @ Save energy
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Cloud Service Model
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Security Benefits of Virtualizatio fmmm -~

« Separation/Isolation
« Containment
Recoverability
Availability

Image and Snapshot
Patch Management
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Virtualization Impacts

« Complexity of configuration
* Hypervisor vulnerabilities
« Segregation of duties
» Risk to the virtual server
« Additional attack surface
 VMs aggregated

e Service Console
 Resources shared

e Virtual Network

5> impacts |

 Lack of visibility into virtual network

: Who’sWatchinﬁ? |




« Sprawl
« Migration
e Server at rest

Inter-VVMs attacks
 Mixed trust level VMs

. VMware VMware

 Resource contention: Anti-virus Stor
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irtualized is less secure than phssical

Gartner Group has estimated that “60 percent of virtualized
servers will be less secure than the physical servers they replace.”




The vulnerability in

Hypervisor Impacts o QR com v

Some vulnerabilities have been found in all
virtualization software, which can be exploited

VIOV MYNRIEIRE@ENTE by malicious, local users to bypass certain
WICOROIRYIEEIRENEN  security restrictions or gain escalated privileges

could allow...

| | Hardware | Options
1 b . l . Settings Summary Folder sharing
) Shared folders expose your files to programs in the
A Vu nera 1 lty WaS & General Windows Server 2003 EE Eng... ﬁ virtual machine. This may put your computer and
. 1 [ Power your data at risk. Only enable shared folders if you
found ln VMware S % Shared Folders  Disabled trust the virtual machine with your data,
@Snapshots (@) Disabled
Sh are d fol d ers (©) autopratect Disabled ©) Always enabled
_— @REP‘BY Debugging enabled Enabled until next power off or suspend
. B Guest Isolation Enabled, Enabled
mechanism that grants... Berarpton | Notencypin T —
mv‘l\l‘lware Tools Default
Remote Display  Disabled Folders
(Sunity Name Host Path
@Appliance View Disabled
B)ace Disabled
%Bﬁ.utologcn Mot available
lg.b.d\«'ant:ed Default/Default

A vulnerability in Xen is

caused due to an input
validation error in
tools/pygrub/src/GrubC

' ™

Remove Properties

| [ cancal ||
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NIST Deployment Models

Cloud infrastructure made available to

L the general public.

_ Cloud infrastructure operated solely for
Private Cloud  an organization.

Cloud infrastructure composed of two or

Hybrid Cloud more clouds that interoperate or federate
through technology

_ Cloud infrastructure shared by several
Community  grganizations and supporting a specific
Cloud community
_ _ Cloud services that simulate the private
Virtual Private  ¢6,,d experience in public cloud

Cloud infrastructure
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BringlineNuImaly

Infrastructure Infrastructure Infrastructure | Accessible and
Managed By’ Owned By? Located® Consumed By*

Public Third Party Provider Third Party Provider Off-Premise Untrusted
Organization T  Organization T On-Premise S
Private/ o
Community r /7 Trusted
Third Party Provider hird Party Provider .3 Off-Premise
Hybrid Both Organization & Both Organization & Both On-Premise & Trusted &
ybr Third Party Provider Third Party Provider O Untrusted
BERIZRIR: CSA
Amazon AWS EC2

Public, 1aaS = Public, Off-promise, Third-party managed, 1aaS

B{T=E B E#£SaaSHIPrivate Cloud
Private, SaaS = Private, On-promise, Self-managed, @%O"e"c’w’d

SaaSAYVPC CLOUD
Private, off-premise, Third-Party managedfySaaS TAXONOMY




PLlJericho Cloud Cube B E L mm - -

Jericho Cloud Cube Model - 4 Dimension

:i:Outsourced. o
External | N
Internal i De-perimaterised
. Perimeterised
Proprieta Open
Amazon AWS E ZRIFCR: CSA

Public, laaS 9 External, De-perimeterised, Outsourced, Proprietary, laaS
BH{TZE B EESaaSHYPrivate Cloud

Private, SaaS 9 Internal, Perimeterised, Insourced, Open, SaaS
SaaSHYVPC

Internal, De-perimeterised, Outsourced, Proprietary, SaaS
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Security Control Model
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Authentication and access control

Encryption

Physical Security
Logging and SIEM
Intrusion Detection and
Prevention
Configuration
Vulnerability and Patch
Management

Impacts on Existing Controls... mmm .-

Impacts are as follows
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Private Cloud

You decide the security policy

No need for total separation of resources (some
exceptions apply) ﬁ

Basically, its a Data Center on steroids with cool new
cloud technologies and capabilities added

And we know how to solve this

It’s Private ;-)
You have control of everything

Servers Virtualization & Public Cloud Public Cloud Public Cloud
Private Cloud laaS Paa$S Saa$S
T -u, P -,
N R . e " T, R Seee
< T e N,
ff::«:!?-. . é,‘%.. Poree
Caltw. - ele” N o ot H :o -, X & :
‘\‘12::;}::::"...‘3 L\. .:.zzzz—‘::. o‘.‘ ‘.\...z.::% := .“"
.‘.E."d' ..... I ........ 4'.0'
End-User (Enterprise) Service Provider
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Public Cloud
You are sharing a public infrastructure with qth ers

You do not have control of the mfrastructurgi
You do not decide the common security J,\\ ﬁ
policy o
You need to work together with the Cloud
Provider to establish trust and control
The customer CANNOT solve this on his own!

Servers Virtualization & Public Cloud Public Cloud Public Cloud
Private Cloud laaS Paa$S Saa$S
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End-User (Enterprise) Service Provider
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The problem:

Cloud Computing providers (laaS) are actively being targeted, partially because their
relatively weak registration, systems facilitate anonymity, and providers’ fraud
detection capabilities are limited.

What have happened (so far):

 laaS offerings have hosted the botnet, trojan horses, and downloads for Microsoft
Office and Adobe PDF exploits.

« Spam continues to be a problem — as a defensive measure, entire
blocks of 1aaS network addresses have been publicly blacklist.

What to do about it:

- Stricter initial registration and validation processes.
- Monitoring public blacklists for one’s own network blocks.

Fraud as a services:

CSA Guidance
Domain 10: Application Security




Threat #2: RELZEZBINT

The problem:
Reliance on a weak set of interfaces and APIs exposes organizations to a variety of
security issues related to confidentiality, integrity, availability and accountability.

What have happened (so far):

Anonymous access and/or reusable tokens or passwords, clear-text authentication or
transmission of content, inflexible access controls or improper authorizations,
limited monitoring and logging capabilities, unknown service or APl dependencies.

What to do about it:

- Analyze the security model of cloud provider interfaces.

- Ensure strong authentication and access controls are implemented in concert with
encrypted transmission.

- Understand the dependency chain associated with the API.

CSA Guidance
Domain 10: Application Security




Threat #3: KRB EE1T&m .- -

" If you work with a company long enough, eventually
you will have access to everything, and no one will
know it. "

CSA Guidance

Domain 2: Governance and Enterprise Risk Management
Domain 7: Traditional Security, Business Continuity and Disaster




Sharing cage...
Bad neighbors....

Sharing Cage
Cloud Cartography

AT Responses from AWS and Rackspace
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Threat #5:

.mm.com.tw

What to do about It:
Implement strong API access control.

® Encrypt and protect integrity of data in transit.

® Analyzes data protection at both design and run time. 21088

® Implement strong key generation, storage and man%ggmemaﬁnd g@ﬁﬁué“fion
practices. e ‘PE\ ,d rec CNGYS ’P‘“‘ ............................ .

® Contractually demand provi@%saam"ﬁe persistent m"'e'"dla beforl;e J;atger;ﬁféf‘és@d“‘
into the pool. T :fi‘ffff? ....................... e,

® Contractually specify prowdeH)/ clg\ypwamd‘“mf@ﬂﬁéﬁ stratem&w‘“‘a

CSA Guidance I o

® Domain 5: Information Llfecyg Mﬁgéege ént e

qpary

® Domain 11: Encryption and Ké&Management
® Domain 12: Identity and Access Management




Threat #6: Account or Servic
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What to do about it: -
Prohibit the sharing of account credentials between users and services.

® Leverage strong two-factor authentication techniques where possible.

¢ Employ proactive monitoring to detect unauthorized activity.

® Understand cloud provider security policies and SLAs.

CSA Guidance

® Domain 2: Governance and Enterprise Risk Management

® Domain 9: Incident Response, Notification and Remediation

¢ Domain 12: Identity and Access Management




Threat #7: Unknown Risk Profibes .- .
The problem:

When adopting a cloud service, the features and functionality may be well advertised,
but what about details or compliance of the internal security procedures,
configuration hardening, patching, auditing, and logging?

What have happened:

¢ IRS asked Amazon EC2 to perform a C&A; Amazon refused.

® Heartland Data Breach: Heartland’s payment processing systems were using
known-vulnerable software and actually infected

What to do about it:

® Disclosure of applicable logs and data.
¢ Partial/full disclosure of infrastructure details (e.g., patch levels, firewalls, etc.).
® Monitoring and alerting on necessary information.

CSA Guidance

¢ Domain 2: Governance and Enterprise Risk Management

® Domain 3: Legal and Electronic Discovery

® Domain 8: Data Center Operations

® Domain 9: Incident Response, Notification and Remediation
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A2 — Injection Flaws

www.mm.com.tw

OWASP Top 10 — 2007 (Previous) Q OWASP Top 10 — 2010 (New)

1‘ Al — Injection

Al - Cross Site Scripting (XSS)

‘l, A2 — Cross Site Scripting (XSS)

A7 — Broken Authentication and Session
Management

A3 — Broken Authentication and Session
Management

A4 — Insecure Direct Object Reference

— A4 — Insecure Direct Object References

A5 — Cross Site Request Forgery (CSRF)

— A5 — Cross Site Request Forgery (CSRF)

<was T10 2004 A10 - Insecure Configuration
Management>

+ A6 — Security Misconfiguration (NEW)

A10 — Failure to Restrict URL Access

1‘ A7 — Failure to Restrict URL Access

<not in T10 2007>

+ A8 — Unvalidated Redirects and Forwards
(NEW)

A8 — Insecure Cryptographic Storage

‘1, A9 — Insecure Cryptographic Storage

A9 — Insecure Communications

‘1, A10 — Insufficient Transport Layer Protection

A3 — Malicious File Execution

- <dropped from T10 2010>

Handling

A6 — Information Leakage and Improper Error -

<dropped from T10 2010>

—_—
——
- A
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v Cyber pickpocketing
« BEBLOH, where the malware went beyond

“traditional” keylogging by not only stealing credit
card information but also accessing the account and

transferring funds to another account
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http://www.hacker.net - fRIBE T —EEm - BYRIESES -

E—EIEEMNHTTPEK - BmBaEEE computer - IBEEER1 - L
ERMENEmEERRERAFPIIRERA -

MR EBZLNE 7 http://www.hacker.netiB 4 4 ILBVIR(ETRIE - (hFACILUABE
—EFELAHTTPEIE K
http://www.hacker.net/buy.php?item=computer&quantity=1000 - EmAE =
computer - MBEEEA1ZE1000 - MNREBZHABPEHILTZEIFEIBA/IVOELR
TiEEHEE - BEEMPNREAMEER — R 2 E 10008 computer

'CSRF example: #—% ...
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<a href="http://egw.ringline.com.tw/index.php?menuaction=
calendar.calendar_uiviews.day&date=20101016>55 B4 F ol F] #r</a>

/= http:/fwww.michael-test com/csri-test himl - Windows Internet Explorer
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ClickjackingE1CSRFA TR
{#Riframe Opacity=30

Countermeasures against CSRF &3 Bvictim:EETS 15 %E H

* @ O stop /] Clear 7 Filter + By Copy [JSave ~ (2 Help =
-
Started Size Metho Result Type URL Il
00:00:00.000 162 GET 304 text/html http: ffwww. michael-test. com/csrf-test. hitml U
00:00:00. 130 36642 GET 200 text/html; char...  htip:ffegw.ringline. com. twfindex. php?menuaction =calendar . calendar _uiviews.day&date=20101015
00:00:00.534 150 GET 304 text/css http: ffeaqw.ringline. com. tw /phpawapiftemplates fidotsfcssfidots. css? 1227526978
00:00:00,535 150 GET 304 textfcss http:ffeaw. ringline. com. tw/phpawapi/templates idots fprint.css? 1227526978
00:00:00.536 151 GET 304 applicationx-ia... http:/feqw.ringline. com. tw/phpawapi ftemplates idots fis/slidereffects.is il
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Summary Hiéders |Cookies I Cache | Query String I POST Data I Content I Streaml

=

=

@

=

(=]

= - e N

@ Headersfnt Value i Headers Received Value |«

§ Host egw.ringline. com. tw (Status-Ling) HTTP1.1 200 OK |-E |

[ |

5 http: / fwww.michael-test. com fcerf-test. html i Cache-Control no-store, no-cache, must-revalidate, post-check=0, pre-chedk=0

T3 ||| User-Agent Mozilla /4.0 {compatible; MSIE &.0; Windows NT 6.0; Trident/4.0; GTBG.6; ||| connection dose

%_ ~ Content-Type textfhitml; charset=utf-8 LN
S| m | i Date Fri, 05 Nov 2010 07:31:40 GMT 2 i

I

- . Cne e 1 e o e -
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\A nsert custom random tokens into every form and URL
Store a single token in the session and add it to all forms and links

Hidden Field; <input name=""token"" value="'687965fdfaew87agrde"’
type=""hidden""/>

Single use URL.: /accounts/687965fdfaew87agrde
Form Token: /accounts?auth=687965fdfaew87agrde ...

‘/ﬁor sensitive data or value transactions, re-authenticate or use transaction
signing

Werify Referrer header, but XHR can break it.

Werify X-header. It is more effective than Referrer header due to SOP.

legal example:

GET /auth/update_profile.cgi?email=victim@social.site HTTP/1.1

Host: social.site

X-CSRF: 1

Illegal example:

<html><img src=http://social.site/auth/update_profile.cgi?email=attacker@evil.site></html|>

GET /auth/update_profile.cgi?email=attacker@evil.site HTTP/1.1
Host: social.site

‘/Ensure that there are no XSS vulnerabilities in your application
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Threat Attack Security Security Technical Business
Agents Vectors Weaknesses Controls Impacts Impacts
L]
s= i@ Weakness s sip Controlg = =1
Attack |_|"1 b malp  Weakness Impact
S—

by Weakness HCnmml

Weakness Weakness Technical
Prevalence | Detectability Impact

? Average Moderate ?

Difficult Uncommaon Difficult Minor




Obstacle for Code Review
(or Scanners)

» Can’t provide immediate protection

» Web applications, change frequently. In many cases the
application can change before a full review cycle has

been completed

 The source code is not readily “available” or “understood”

« With enough MIS staffs and time to do re-coding ?

« Manual code fixes are only as good as the developer

« Attacks, (again, especially Web attacks), also change
frequently.

« No multiple services correlation capability

» Can’t track the accurate user who launches the attacks
and the attack patterns
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» Suitable for developing phase, not for production phase
« Suitable for developing phase, not for design phase
(only resolved by Risk Analysis)

* Slow response to compliance requirements

» Can’t protect web servers and backend database servers

* No web site cloaking such as anti Google hack

 Can’t provide additional insight into those that are requirin
writing to the database or are accessed by transaction only




» Suitable for production phase, not for developing phase

* Lack of Logical flaws detection (only resolved by human
code review)

» Can’t accurately correct application flaws

« WAF could go down (fail-open or fail-close)
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© Ensure audit integrity
e Audit Duties
 Audit Data Collection

© Solutions

« Use an external database audit system
* Provides network-based audit data collection
* Provides host-based audit data collection
« Advantages over native database audit which includes
« Separation of duties
« Improved database performance
« Operational automation
« Unified database audit for heterogeneous systems
« Web application audit accountability
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0 TE1Z BV B3 = 14 (Accountability)

© Rewriting the applications
« Code without using pool connections—,_.

© Set user context 5 leSpanc,

SAPFinance1 authenticates
to database - pools

user connections
y F
% 1] E—- . 1 ]

« Some extend of re-prog rammaim% %"D
© Proprietary database solutions ™

Native database audit
records all users as
“SAPFinance1”

 Use database native user identification

> 18080 (Scope) EABAUE |

© Granularity
© Baseline user behavior
© Vulnerabilities and attack signatures
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« Users are granted rights more than they are allowed to do,

which could be abused for malicious purpose
« Use query level access control

« Automated tools

Data Leakage
via Database Access

Normal Usage

Select * from orders where
order_id =60

Privilege Abuse

Select username, password
from AdminUsers

New table

Data Leakage
via Web Application

Normal Usage

Select * from users where
username = ‘john’ and password =
‘smith’

SQL Injection

Select * from users where

username = ‘john’ and password =
‘smith’
or 1=1
Additional Clause
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« Users could connect to the database using an alternative
client such as MS-Excel, SQL*PLUS other than the clients
that are intended to use

| » Enforcing policy for client applications, src ip and etc
» Threat 3 - Privilege Elevation

« Attackers may take advantage of database vulnerabilities
to convert privileges from an ordinary user to an
administrator

£ oracle 5QL*Plus . S0L> connect scott/tigerBcto-db
Fle Edit Seach Ootos Hep Connected
SOL%Plus: Release 10.2.0.1.8 - Production on Thu Sep 28 19:35:57 2006 [SOC> select username password from dba_users: |
Copyright () 1982, 2065, oracle. All rights reserved, USERNAME PASSWORD
Connected to- 5YsS D4CS016886B2DCEA
Oracle8i Release 8.1.7.0.0 - Production SYSTEM D4HDF7931AB130E3T
JServer Release 8.1.7.0.0 - Production OUTLN 4A3BASSEDASA5CE1
DESNMP EQEED214D5421CCC
S0L> select username,passuord from dba_users; AURORASJISSUTILITYS A0EAN] TINS55958Y
select username, password From Eba_usrrs OSESHTTPSADHIN 000001583927 754
"ERFOR at line 1: AURORASORBSUNAUTHENTICATED -BOEROE5A3T53240
ORA-00942: table or uview does not exist ORDSYS TEFARZECTEAGBSEF
ORDPLUGINS EBAZB2C183431FR0
SOL> exec ctxsgs.driloaféualidato_stmt:'grant dba to scott') MD3YS T29T9N94BADZAFED
CTHSYS ZYABABBEOGZBT1BYC -

» A
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"> Threat 4 - Database Platform Vulnerabilities

« Vulnerabilities in underlying operating systems (Windows
2000, UNIX, etc.) and additional services installed on a
database server may lead to unauthorized access, data
corruption, or denial of service

« Adopt proactive vulnerability management

« Deploy network IPS to protect the operating system, also
known as depth in defense

(> Threat 5 - SQL Injection

* SQL injection attack typically inserts (or “injects”)
unauthorized database statements into a vulnerable SQL
command

» Deploy WAF to detect and filter SQL Injection
« Compliant to SDLC when developing codes




- Weak Audit Trail

« \Weak database audit trail could lead to:
* Regulatory risk
» The last line of detection, forensic and recovery
» Deterrence
* Prevention
« High performance of data collection
« Should be able to support cross-platform audit
 Distributed audit architecture
« External data archive, Integrated graphic report
« Local console activity audit

(> Threat 7 - Denial of Service
« Any attacks that cause server unavailable to be used such
as server crash, data corruption, server resources
overloading and network flooding and etc
» Connection control, rate limit
« |IPS and protocol violation

* Quality control of applications, Patch management
* Response Time
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* Vulnerabilities, SQL Slammer for instance, that cause
server crash or data corruption and etc.
* Prevention

e Database IPS
« Patch management

> Threat 9 - Weak Authentication

>
« Attackers to assume the identity of legitimate database
users
« The attacks can be through brute force password
cracking, social engineering and etc.
* Prevention
-  Two-factor authentication
« Fail logon
« Authentication assessment
» Corporate password policy
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* Vulnerabilities, SQL Slammer for instance, that cause
server crash or data corruption and etc.
* Prevention

e Database IPS
« Patch management

> Threat 9 - Weak Authentication

>
« Attackers to assume the identity of legitimate database
users
« The attacks can be through brute force password
cracking, social engineering and etc.
* Prevention
-  Two-factor authentication
« Fail logon
« Authentication assessment
» Corporate password policy
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« Database data theft including tapes and disks and etc
« Audit trail data theft including tapes and disks and etc

* Prevention
« Use encryption technology
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« Network topology probably not change significantly

* Decreased risk - security domain internal to your network

* Almost all network level threats derived from traditional IT
apply to cloud

e Elastic perimeter
N

{securit
2one: lr

system, FKI
management

|web, e commerce. datsbase)
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« Shared Infrastructure

 No zones — domains instead

 Point-to-point encryption (in transit) is doable
 Extranet security jeopardized — unless ‘you’ Profi

131.179.0.016

control cloud (IP) addressing (questionable)

a. True origin AS 52 announces prefix
131.179.0.016

« Security monitoring — no transparency

° Threats

 Lack of widespread adoption of secure DNS

 Lack of defense against DDoS S AS 1811708 016

131.179.0.016

® EXpIOlt as d SeI‘VICE b. False origin AS 110 announces prefix

131.179.0.0/16 and hijacks A's route
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Q NG,

 Ifyou choose to use public cloud...
» Security responsibility by [aaS/PaaS/SaaS
* Ensuring confidentiality and integrity of organization’s
data-in-transit
* Ensuring proper access control
* Ensuring availability of resources in public cloud being

used
Preventive controls Network access control supplied by
provider (e.g., firewall)
encryption of data in transit (e.g., SSL,
[PSec)
Detective controls Provider-managed aggregation of

security event logs (security incident and

event management, or
SIEM), IDS/IPS
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@ Virtualization security threats

® Elasticity bring new operational challenges
© Velocity of attack

@ Hypervisor and VM access control

@ Securing virtual servers(VM) requires strict procedures
coupled with automation
@ Secure-by-default configuration
“ Provide image that conform to security policy




« Shared infrastructure

» Patch, configuration management of large number of dynamic
nodes

 Image configuration and vulnerabilities
 Targeted DOS attack

- Potential breakout of VMSs; examples: Subvert, Blue Pill,
HyperVM

- Attack on standard OS services
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Q NG,

 Ifyou choose to use public cloud...
» Security responsibiltiy by [aaS / PaaS / SaaS

Preventive controls Host firewall, access control, patching,
hardening of system, strong
authentication

Detective controls Security event logs, host-based IDS/IPS
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@ Browser has emerged as the client for accessing applications
in cloud

® Web 2.0 threats

© OWASP Top Ten web application security

@ spLc

@© Logging

@® Access Control
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« Shared Infrastructure
« OWASP Top 10
« Mash up security

 Database vs. Dataspace (e.g., SimpleDB, BigTable)
 SaaS — application security is a black box

Preventive controls * Identity management and access control assessment
* browser hardened with latest patches
» multifactor authentication
endpoint security including antivirus and IPS
least-privileged configuration, timely patching of
application

Detective controls * Login history and available reports from SaaS vendors

* Application vulnerability scanning
B

* API security configuration
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@ Public Cloud Economics
@ Risks includes:
* Phishing
» Salesforce.com Login Filtering

(Assuming ' 4

L | ne ag e CSPs offer

high-assurance

« (Google Session & Password Recheck
« Amazon Web Service Authentication
« Referrer URL Monitor

* Behavioral Policies

 Provider Personnel e Sl
® Data O r i g i n an d Near future? \ M

Public St Community ¢ ! Private 3
clouds) \ / \ /

\/‘V\/

Nonsensitive data or no
regulatory compliance needs




@ Mistakes with Data Encryption

@ ldentity Management
« Access Control
 DAC (Discretionary Access Control)
 RBAC (Role-base Access Control)
« MAC (Mandatory Access Control)
« Use of PKI

@ Encryption
 Data at rest
e Data in motion

@ Data Masking
® Storage as a Service




Security Management&R &f. . amm .o

OS, DB, Application * Manage VM Image * Harden applications * Not applicable
Hardening and Patching hardening by integration by
* Manage patching of VM , integrating security into
app and DB using your SDLC
established process * Test for OWASP Top
10 vulnerabilities

Change and * Manage change and * Customer deployed * Not applicable
configuration configuration management  application only
management of host , DB, Application

using your established
process

Access Control Manage Access control to  * Manage user * Manage user
management VM, zone firewall using provisioning provisioning
vendor consoles. Install and < Restrict access using * Restrict access
manage host firewall authentication and IP using
policies based restriction authentication and
* Delegate IP based
authentication if SAML restriction
supported * Delegate
authentication if
SAML supported

W?




Security Manasement&h 2h. . mmm . .«

Vulnerability * Manage OS, Application  « Customer deployed * Not applicable
management vulnerabilities leveraging application only

your established

vulnerability management

process

Network monitoring * Not available * Not available * Not available

Host monitoring * Install and manage HIDS - Not available * Not available
such as OSSEC

* Monitor security events
using logs stored in VM

Database monitoring * Install DB security * Not available * Not available
monitoring tool on the VM
hosting DB

Application monitoring Monitor application * Monitor application * Not available
security logs logs that may be
Monitor application available — No standard
vulnerabilities using your
preferred tool
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@ Virtualization Management Roles

@ Shared folder

® Keystroke logging

@ VM monitoring from the host

® Virtual machine monitoring from another VM
® Virtual machine backdoors

@ Rogue Hypervisors

@ External Modification of the Hypervisor

©@ VM Escape
© Increased Denial | e
- - S OPERATING SYSTEM ]
Of SerVICe RISk _ g J - UIRTUAUZATIUHUWEFI

- 5 | CUT § REMOVABLE MHIIA, USE DEVICES, AND
Foc0ERS & PASTE b PHYSICAL NETWORX INTERFACES | = EJI'
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@ Hardening the Host Operating System
 Strong passwords
« Disable unneeded services or programs

 Require full authentication for access control.

* The host should be individually firewalled.
 Patch and update the host regularly

@ Limiting Physical Access to the Host

3 Using Encrypted Communications

@ Updating and Patching

6 Enabling Perimeter Defense on the Host
® Implementing File Integrity Checks

@ Maintaining Backups
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@ Hardening the Hypervisor
@ Hardening the Virtual Machines

Implement Only One Primary Function per VM

Firewall Any Additional VM Ports

Use Unique NICs for Sensitive VMs

Disconnect Unused Devices

Secure VM Remote Access

Putting limits on virtual machine resource consumption
Configuring the virtual network interface and storage
appropriately

Disabling or removing unnecessary devices and services
Ensuring that components that might be shared across virtual
network devices are adequately isolated and secured
Keeping granular and detailed audit logging trails for the
virtualized infrastructure
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(1) The Term APT

« The term APT is thought to have originated within the U.S.
military, primarily the Air Force

Frow: Greg Moglund cgreginbgary.coms ISum, Feb 6, 2011 ot 1155 P
551 ifguail. com

( :haractensucs 1a o o o a0 1t the: server. can vam g, e 9
W& through port S9002 or sceething vegee?
» swird still S81AbbIreidcky S8 or ¢
hI r SASCcriamlens ?
Highly T o
° Fros: jussi jaskonsho <jensijfpeail.com ISen, Fed 6, 2001 ot 2:06 M
e - un e Tor Greg Hoglund <gregitagary.con
hi, do you have pudblic ip? or should § just drep tw?
L] e —researc e and It is wicky tho no resole rootl access allowed

From: Greg Mg CEhbgary . Com> ISun, Feb 6, 2001 o 208 M

« Designed to evade detection ol s anman s fn <o

public ip with se at the somert becamme in ready

Multi-modal and multi-step e e i o

sh in and reset my pw

jussi jaskonsho <jussijhgmail.comd ISen, Fe® 6, 2901 ot 2:10 M
L g <gregitibgery . coms

cooi 15ttle later

Bash 3.8 sah heglendeeS. /4,181,141 p 401%2

{unauthorized access pronibited)

hoglund@ts. 74,181,341 " passnord

[ hoglund@nes hoglusd ]S usaet

Rogl undee hoglund)s w

11:23:50 up 30 days, 5:45, 4 wvers, load average: .00, 0.0, 0.

WE ARE

By
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Advanced Persistent Threatmm:.- .

(1) Advanced

«  Utilize the full spectrum of computer intrusion technologies
and technigues

@) Persistent

«  Exploits custom built for a given attack
Threat or attack can span many months

*  Very carefully crafted

 Low Volume

@ Threat

« Alevel of coordinated human involvement in the attack,
rather than a mindless and automated piece of code

@ APT is difficult to find
« Host and network based signatures do not work
 Low and slow
* Rely on the lack of insight to mask themselves as
legitimate applications

@ Victims

st 11
: N
a A
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(1 Internet-based Malware Infections
* Drive-by downloads
« E-mail attachments, File sharing
« Pirated software, Spear phishing, DNS & routing mods
2 Physical Malware Infections
* Infected USB & CD, memory card, Backdoored IT equipment

3 External Exploitation
 Pro exploitation, Co-located exploits, CSP penetration
« WiFi, Smartphone exploits

@ Insider Threat
* Rogue employee, Malicious sub-contractor
« Social engineering expert, Criminal Break-in
 Dual-use software

® Trusted Connections

« Stolen VPN credentials, Hijacked roaming hosts
« B2B connection tapping, Externally hosted or Partner system

breaches, Grey market network equipment =




onventional Threats vs. AP#m .- ..

(FENEER) Conventional Threats | APT |
Opportunistic hackers or Well-resourced and
2 . :
Who are the attackers: cyber criminals determined adversaries
What data do they Custodial data High-value digital assets
target?
What organization do |Banks, retails, general L
they target? industry A selected organization
strategic advantage in
Financial gain, identity theft, |national defense, economic
Why? >
fraud, spam advantage, competitive
position
Gain entry by attacking Gain entry by exploiting end
How? , )
perimeter users and end points
Typically off-the-shelf Often custom-designed or
Malware used malware tailored malware
Skills Technical skills Reconnaissance
Reactions to : Modify attack to pursue the
BT Cr I CasLres Move to an easier target target further

=l agym
. P
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onventional Threats vs. AP#m .- ..

(PR EREFEE)

- Conventional

Approach

Advanced Approach

Controls Coverage

Protect all information
assets

Focus on most important
assets

Controls Focus

Preventive controls
(AV, firewall)

Detective controls
(monitoring, data analytics)

Perspective

Perimeter-based

Data-centric

Goal of Logging

Compliance reporting

Threat detection

Incident
Management

Piecemeal

Big picture

Threat Intelligence

Collect information on
malware

Develop deep
understanding of attackers’
current targets

Success
Defined by

No attackers get into
the network

Attackers sometimes get in
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1. Up-level intelligence gathering and analysis
= Must-have Intelligence on the Threats
= Required Knowledge of Internal Systems
= Essential Information about Incidents

=A\

www.,

* Incident is suspected

« Collect preliminary evidence

« Obtain warrant

* First responder procedures

» Seize evidence

« Transport to forensic laboratory

» Create two bit stream copy of image

M, - Create MD5

« Chain of custody

« Store evidence to a secure location

 Analyze evidence of copied image

* Prepare forensic report

 Submit report

» Testify on court

£ CECECECECECECECECECECECE 4 4

.com.tw
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2. Activate smart monitoring
= Security Data Analytics
= Visibility on the Network
3. Reclaim access control
4., Get serious about effective user training
5. Manage the expectations of executive leadership
6. Rearchitect IT
7. Participate in information exchange

“ The challenge with all-encompassing software-driven
systems is theyre great tools if youve got the managemeni
processes underneath them. Get organized first and build
the processes you'll need to detect these sorts of attacks.”

DAVID KENT, Vice President, Global Risk and

Business Resources, Genzyme




@ Layer 4 DDoS v. Layer 7 DDoS
 SYN Flood: SYN Proxy, SYN Cookie
* LOIC (Low Orbit lon Cannon): Operation Payback

@) Application-Layer DDoS

» Higher obscurity and higher efficiency
» More sophisticated application-layer attacks, Target clouds

© Layer 7 DDoS Web Attacks
« HTTP GET (Rsnake’s Slowloris)

« HTTPPOST
« HTTPS GET/POST
« SQL Injection

@ Live Demo

@ Other Variants
» XerXes
» Killapache




Koobface botnet

IRC, Web-based

DDoS 2.0

QOO & O

* |Infected domains

» Uses well established techniques

Botnet Communication

Botnet Development
BlackEnergy or Butterfly for as little as $7OO

Economic of Botnets
Botnet as Weapons

China-base IMDDOS

« Commercial DDoS service

- -
AI'I .II! all! !I I—I aSZEI I !I !!.3 www.mm.com.tw

@ Botnet Propagation
Email viruses, Internet worms, drive-by downloads of malware,
Trojans distributed on portable storage devices

Inderadia

3% ﬁ
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@ Over-provision bandwidth to absorb DDoS bandwidth
peaks

@) Implement black hole routing
© sccure Application and Server Management

O Apply application-level controls

Detecting an excessive number of requests from a single source
Or user session

« Recognizing known attack sources, such as malicious IP
addresses, anonymous proxies and TOR

 ldentifying known bot agents

« Implementing CAPTCHASs to block automated clients

 Distinguishing attributes, and aftermath, of a malicious request



http://zh.wikipedia.org/wiki/File:Tor_logo0.png

@ Automatic learning of applications and user behavior

@ Protection against automated attacks through
reputation System

© Bot agent detection

O HTTP protocol validation

(5 Up-to-date Web attack signatures

@ Application error and response analysis

@ Rate control and Weighted Round Robin

@ Bruce Force Mitigation
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