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             Multi -tenancy 

             On-demand self provisioning 

        Resources such as network 

                      storage and processing 

                      capability 

            Pay as you go 

            High-speed broadband net- 

            work access 

            Elasticity 
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Public Private Hybrid  Community Deployment 

Models 

Service 
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Software as a Service 

(SaaS) 

Platform as a Service 
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Service (IaaS) 

Essential 
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Self Service 

Broad Network  

Access 

Resource 

Pooling 

Rapid Elasticity Measured Service 

Visual Model of NISTôs Working Definition of Cloud Computing 

http://www.csrc.nist.gov/groups/SNS/cloud-computing/index.html 
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Expand scalability         Lower infrastructure costs 

Increase utilization       Improve end-user productivity 

Improve reliability       Increase security 

Gain access to more sophisticated applications 

Downsize the IT department      Save energy 
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Security Benefits of Virtualization 

Å Separation/Isolation 

Å Containment 

Å Recoverability 

Å Availability  

Å Image and Snapshot 

Å Patch Management 

   Benefits 2 

Application 

Application 

Application 

Application 

Application 

Application 

Application 

Application 

ToR Switch ToR Switch 

Ἠ High CapEx 

Ἠ Low Utilization  

Ἠ High Complexity 

Ἠ Change-Resistant 



ÅLack of visibility into virtual network  

ÅComplexity of configuration 

ÅHypervisor vulnerabilities 

ÅSegregation of duties 

ÅRisk to the virtual server 

Å Additional attack surface 

Å VMs aggregated 

Å Service Console 

Å Resources shared 

ÅVirtual Network  

Virtualization Impacts  

    Impacts 3 
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Å Inter -VMs attacks 

ÅMixed trust level VMs 

ÅSprawl 

ÅMigration  

ÅServer at rest 

ÅResource contention: Anti-virus Storm 

Virtualization Impacts - Continued  

    Impacts 3 

VMware 

ESX/ESXi 

VMware 

ESX/ESXi 

Network visibility  
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rules 
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'ÁÒÔÎÅÒ 'ÒÏÕÐ ÈÁÓ ÅÓÔÉÍÁÔÅÄ ÔÈÁÔ ȰΰΪ ÐÅÒÃÅÎÔ ÏÆ ÖÉÒÔÕÁÌÉÚÅÄ 
ÓÅÒÖÅÒÓ ×ÉÌÌ ÂÅ ÌÅÓÓ ÓÅÃÕÒÅ ÔÈÁÎ ÔÈÅ ÐÈÙÓÉÃÁÌ ÓÅÒÖÅÒÓ ÔÈÅÙ ÒÅÐÌÁÃÅȢȱ 

Virtualized is less secure than physical  

2 %ÎÄÁÎÇÅÒ ÁÌÌ ÈÏÓÔÅÄ ×ÏÒËÌÏÁÄÓȢȢȣ 

3 7ÉÔÈÏÕÔ ÓÕÆÆÉÃÉÅÎÔ ÓÅÐÁÒÁÔÉÏÎȢȢȣ 

4 ,ÁÃË ÏÆ ÁÄÅÑÕÁÔÅ ÃÏÎÔÒÏÌ ÏÎȣȢȢ 

5 
There is a potential loss of Separation of 
$ÕÔÉÅÓȣȢ 

6 
Creates a complex and dynamic 

environmenté..  
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 #ÏÍÍÕÎÉÃÁÔÉÏÎ ÔÈÁÔ ÄÏÅÓÎȭÔ ÈÉÔ ÔÈÅ 
wire  

1 3ÅÃÕÒÉÔÙ ÉÓÎȭÔ ÉÎÉÔÉÁÌÌÙ ÉÎÖÏÌÖÅÄȣȢȢ 

Hypervisor 

Internet  



Hypervisor Impacts  

A vulnerability was 
found in VMware's 
shared folders 
ÍÅÃÈÁÎÉÓÍ ÔÈÁÔ ÇÒÁÎÔÓȣ 

A vulnerability in Xen is 
caused due to an input 
validation error in 
tools/pygrub/src/GrubC
ÏÎÆȢÐÙȣȢ 
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The vulnerability in 
Microsoft Virtual PC and 
Microsoft Virtual Server 
ÃÏÕÌÄ ÁÌÌÏ×ȣ 

1 
Some vulnerabilities have been found in all 
virtualization software, which can be exploited 
by malicious, local users to bypass certain 
security restrictions or gain escalated privileges 
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