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Cloud Computing 5
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A Enabling Technology
A Cloud Service Model
A Cloud Operational Model
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Virtualization Impacts

QX

A Lack of visibility into virtual network
A Complexity of configuration
A Hypervisor vulnerabilities
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A Segregation of duties - ——

A Risk to the virtual server
A Additional attack surface
A VMs aggregated
A Service Console
A Resources shared

A Virtual Network
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irtualized is less secure than physigal.. ..
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Hypervisor Impacts o SRR <ot

The vulnerabillity in

Microsoft Virtual PC and
Microsoft Virtual Server
AT O1 A Al 1 1T x

A vulnerability was
found in VMware's
shared folders
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A vulnerability in Xen is
caused due toan input
validation error in
tools/pygrub/src/GrubC

Some vulnerabilities have been found in all
virtualization software, which can be exploited
by malicious, local users to bypass certain
security restrictions or gain escalated privileges




