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e Border Port: connect to the local network
e Tunnel Port: communicate with other Capsulators
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How it Works

 Typically, the capsulator can be used to interconnecting
two local area networks cross Internet.

Stanford

Tunnel MEC
MNetwork NOX (Endpoints oblivious to its existence) MNetwork
Capsulator Capsulator
ethl  ethl eth? ( , eth? ethl eth(
—————— [FH— Internet —F ]
I - -
|
I
OF OF OF |
Switch W Switch
Link Color Legend: Red=Control, Elue=Data, Green=Encapsulated
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Encapsulation

Populate the static tunneling header

\ TAG

Frame Data

Capsulator

read ()

Raw

cket

Linux
Kernel

Ra cket

Wait for an Ethernet frame to arrive

NIC1

NICO

Border Port Tunnel Port

Traffic from OpenFlow switch

Continuously encapsulate
and
forward Ethernet frames

connect ()

write ()

Send the MAC-in-IP packet
to tunneling endpoint




Decapsulation

TAG (self) check TAG
Check header and payload Capsulator Continuously decapsulate and
Frame Data
send nacked packets
Linux
write () read ()
Kernel
Raw|Socket Ra cket
Forward to any border port which NIC1 NICO Waitine for t | bort traffi
should receive this packet's data | Border Port | Tunnel Port alting for tunnet port tratfic
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Problem: Forwarding??!!

e We can ping a host at C from a host at Al Why?

* Capsulator B changes the tag and forwards it to another Capsulator.
A.Eag n’.}tag

Capsulator Time . SOUrce Destination Protocol  Info
65 001 10105 154,245 140, 116,177,222

Data: 00000@FSp@lF1623CB765CFF350C5FE108004500003C2508. . .

B—C &5 851305  M0Us 1772 140,115, 164245 IP Unknown (8xf5)
Data: 00000@F6M0O1F1623CB765CFF350C5FB108004500003C2508. . .

C—pB W 2514 140,115,164, 245 140,196, 177 2221 IP Unknown (0xT5)
Data: ODOOOOFESCFF350C5FELOO1F1623CE7008004500003C2F3D. . .

BE—A 71 5510008 140,196, 177 22 140,115, 154,24 5 IP Unknown (0xT5)

Data: O00OOOFS5CFF350C5FB1O01F1623CETE0B004500003C2F3D. ..

Packet Format:
[MAC][IP][tag][MAC-in-1P payload]
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Traffic Isolation Problem

140.116.164.222

211.73.95.1

. Capsulator
H cl
SSH client NCKU

203.64.104.214 SSH server

End-host
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The Problem comes from..

User space

Kernel space

Liste
pack

unnel por
thread

ethO

Capsulator @ NCHC

Border por Border por
threadl thread2

Both threads listen the
| common physical interface

o

Tunnel port

Border port




Possible Solution: Using Open vSwitch

e OpenvSwitch #_ - # £ # OpenFlow v multilayer
virtual switch » £ d Open vSwitch # & e £ 1 # 5
P
¥ 1% i Capsulator en3k 8t T £ 3 Traffic Isolation
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(Netflow|

(vLAN |
(Netflow)
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Possible Solution: Capsulator + OpenvSwitch ,,

Capsulator @ NCHC

Border por Border por
threadl _thread2

unnel por
thread

User space

Kernel space

Open vSwitch
kernel module
g Erldge
ethO T || eth1
Tunnel port  Virtual border port border port
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Possible Solution: Capsulator + OpenvSwitch , ,

Capsulator

OvS-openflow
daemon

==~ Gpenflow PO

il I

_===P OvS-controller

\U WV

tapO

'\ Open vSwitch

[ flow-based switching ]4

e

Using the OpenFlow-enabled
Open vSwitch to isolate
traffic in both slices

ethO

ernel module
ethl
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tapO: virtual interface

<«——— system call interface
<«---» Dbridge interface




o TANet/TWAREN xS =R
. L3 Tunnel: Capsulator
e Testbed@TWISC Cross-Site Experiment Network

e Pwm c ZE 2 mERit EEREET O
e Taiwan Integrated Reasearch Network
e |GENI Network Testbed (TW-USA)

e Q&A




Testbed@TWISC

° Testbed@TWISCn\Zﬁ"‘Utah Emulab 07 2 e §
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Testbed @ TWISC System Concept

Experiment Switch 1
BOSS Server b

Node 1 S
3 | f ' " Node 2 .
L Ro—
Ii‘ Control witc h
OPS Server

- Server
Control Network
Experiment Network
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Testbed @NCKU.EE ,,
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L3 Tunnel — Capsulator, ,

TANet
L3 Tunnel
Capsulator

Ca r

\l

Testbcu l
Q\/ISC

Packets are transmitted with a MAC-in-IP

tunnel between two Testbeds. %

It virtually connects ports which are Testbed
assigned the same tag value. RIJEE/J
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L3 Tunnel — Capsulator, ,

e En-capsulate / de-capsulate I AL 9\:1_«;:\ Capsulator
N ﬁﬁéﬁ/@ %% ? .—l:j’ ﬁi& 7 ‘—’TJFE = g = ';inb

Using general PC as Capsulator
SRC Node | DST Node | Throughput Avg. CPU: Pentium 4 - 3.0G
RAM: 512MB

NCKU Point-to-Point@Lab 13.596 Mbps

NCKU NCHC 11.754 Mbps Test Packet size: 64 bytes
Total test volume: 1 Gigabytes

bwping -b <speed> -s 46 -v 10737341824 -r 5 <DST IP> (single thread)
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TWAREN VPLS VPN ,

TANet
L3 Tunnel
Capsulator
Testbed
at TWISC
V\ .
~. <
N AN
. N\
\ L ]
\ L]
Using VPLS technique, users will be able ~. -,

to connect their nodes through TWAREN
backbone as a L2 environment.
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TWAREN VPLS VPN, ,

Testbed
at TWISC
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Network Virtualization
on Testbed@TW!ISC
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Topology@TWISC
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number of conncetions

500000

400000

£ 300000 /

€
S 200000 —
c

S
X & 100000 +——
0

PacketGen

. 1000 2000 3000 4000 5000 6000 7000 8000
ICMP Ping Packets (1Gbps)

rate (per second)

client

==none =netfpga

e Hardware Attacker: NetFPGA packet generator

e This is an example experiment with Testbed @NCKU.EE’s attack traffic
across TAWREN to Testbed @TWISC.
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Future Work: To Support 10G Environment
for Network Emulation (in schedule)
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Taiwan Integrated Research Network

TWAREN
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Emulaky
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IGENI Network Testbed (TW-USA)
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IGENI Network Testbed (TW-USA)
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based on Emulab

= @ = . Iﬂb Based on Emulab

Thank you!
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