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£ Naive KRR FARBEET, HEFLITHEE:

R EE SSH EENANEIKER R 1. WREESEFRAREHESE
A REZIFHNEMEKR(EETREERKE) A FHRREXRFIHRE(FHE)
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# Naive HiBEE R FARAFRMT, ERAERLITHERE:

1. J|BEBE® SSH ERNEN MR 1. EREMSEEEAEEASE
> IREZFFSNIER(BEEAREEZHE) > ([FEARARERFHHEFER)
> HREEH AR (FEERYER) > XRHERASSERERRE
2. fAARz EERRZRSRAIMA R SRS B LIE R 2. HEEEEERTE
> FEEARTERERBAKHE) > ([FHREREEEIEEAE)
> {#M ssh -R#TRMAREERE > FERRZ R (RETRARS)
L3 Overlay Network Proxmox VE Cluster
BGP over WireGuard / L2TP over IPSec - PVE Accounts Permission
Build with Mikrotik RouterOS - Virtual Machine: QEMU / KVM
Need to manage private AS, IPAM, and - Virt-10 / VFIO / PCle Passthrough
more - Virtual Bridge / VLAN
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Add a WG interface on 2 Routers

MikroTik

MikroTik

v General v General
Home ame
WireGuard Type  WireGuard
mry
Actual MTU
uisten ot
Private Key v
Public Key
_» Status
» Traffic

(2 ] Lo |

MikroTik

[
Address  [10.1214.157/30

?

Interface wg-EECS-325 v




2 capsMan
< Wireless
= [nterfaces

s

3¢ Bridge
Switch
*1% Mesh
Ew >
& 1pve .
MPLS >
J* Routing >
a Sv;lem -
B Queves
“ Dot1X
B Files
Log
47 RADIUS
7. Tools >
#3 Partition
b Make Supout.rif

MikroTik

Enabled
Comment
v General
Name
Type
MTU
Actual MTU
Listen Port
Private Key

Public Key

» Status

» Traffic

wg-EECS-325
WireGuard

1420

10325

H« n“ Quickset | Webrig

Torch |

Reset Traffic Counters |

OK

I " Quick Set WebFig Terminal Hﬁi

Add a WG interface on 2 Routers

O

oK

Address <10.121.4.157/30>

L CAPSMAN
= MikroTik o saterode [ 6 [ & | quickset WebFig |
2 Wireless
= Interfaces
2 PPP o
3¢ Bridge — ‘
3 Switch Enabled ord
*12 Mesh Comment [ Reset Traffic Counters |
8 »
| 2 1ovs S v General
MPLS S Name  [wg-EECS=E36
J* Routing S )
| = 4 Type WireGuard
System »
® Queues MTU [1420
ikt Actual MTU
i Files
Log Listen Port |10836
| & RaoIUs Private Key
# Tools
# partition Public Key
b Make Supout.rif |
. » Status

« CAPSMAN
2 Wireless
= Interfaces
@ WireGuard
P

#{ Bridge

& Switch

*1s Mesh

P v|

» Traffic

Cancel

Cancel




Add a WG tunnel between 2 Routers

+ CAPSMAN = | | + CAPSMAN —
- MikroTik sareriode | & | o | quickser | wenrig Teminal || = [ MikroTik saterode || 6 | & | quckse | webkig | termina || =
< Wireless < wireless
= Interfaces ™ Interfaces
Wireguard Peer qQ¢ T FAW=> Wireguard Peer <F6xd5x20qywKU +/avhVSftgF3XDytGYiZcWbEydSITO=>
LS = s WireGuard .
6] 2. pPP <
m T
5 Eddos Comment ) | Remove s Brdge Comment Remove |
£ Switch % Switch
2 Mesh Enabled *i2 Mesh Enabled
» T e » ————
Interface wg-EECS325 v | i Interface wg-EECS-836 v
2 vs — 2 1pvs . e
== Public Key 5EB0bkBIAeqgcNZ0382TIWS MPLS > Public Key F6xd5x20qywKU+/avhVShg]
SERGHE Endpoint A 140 11491164 | #* Routing = Endpoint 4 1401147612
8D System .
v Endpoint Port 10836 W Cosic Endpoint Port 4 [10325
| Fiers Allowed Address 0.0.0.00 - Dot1x Allowed Address ¥ 0.0.0.0/0 rs
=0 B Files
‘ S ) Preshared Key t Preshared Key v
} Nexthops Persistent Keepalive 00.01:00 &7 RADIUS Persistent Keepalive 4 0001.00
0SPF 4 Tools S
- Rx  2030.5MiB e — Rx  2642.0 MiB
PIM SM #2 partition
| RIP Tx  3850.7 MiB b Make Supout.rif Tx 23205 MiB
‘ RPKL
| Last Handshake ~ 00:01:19 Last Handshake ~ 00:01:18
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836 - 10.121.250.0/24
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Pool

SMB

DAC
DAb
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BGP, OSPF
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mou - 10.121.180.0/24

702 - 10.121.170.0/24

%bridge
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ARP

Addresses

Cloud

DHCP Client

DHCP Relay

DHCP Server

DNS

Firewall

Hotspot

IPsec

Kid Control

Neighbors

Packing

Pool

Routes

SMB

SNMP

SSH

Services

HE DR SRR R R DI

Db
Db
DAb
DAC
Db
Db
DAb
Db
DAb
DAb
Db
DAb
Db
DAb
Db
DAb
Db
Db
DAb

10.121.4.156/30
10.121.4.160/30
10.121.4.160/30
10.121.4.164/30
10.121.4.164/30
10.121.4.170/32
10.121.4.170/32
10.121.4.174/32
10.121.4.174/32
10.121.4.192/30
10.121.4.192/30
10.121.170.0/24
10.121.170.0/24
10.121.171.0/28
10.121.171.0/28
10.121.171.16/28
10.121.171.16/28

10.121.171.191/32
10.121.171.191/32

10.121.4.165
10.121.4.158
10.121.4.165
%wg-835

10.121.4.165
10.121.4.158
10.121.4.165
10.121.4.158
10.121.4.165
10.121.4.165
10.121.4.158
10.121.4.165
10.121.4.158
10.121.4.165
10.121.4.158
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Switch-inside

10.121.251.0/24

10.121.187.0/24
Re: 2,68 Mbps

.32 kbps
232 kbps Rx: 14.9 Mops

Tx: 237 kbps Tx: 2.43 Mhps Re: 2.23 Mbps
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o fEAHNRLIE:
o  INEIA{E :WireGuard IREtImEIHINE, HARBREBHEEBERRZ S,
o E/MEXEME private network fREE T SRR .
o EERYIBMERE:
o BNREERE:{FFABCP, MEIRIRANILIBENEAEE, LIFES ENRAEL SRR IRIER L,
o EHEE HEMERRMTED A LERERE, B0 mXERIMAE,
o fHILIBWEE:
o  EFMEERET WireGuard AEFLMEVPNARIR A E, 1L T VPN RUSREBEFIHEZE,
o ZRECEFIHEEE WireGuard X &R, ZAECE, MBGP ¥+ HENLMIRERE
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1. REFHR 2 F NEHEIR
o wio: BTHFEMETMRVPN EERKFM AR site WER, FEABTZHE,

o w/:BI&EBE—VPNEEIEET MM Intranet WFTENTER, IRFEHEHRSK.

2. HEXHMREEL

o w/o: EXEX R R AR 2SS BB E H fport forwarding ECiE, @0 ERAK,

o w/:BEI—BEEE|VPN, BNAIE EEE AN IP FIR4A port AKX ZEIR, fBILRIE,
3. ERINEE

o w/o:ARIEHEE B EFERBEMBEREENNAT, BNEE#E,

o w AEMEBMEETUEZEELERAERER, BILEBEMBBIKE.
4. BEMEEAA

o w/o:loT HEMZREMMEIARERHERE, LERELAEHERE D,

o w/iRET —EMNZE BiREEEKIRE, iﬁ“}ﬁloTﬁﬁ &2 HEREIEIETA,
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o ITHREEMARBN:

o ITHEEEMETFEMMERE,

o EEBNWAEH—EIE, HAoverlay BIZrIREEZEE underlay XiE,
o IREBERR:

o EARNIEMRE], FEEHMEBdebug,
o WRNMEBEENREEMN:

o HERMEEERMAETZETREEE Aoverlay BIK,

o WMARNERBE, FTNFEERFEARARTLME.
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x PRO XMO X virtual Environment 7.4-16

Server View
24100 (s
24101 (scteam10-work1)

24102 (scteam10-work2)

eam10-head)

da4a4q

240411 (s
240412 (s
240511 (scteamC

240512 (scteam05:

-comp1)

omp2)
240611 (scteam(
240612 (scteam06-comp2)

240711 (scteamC

omp1)

omp1)

Ja8994a4a4g

240712 (scteam07-comp2)
2021001 (sc-ubuntu-host-temp)
2021002 (sc-ubuntu-work-temp)

2021101 (s

tos-host-temp)
2021102 (sc-centos-work-temp)
2021201 (sc-arch-host-temp)
2021202 (sc-arch-work-temp)
2022301 (scc-template)
2024001 (sc-ubuntu-host-temp)
2024002 (sc-ubuntu-work-temp)

[ 9000 (VM 9000)

gﬁl local (pve)

[ lvm-thin (pve)

Tasks Cluster log

Start Time End Tinr

Jul 18 04:46:21 Jul 18 04:46:23

Jul 18 03:46:32 Jul 18 03:46:35

&

Node 'pve
Q Searct Package versions
& Summary

[ Notes

>_ Shell

2.38% of 96 CPU(s)
@ 10 d

v 2.42,2.34,2.26
Network
N e 73.15% (183.86 GiB of 3iB)  KSM sharing 0B
Certific
& [ HD space 81.94% (76.97 GiB of GiB) & SWAP usage N/A
DNS
CPU(s) 96 x AMD EPYC 7352 24-Core Processor (2 Sockets)
Options Kernel Linux 5.15.111-1-pve #1 SMP PVE 5.15.111-1 (2023-08-18T08:572)
Time PVE Manager Version pve-manager/7.4-16/0139f621
Repository Status Proxmox VE updates @) Non production-ready repository enabled! ¥
v

@ lLoad average

> 45
8 Disks v 3
35
[ Y] o
O LVM-Thin Sos
% - [ J
@ Directory S
<
88 ZFS SR
® Ceph »
0.5

4-07-17 2024
):00 06:00

-17 2024-07

2024-07-17 2024-07-17 2
0 C

02 18:C 22:00:00

@ netin

Node User name Jescription
root@pam Shell
pve root@pam Update package database

[PEEIACOEoil CJ Create VM @@ Create CT | @ root@pam

Y Reboot | (M) Shutdown  >_ Shell $ Buk Actions

Day (av

® CPU usage 10 delay

4 @

16 2024-07-16 2024-07
00 22:00:00 02:00:C

4-07-17 2024-07-18
00:00 02:00:00

17 2024-07-17
00:00  10:00:00

@ Total RAM usage
256 Gi
224 Gi
192 Gi
160 Gi

128 Gi

7-17 2024-

0:00

17 2024
)0:00 0€
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Proxmox VE @ —EFIRMEHRIL TS, X1 &
BRBIER ZAPUTLUAEE—NTFL LEE
SEESILIRE,

Proxmox VE 12t K ZE#) Web R, iZFH FREFIE
REHERN. TR, MRNERER PEY
B, X T EHEE T EEEIS RN, HXEZ
FEEHRE BT, a0 KVM. LXC ZF, Proxmox VE 1z {it
EERITIEER R KA e, AT EMNE AR
FPEIMEEERILRE,

£ Web L EEE

KVM [E ## 48 E2 | XC 2% Cloud init ThEE
ZFS. Ceph. GlusterfS % ZiBtE =%k
NFS. iSCSI, RBD & Z & E i1 E
EFiMEBI R S
NETE R ERIEE

IR E R ERERR L BRI

X BB E R AR ERE TR
RS A AR

BT XEAENSTE



{E#r R AR 3E V.S. Proxmox VE

{8t fm AR AR A AR

1.

2.
3.
4.

BEEFERMAR FEREARSEAE RETE—FXARNERENX, BERAARSS,
MERSIREE R ERARSR, EERRSHRIATAN BEFTETCERERRKRTHRIERE,
#LEE EESEABRIARGFTEELSHANIINRE, It BB HEE LaESL,
KHIRERY FERERFEXGBFTREEHEMERNEEBRE R,

Proxmox VE % :

1.

2
3.
4.
5

EHAL R AT LR A E — B A RS L ET S EERMS ReARSFERMF AR,
EHMEE REEHN Web T H, FEER M EEMEITATA RS

= A A XEETMERMERTR, ATUERRIRNS ARG,

BEMERE W UERMERFARSBZER MEFETESERE,

BRARE REASFREFER, AFFEIE, ZiERE /MR Cluster,
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PR RARAE:
ETERE—EIMIRERE (Host05) LB ATHABERGLMNER LAREY
LB —EIRERGE, BHIRLTRE. R
- 0SRAHCaNUENAEE ST - CPUAEBFENEE
ﬁﬁﬂﬁ1ﬂﬁﬁi1tﬂ"] 0S ﬁiﬁi%o - Memory: MMU H{]t)]*ﬁ

- 10 Device: fER S BRI EARAEHETIE
- Interrupt: ZEFRIBDEREES
- Timer



BRI BT I 48

SmBRt: EREEE SR | RS
PR #E :VT-x | VT-d 8B | {FRR$EHEN

EIRET

Guest &M

FE R R

=

Binary Translation

MEEIIT
BE{EW Guest
FAEMES

=

VMware
(Workstsation)
Virtual PC
QEMU

BEFEE R ET
root AT
EIEH Guest
FEMS
EUEX kR

VMware ESXi
Microsoft Hyper-V
Xen 3.0

KVM

Hypercall

E{EH Guest
=& ARRIRE OS

e 3lini N YEL s

Xen



KVM- OEMU 284§

KVM (Kernel-based Virtual Machine) 2 —{E &2 Linux
Kernel BIE#H L AZR AR, #5857 Linux Kernel B9
1R 1EF0 OEMU ROE $R1EThBE, KVM FREFHS Linux
Kernel 852 A —{E£81LLFY Hypervisor BIA R, (15
F R AT LLEIT ZEEHetsss .

0EMU B —ERIR RO E S SR B R SR FA B2, ©
A LIRS SR MERRIRIR, S IEEIEER. RLifERe
KVM Modules xlH. KM @@ OEMU #E 5, BIR T = 1ERERIE
e BLRRR AR, ERRM TEBMERREIIRE,
INBRERCISRE B IR ., MIREAREHIF,

KVM-QEMU ZEiBMiE S BB ER A SMEMIEE
tE, EISA PR LEZRZTMEEERMSR [
FrEIRERM&ECT A,

Hardware (VT-x)




Virtlo
VM PUEBENE
BINE

PVE Device 170 BB #31L

Emulated
QEMU

BRECIR I

Device

1310 ZHERE VM R ‘
RS

VT-d 55F
[EaeHEic
IOMMU &5

1. Emulated QEMU (¥X 8 4%58)
B3 QEMU R HRAE BE 48 & 2R IR (AL KE R (3 FH

MR g B e

2. Virtlo (VM NERRIEFES &)
5 Virtl0 ERENFE FF 2RI FHIE R 8 M 1/0 %% BE
EEIT R NI ER Virtl0 ERENIER

3. VT-d 2 (FEREI8EC 10MMU H3E)
FIF VT-d BT i B R tE AL [ 1 S B A I et
EERERE T IOMMU $ i
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BE OX O

[e]

ARETABE BEARB
B2 RE %FF BigF—5REik

KVM Module

Linux Kernel

Physical Hardware Platform
(VT-d or IOMMU supported)

a1

ERAR

£ Proxmox VE IRIEF, AIEIL2 B &
BErg, s RN 2 sRETE R{EAPCle
Passthrough R A3 X {E A E#HE S, M
EE4FEEERIINIREETEE.



ZEBI9HE 2

R : FRIRAE

A FERH RIS 7 Proxmox VEIRIZT, AR Z A

AEEUERE, MR, FiE A%, 3t 53 7l A5 #8 R passthrough i
AWM, AIUEER - BRENER
TAEEREE,
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FHESEXREMRFERKER
##, BlanEE L 84 nodes cluster,

ERAR

£ Proxmox VE IRIE T, AT ARRIARE L
% & EEHE, A cloud-init FAXE
RIRERE LB EHERE, WEAVLAN

ZEDiREY & L2 A%, MERAERE,



Cluster Topology

e There are two node each group.
e Head node is the login node. It’s responsible for hold userdata (/home), NIS
server and forward IP.

Local Subnet 10.21.21.0/24

First NIC First NIC
’/////// 10.121.187.XX 10.21.21.2
Head node / Worker node

Second NIC

Router

10.21.21.1




Batch scripts

training_camp_pveenv Public 57 EditPins ~ ® Watch 1 ~ Yy Star 1

# 3 Branches © 0 Tags Q Go to file Add file ~ <> Code ~ About

©
=
o
5
<

setting vm env in PVE
William-Mou Merge pull request #1 from seadog007/patch-1 B 52947ec - 3 years ago L) 12 Commits

®

Readme
README.md Fixed typo 3 years ago Activity

. Custom properties
adduser-sc.sh Init 4 years ago

1 star

create-sc.sh Update create-sc.sh 3 years ago 1 watching

deluser-sc.sh Init 4 years ago 1 fork

Report repository
remove-all-vm-sc.sh Add start stop 4 years ago

start-all-vm-sc.sh Add start stop 4 years ago Releases

update.sh Add Updated.sh 3 years ago No releases pulz‘ushed

ate

0
B
0
0
0
0
0
B

usbip.sh Create usbip.sh 3 years ago
Packages




ESV R

AR - BRFE
FRECEREFZEEAEMET £ Proxmox VE 582 Overlay Network I
MEEE. 5T, BNME Proxmox VE B VM BHA X

subnet, User TTEEEREECZEB
Subnet, tAEFE 1B BGP IS HES 558
#2 %1 Proxmox VE E Bt E TR,




BRIR A=

# Naive HiBEE R FARAFRMT, ERAERLITHERE:

1. J|BEBE® SSH ERNEN MR 1. EREMSEEEAEEASE
> IREZFFSNIER(BEEAREEZHE) > ([FEARARERFHHEFER)
> HREEH AR (FEERYER) > XRHERASSERERRE
2. fAARz EERRZRSRAIMA R SRS B LIE R 2. HEEEEERTE
> FEEARTERERBAKHE) > ([FHREREEEIEEAE)
> {#M ssh -R#TRMAREERE > FERRZ R (RETRARS)
L3 Overlay Network Proxmox VE Cluster
BGP over WireGuard - PVE Accounts Permission
Build with Mikrotik RouterOS - Virtual Machine: QEMU / KVM
Need to manage private AS, IPAM, and - Virt-10 / VFIO / PCle Passthrough
more - Virtual Bridge / VLAN




HRARB DR TRE

1.
2.
3.
4

VXLAN
SSO + LDAP

Self host service

Future Work

B Organization

Sites

Regions

Site Groups

Locations

Racks
Rack Roles
Reservations

Elevations

Tenants

Tenant Groups

Contacts
Contact Groups
Contact Roles

Contact Assignments
Devices
Connections
Wireless
IPAM

VPN

hades-nv2

1U Shelf



https://netbox.lsalab.cs.nthu.edu.tw/

Education

- DN42

dn42

A dynamic interconnected VPN.

dn42 can be used to leam networking and to connect private networks,
such as hackerspaces or community networks. But above all,
experimenting with routing in dn42 is fun!

Read the Wiki

STUIX



https://dn42.us/
https://stuix.io/
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- Overlay-network co-work 3R E R
- PVE E##{t—#eHE —@EH Windows BYIEH !
- ERRFZ2E?AEBRILCEEWMERAEAN Al RREE

Jan Ho AUARAR U 57 4948 ansizn 4y

IP Address Version 4 (IPv4) 48F&48 & E it

26 October, 2016

B#k

BIE

Network ID

Subnet Mask F4B#&IES
Supernet

VLSM FI# R FHEERES
Private IP Address

bUASIS |b YqqLe2e

seadog007 (seadog007)

ITHBRIF 54 - BB 176
BEBSRARASMEERR TR

0 22
BAER ELL] XE

&

* B2 FITHARICHAR

i 0 FAYAHY Web Security 71
SERM22K | #228XE | 299 AiTR | @I Seal and Friends

Ty T ————
{F 0 BH3ZHA MSPp 26CrLifA



http://overlay-network.mou.tw
https://sitcon.org/2020/agenda/bb4fc171-920f-48de-b411-ec0095306491
https://ithelp.ithome.com.tw/users/20111887/ironman/3432
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+886 920 992 660
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