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TWARENE®EZE ST RBERANSERE

NAR

ES=

TWARENEBIFEE ERRASE(1) : 209.141.60.133(0h) | 10...
TWARENENR R ZE EREREA : Eias SR A FDA_198.98.5...
TWARENEBNE £ % ERAERIEA : EiaE SR A FDA_141.98.1...
TWARENEIREZE ERERSE(1) : 31.220.0.129(1h) | 10/2...
TWARENBIREF EREASZE(1) : 31.220.0.129(0h) | 10/2...
TWARENEBNR£% £ RAEREA : @R SR A FDA_141.98.1...
TWARENEIREF EREAEA : FHiaF#EAR FDA_185.46.1...
TWARENEBIR 2 F EREAEA : #ERF#EAR FDA_198.98.5...
TWARENENFR £ ERAEREA : REiaE SR A FDA_185.31.1...
TWARENEBIRERE ERERMSE() : 103.153.76.132(12h) | 1...
TWARENEIREF EREABEA : #ERFHEAR FDA_94.102.6...
TWARENBIF £ ERERIEA : #EBRE SR Al FDA_45.143.9...
TWARENBIRFEZSE ERERMSE(1) : 103.153.76.132(6h) | 10...
TWARENBIR2Z ERERNSE(1) : 141.22.28.227(6h) | 10/...
TWARENEBIREZE EREABEA : #ERFEAR FDA_10.98.4.1...
TWARENEBNFR £ EREREA : s SR A FDA_198.98.5...
TWARENEBIFRE£F ERFEABEA : EERF#EAR FDA_104.156....
TWARENBIREF EREASE() : 141.22.28.227(1h) | 10/...
TWARENEIREE EREAEA : #ERFEAR FDA_141.98.1...
TWARENBIRES ERBEAISE) : 141.22.28.227(0h) | 10/...
TWARENBIRFEE ERERMSE(1) : 95.214.53.134(0h) | 10/...
TWARENENR £ EREREA : EHiaE SR A FDA_94.102.6...
TWARENBEIREE EREAEA : FHiasEEHR FDA_209.141....
TWARENBIREFE EREAEA : #ERFH#EAR FDA_67.21.32....
TWARENBIESEZ (FERHERIEA : A #EE R FDA_45.143.9...
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TWARENE#HEZZ1TR/BEINRASTER

Attacker : 209.141.60.133

AIPFHEE FIFEIEEiEe HelF2577 - Hflee. ekl B ST - BT Rr4Ee Helr3e il S B e -
Abnormal.IP ' 209.141.60.133

Event.Type(ZE{EA!) : Attacker

Exceed.Threshold(E i) : FPeers.Per.5Mins(F5TEPNEGAEIPE]) - 62,647
Main.Characteristics(FZ4iE) : TProtocols (i E%) : TCP (100.00%) ;4 'T'Appllcatiun.Por‘ts(ﬂﬁﬁﬂﬁ%’{}:SSH-
22 (100.00%) ; T"Main.Packets.and.Octets(FEEMulEiA/\): 1 packets and 44 bytes,
Rate.of.Total:100.08%; [Rate.of.SYN over 95%

Abnormal.Type (ZEHEJ}HA!) : Suspected large-scale scanning or intrusion. (&Rl A#EEFHIELALL)
NccstKind ((F&EME) © INT(AREEFER)

NccstType((FEIEA!)  Attack external. (Ef4MAER)

Recommended.Actions (EF#EIE)E) - 1. RELH O ELRHETCHAETEMN - 2. R EFIPHEHAEENE - 3. BAEH
FHETRE - 4. BRTRHZIPHEHE -

Information.Summary (&F:fE=E) : In.Five.Minutes (F 578 A) TUnique.Peers (M4 E2{HE]) : 62647 4

T Protocols(lEFfEME) : 1: TCP(100.00%) ; TDestinationPorts( HHYEFEH) : 1 : SSH-22(100.00%) 4
FOctetNumbers ({HiifiEfH5H) : 2 : 44Bytes(100.00%) ; [ PacketNumbers(FHEFEIHE) : 1: 1(100.00%)
A E N

R ARERIFTA R IPSFA R
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TWARENESFZZ 1T/ B H/FEiEAH S

+5 TWARENENR £ EREREA : BARzisHRA FDA 141.98.11.52
H #A 29 Oct 2023 20:57:02 +0800

B4R TE <20231029125702.DBI9D6A05S09@twaren-maill .twaren.net>

Received

AR

Attacker : 141.98.11.52

AIPRHIARFR R E A4 H 216595y - 27 . exbFifiB &N - RO RFiEe Heolfs /it ih = B e -

Abnormal.IP : 141.98.11.52

Event.Type(ZHEAJE%HY) & Attacker

Serious.Exceed.Threshold (BEHfE) : TPeers.Per.5Mins (4 EEPE4E A [S]IPSEY) : 297,522
Exceed.Threshold(E FiEZE) : "Flows:370,278 (In:219/0ut:370,059 ) Rate.of.Total:2.20%
Main.Characteristics(FZE45E) : TProtocols({fER):TCP (100.00%) ; [The packet number and size of
each flow has characteristics. (E{fEFlowNH SHJPacketsiioctetsE4GE) ; TRate.of.SYN over 95%;
Abnormal.Type(E FHA!) ' Suspected large-scale scanning or intrusion. (el A& EFRILELALE)
NccstKind (&) - INT(ARHEFE)

NccstType(fE&IEAY)  Attack external. (Ef4MAER)

Recommended.Actions (BFEE) @ 1. REHOEZ S FHEELHEE T &N - 2. LR FIPERZFEMNE - 3. @50
TETRE - 4. B2 RHZIPEY -

Information.Summary(E:AfE2E) : In.Five.Minutes(F45TE ) TUnique.Peers (4R E S (EE]) : 297522 ;
FProtocols (i EHENH) : 1: TCP(100.00%) ; "DestinationPorts( HHJEREHE) : 11 : 59999(69.64%) : HTTP-
80(30.35%) ; TOctetNumbers({Hi§iEfE)H) : 308 : 40Bytes(74.94%) : 42Bytes(23.09%) ; T PacketNumbers (Ef 1Y
fEIH) : 35 1(98.83%)

sFiE4EHt -
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L P Source Destination Router's
Rule Name Description Source IP DestinationIP |~ e Protocol Lviian g ey
: . 2019-07-08
20190708_TCP8545_TH|20190708_TCP8545_Thailand |[202.29.57.103/32 8545 TCP discard 15:18:26
20190708_TCP8545_cN| 20120708 TCP8545 China- ., 0 1 94.212/32 8545 TCP discard 2013-07-08
ChengDu 15:20:42
2019-10-09
20191009_CN-HZ 20191009_China-HangZhou ||60.191.38.78/32 TCP discard 15:43:27
a 2019-11-07
20191107_TCP8545_5SC|20191107_TCP8545_Seychelle||89.248.167.136/32 8545 ANY discard 18:51:49
20200219_81.22.45.65- ; 2020-02-19
TCPT78 20200219_81.22.45.65-TCP778|81.22.45.65/32 778 ANY discard 16:58:02
Y " , 2023-10-18
FDA_46.19.139.138 |RELUAFHEIREHAE 46.19.139.138/32 ANY discard PESTS
o . 2023-10-22
FDA_185.73.23.133 |RRUASEERMHAR 185.73.23.133/32 ANY discard il
- = : 2023-10-24
FDA_141.98.11.77 ERLIKFEEREE AR 141.98.11.77/32 ANY discard 53:32:03
N - , 2023-10-25
FDA_95.214.55.244 |RRLIKSEEFRESARE 95.214.55.244/32 ANY discard -
2023-10-26
FDA_59.72.87.25 EIRHRE T 59.72.87.25/32 ANY discard
03:42:03
Suspected large-scale 5023-10-28
FDA_209.141.60.74 |scanning orintrusion.(%X&{LIKX |[209.141.60.74/32 ANY discard 02:12:02
FEREEAR) 12:
\ s . 2023-10-29
FDA_185.31.159.65 |Peers.Too.Many(F45¥5Ri5%5)(185.31.159.65/32 ANY discard 11:27:02
4 g 2 2023-10-29
FDA_185.46.132.24 |PeersToo.Many(FFE4F¥ Ri8%5)(185.46.132.24/32 ANY discard 16:02:03
Suspe.cted lafrge—s?ale . 5023-10-29
FDA_141.98.11.52 |scanning or intrusion.(5&{ElX ||141.98.11.52/32 ANY discard 205702
FERMEAR) T
Suspected large-scale 2023-10-29
FDA_198.98.57.135 |scanning orintrusion.(&#{Ll7X [198.98.57.135/32 ANY discard 22:17-02
EHEREIEAR) -
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83 General /MOEcc ¥y < Tl

AL H BHE HIRS H BIP IR AL |57 EiFlowsBEaTHFTT Last 10 minutes WA T 2 D HH IR SR H NP fie 1 S BFlows T R T

Flows percentage Flows percentage
— 80163.28.11.93 374 7.93% — 443 140.128.153.202 2401 10.05%

666 163.28.131.29 456 9.66% = 443140.128.153.201 2340 9.80%

666 163.28.131.28 431 9.13% = 443 140.116.1.143 2270 9.50%

666 163.28.19.12 6.59% ' - 443 140.116.1.141 1929 8.08%

' 666 163.28.19.13 263 5.57% ' 443 163.28.19.5 1587 6.64%
//‘ 666 163.28.114.60 251 5.32% . \ 443140.119.120.6 1557 6.52%
‘ 666 163.28.38.124 248 5.26% ; 443 163.28.19.4 1461 6.12%

- 666 163.28.114.61 240 5.09% 443140.116.253.121 1457 6.10%

Others (AN1%): 572 (12.12%)

AL Hl R B IP R | 7 By tesiiat HFT Last nutes A A B P L 1P B | 7 iBytes B HPHT

| Octets percentage Octets percentage
— 11420 163.19.153.85 68 MiB 18.54% ‘ — 443163.28.19.4 615 MiB 14.08%

= 49816 140.124.97.241 58 MiB 15.90% = 443163.28.19.5 596 MiB 13.63%

61431163.17.157.243 37 MiB 10.17% = 443 163.28.131.5 403 MiB 9.22%
56384 163.20.122.252 33 MiB 9.18% 443 163.28.38.68 385 MiB 8.80%
= 60112210.240.82.132 29 MiB 7.83% ] 443163.28.11437 383 MiB 8.76%
- 60187 140.119.233.6 25 MiB 6.87% 443 163.28.38.69 378 MiB 8.66%
= 50136 163.19.62.254 18 MiB 4.97% 443163.28.114.36 364 MiB 8.32%

&y, -
. 55961 210.60.50.190 46 MiB 12.73% - 443163.28.131.4 446 MiB 10.20%

A B ACERASN B H PR 13 SiFlows#itat Hk 7 ast 10 minut A B EASNER El IPIREH 17 iBytes#iat Pk T

Flows percentage Octets percentage

= 15169 140.116.1.143 2401 9.60% \\\ . - 15169 163.28.19.5 396 MiB 8.24%
= 15169 140.128.153.202 2361 9.44% \\ o = 15169 163.28.19.4 396 MiB 8.24%
= 15169 140.128.153.201 2328 9.31% N ‘ = 15169 163.28.131.4 274 MiB 5.69%
= 15169 140.116.1.141 2058 8.23% - = 15169 163.28.114.37 263 MiB 5.46%
15169 140.119.121.6 1724 6.89% B | 15169 163.28.38.69 251 MiB 5.21%
15169 140.119.120.6 1632 6.53% ‘ : 15169 163.28.131.5 242 MiB 5.03%

15169 140.116.253.121 1497 5.99% 15169 163.28.38.68 237 MiB 4.92%
15169 163.21.222.234 1420 5.68% 15169 163.28.114.36 237 MiB 4.92%

B AR ACIRASNAG 78 T3 i B3 B x128(Sampling rate) Last 1 hour A6 B 15 7 F 9 816 BLE34 R x128(Sampling rate) x128(Sampling rate)

46.6Gib/s
256b/s a,

37.3Gib/s
20 Gb/s

15 Gb/s ; 27.9Gib/s

P ‘
\ A S b
\ P A A A et e A A At . 18.6 Gib/s
10 Gb/s e N e e e TR
A T e N 7 PR T \ b

56b/s ¥ TS et L A o = A0 9.316ib/s -

0b/s Dbis =
15:00 15:05 1510 1515 1520 1525 15:30 15:35 1540 1545 15:50 A 16:00 18:00 20:00 22:00 00:00 02:00 04.00 06.00 08.00 10:00 12:00

= 15169 == 9264 == 396982 == 36492 == 139070 == 19527 == 43515 36384 29216 == 139190 = 5 Min average traffic Max: 44.7 Gib/s Min: 328 Mib/s Mean: 16.2 Gib/s




s 27 B8 (U Bl i3 8 F3 0 #Dashboard  NAR

. SR EEE R —RERFER (Ha#saH—K > LU Flows BEHEF) kR EFERAESAE (R85 —X » LU Flows BEHE5F)
ip AbnormalDirection AbnormalType Sum
89.190.156.170 Attacker far ez = 489 § ‘ /\
= / W
192.241.218.21 Attacker 231 % A - .-
P A = )
162.243.135.17 Attacker 222 : == ~ === =" ° N
11:30 1135 1140 1145 1150 1155 1200 1205 1210 1215 1220 12:25
103.153.76.132 Attacker bRl B 5 lowBy
183.136.225.31 Attacker SRR 202 == 91.148.190.194 Total: 2027 91.148.190.210 Total: 2010 == 91.148.190.190 Total: 1992
s e == 91.148.190.186 Total: 1991 91.148.190.198 Total: 1989 91.148.190.206 Total: 1988
45.33.89.53 Attacker B IE 184
= 79.124.49.62 Total: 1974 91.148.190.202 Total: 1962 79.124.49.226 Total: 1914
> RE{LLIE 1 5 S {20 A P SR 65 FH & FlowaB 38 B (9 T4 8 L8 (0] Flows SaTEHER) > {5 HAR A Unique IP B838E (s @8iat—20)
o
& &
no %
4o
5 =
= .
=
11:30 131:85 11:40 11:45 11:50 11:55 12:00 12:05 12:10 12:15 12:20 12:25 # 11:30 11:35 11:40 11:45 11:50 11:55 12:00 12:05 12:10 12:15 12:20 12:25
B HFlowAHHE 5SSy - by Eaedlod
- @EFFI%IEH’JB%ﬁHi‘EE‘:TopZO (Fi5r SigeaiE - LAFlowBHE) ~ 5 FH 25 S ] (S hiBy tes B Top20 (753 FiiaHE)
ip 5 ToplLocalPort 57 TopRemotePort 57 Sum 57 ip S7 TopLocalPort 7 TopRemotePort 7 Sum 57
.69.80 65535 80 12008 .18.13 65535 443 1244830661
10:40:87::11 53 65535 7262 .30.118 65535 443 563838409
.150.19 65535 53 6516 .62.193 65535 443 319228640
.150.18 65535 53 5226 .13.28 65535 443 316066002
.88.12 53 65535 3974 .22.102 5054 443 163744418
.87.11 53 65535 3907 .38.66 65535 443 163017724
i 55 7 157553 S0 HH LR T R S5 : T 2 1575 53 Sk A SRR TR 351
= 1GB > 2l / \ = 1sscB E:
= b \ <
= L \ & —
& 500 MB e e - \ B os4amMmiB ™
ﬁ ~ / $ P g AN
LT —— = ——= == - VA U — . b . S
11:30 11=25 11:40 11:45 11:50 11:55 12:00 12:05 12:10 12:15 12:20 1225 11:30 11:35 11:40 11:45 11:50 11:55 12:00 12:05 12:10 12:15 12:20 12:25
7 A5 #m & Bytes £ F Sr80ER A B Butes

S . 1T AN O 929 167 TrAtal- 1 29 M 1T AN QD A7 Q7 TerAtal- 1 2 i



REZENEAIKEHRHDTERS

REEYEIRBHIRARE

RBREENERE ( AL EHN—R ) M Flows BEHE)

5000

/

2500

D53 EF lowBx

— 2  E— e A et S N | S
15:45 16:50 5:55 16:00 16:05 16:10 16:15 16:20 16:25 16:30
T EFlowd)
== 30243165.105 Total: 6177 == 80.248.163.148 Total: 4097 == 18523421617 Total: 3077 == 185.234.216.16 Total: 3050
185.234.216.15 Total: 3029 == 185234216.19 Total: 3027 == 185.234.216.11 Total: 3001 1856.234.216.10 Total: 2929
186.234.216.14 Total: 2901 == 185234.216.12 Total: 2900 186.234.216.18 Total: 2897 185.234.216.13 Total: 2837

89.242.162.38 Total: 2780 89.248.165.84 Total: 2399 89.248.163.35 Total: 1772 89.248.163.62 Total: 1745

RUFEREREMONSEREFlowERE (SH2 8L %0 Flows &5H8HE ) {ERAF AT Unique IP B2 A ( A9 BHH—R)

¢ 4

1000

MER

1000

500

o) Flow

§ho @S PSP

16:00 16:05
EE)FlowEkt & 15:35 15:40 15:45 15:50 5:55 16:00 16:05 16:10 16:15 16:20
30,197 Total: 214 SRR HeIPy
150 Total: 193
2.37 Total: 180

29146 Total: 174

BREETEORAFERLTp20 ( A9 #EEHE ) HFlowsHFE ) % TERE RidsBytesHTop20 ( fio #iratE )

150.18 65535 ] 237 17 65535 443
150.19 65535 3 8 y 65535
0:40:87:11 53 65535 17 65535

39.80 65535 80 : 265




